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M O R G A N  S T A N L E Y  B L U E  P A P E R  

The ‘Internet of Things’ Is Now  
Connecting the Real Economy 
The Internet of Things is the next revolution in computing. While smartphones and 
the mobile internet saw the advent of applications for the consumer, we expect to see the 
pervasive integration of semiconductors, mobile communication, and Big Data/analytics 
propelling the Internet of Things into the wider economy.  

The two key drivers of IoT are: 1) price reduction and standardization of key hardware 
and software components, and 2) the level of integration with Big Data/Analytics, from 
which companies in various sectors can increase revenues and reduce inefficiencies.   

Our polling of Morgan Stanley analysts globally found that the IoT could be an 
opportunity for several large industries, driving potential changes in business 
models and/or significant cost savings. The industries with the greatest potential 
Internet of Things impact are: Utilities (smart metering and distribution), Insurance 
(behavior tracking and biometrics for Auto and Life product lines), Capital Goods (factory 
automation, autonomous mining), Agriculture (yield improvement), Pharma (clinical trial 
monitoring), Healthcare (leveraging of human capital and clinical trials), Medtech (patient 
monitoring), and Autos (autonomous driving). Key IoT-exposed companies we cover are 
Apple, ARM, Atmel, Crown Castle, CSR, Freescale, Google, Imagination Technologies 
Group, Intel, Linear Technology, Microchip Technology, NXP, Realtek, Richtek, 
Salesforce.com, SAP, Software AG, Spansion, Splunk, and STMicroelectronics. 
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Executive Summary 

This Blue Paper is an in-depth follow-up to our 
September 24, 2013, Global Insight report, 
 “The Internet of Things Is Now”, which focused mostly 
on semiconductors.  

The purpose of this Blue Paper is two-fold: 

1.  Provide a full Semiconductor, Telecom Services, 
and Software perspective 

The Internet of Things needs semiconductors, telecom, and 
software to work hand in hand.  

Semiconductors: Price declines and standardisation are 
required, but the opportunity is measured in tens of 
billions of units. The advance of the previous wave of 
computing (smartphone/mobile internet) has pushed the price 
of key communication, computing, and sensing components 
low enough to enable the beginning of a new wave of 
computing. These include Bluetooth chips below US$1, 
application processors at the US$2 level, gyroscopes and 
accelerometers at the US$1 mark. We believe that cost 
reduction will continue thanks to more standardization, further 
integration of functions into a single chip, and the continuation 
of Moore’s law. 

  

Exhibit 1 
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Source: Company Data, Morgan Stanley Research  
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Source: Morgan Stanley Research 

Telecom Services: Striving to capitalize on network 
maturity. Operators are seeking to drive growth from the 
billions of connected devices in prospect on their wired and 
wireless networks as penetration of smartphones, tablets, and 
home broadband reaches maturity.  While connected cars are 
currently one of the most promising segments for telecom 
carriers and the number of potential devices is large, many of 
these devices will not even connect to existing carrier 
networks, and even if they do, may use very little capacity.  It 
is hard to see clearly who benefits at this stage as the dollars 
and cents are still fairly small.  Nonetheless, the tower 
companies (American Tower, Crown Castle, and SBA 
Communications) are perhaps the most obvious potential 
beneficiaries of the IoT, as new devices and applications 
should only accelerate the need for broader and deeper 
wireless coverage around the world. 

Big data/Analytics: Lots of data, but predictability is the 
ultimate goal of the Internet of Things.  We see significant 
opportunities for software companies around IoT. The most 
obvious area is in data management as IoT creates new 
varieties of data as well as greater data volume. However, we 
believe the opportunities go much further than data 
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management. Companies need to analyze and interpret the 
data, which we believe will drive spend on real-time and 
predictive analytics. Finally, any optimization suggested by 
the analysis has to be presented to end users for them to take 
action—or automatically to initiate a new process. As a result, 
we also see significant potential growth in new software 
applications around IoT, which will also require new 
development platforms. Some of these will support new 
business models for companies, moving the value from 
products to services. Finally, we believe IoT applications need 
to be integrated into existing business processes and IT 
landscapes. This could drive a new wave of spending on 
integration (middleware) or on a refresh of existing core 
applications to make them IoT friendly. 

Who are the key listed companies in Technology/Telecom 
under coverage that are most exposed to the Internet of 
Things? 

Apple, Inc. Microchip Technology Inc. 

ARM Holdings Plc NXP Semiconductor 

Atmel Corp. Realtek Semiconductor 

Crown Castle Corp. Richtek 

CSR Plc Salesforce.com 

Freescale Semiconductor Ltd. SAP AG 

Google Software AG 

Imagination Technologies Group Spansion Inc. 

Intel Corporation Splunk Inc. 

Linear Technology STMicroelectronics NV 

2. Show potential impacts on industries outside 
Technology 

Here we have chosen to show anecdotal evidence across a 
wide array of sectors and industries, ranging from automotive 
to utilities, of ways in which the Internet of Things could 
reduce inefficiencies or grow revenues.  

We are not trying to be exhaustive but rather are seeking to 
provide illustrative case studies. Current or near-term 
applications are only scratching the surface of the Internet of 
Things, in our view. As it develops, new applications and new 
inefficiencies could be addressed in other industries as well, 
such as airlines or financial services. 

 Utilities: Smart meters for electric power and water, and 
smart grid enabling better management of resources 

 Insurance: Telematics in automotive insurance, leading to 
more accurate risk pricing 

 Capital goods: Reduction of down-time and energy 
conservation efficiency 

 Mining: Monitoring of mining equipment and autonomous 
mining 

 Agriculture: ‘Precision agriculture’ using data analytics 
and real-time recommendations for farmers 

 Healthcare: Optimization of human capital in hospitals, 
cost reduction for clinical trials, smart patient monitoring 

 Factory automation: Process monitoring and optimization 
in factories 

 Lighting: Smart lighting in residential applications 

 Leisure: Improving customer satisfaction and cost control 

 Retail/Brands/Apparel: Improved supply chain 
management and smart marketing 

 Food retail: Improved shopping experience, food 
traceability, operational efficiencies 

 Consumer Wearables: Extending brands’ digital eco-
systems and engaging customers further 

 Transport: Smarter logistics 

 Automobiles: Connected cars 
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Our Attempt to Quantify the Potential lmpacts of an ‘Internet of Things’ Economy 

Tech/Telecom perspective – The previous wave of computing 
(smartphone/mobile internet) was driven by vertical integration (Apple) and a 
move from hardware to software/applications (Google/Android) in the 
consumer space. By contrast, the Internet of Things, in our view, is the 
pervasive penetration and integration of semiconductors, 
networking/connectivity, and Big Data/analytics into the real economy.  

We find that the key drivers for the Internet of Things are:  

1) Standardization and follow-on cost reductions—Increasing 
standardization of software and hardware, in combination with the 
progress of Moore’s Law (printing smaller transistors) and further 
integration (more chips combined into one), can drive device prices 
down and penetration up  

2) The exploitation of Big Data—The increasingly pervasive 
penetration of sensors throughout the industrial economy will 
generate lots of data, which will have to be digested and analyzed 
in order to become useful for non-technology companies. 
Eventually, mathematics and algorithms should identify trends 
which create value, in terms of cost savings / efficiencies and 
increased revenues to the real economy.   

After surveying all sectors covered by Morgan Stanley globally, we 
found that the Internet of Things potentially disrupts the following 
industries:  

1) Factory Automation could drive enhanced efficiency with process 
monitoring and supervision, remote management and optimization, 
optimal energy management. Assuming the global cost base of 
manufacturing is $25trn today, 2-4% cost savings from IoT as a 
result of 50% penetration of IoT, we could see $500bn in cost 
savings.  Mining, for instance, is an early adopter of the Internet of 
Things, with Rio Tinto currently generating over $300m in cost 
savings from the “autonomous mining” concept.  

 2) Precision Agriculture—Real-time analysis of weather data 
could provide $20bn of increased revenues for companies such 
as Agrium, DuPont, and Monsanto. We also expect farmers to 
increase productivity and revenues by an even larger amount.  

3) Utilities—‘Smart water’ could generate €18bn in revenues in 
2020 in Europe by potentially reducing leakage (which is at 20% 
today). The ‘smart grid’ could drive material changes to the 
electric power business model through the development of 
distributed power, requirements for more energy storage, and 
changes in consumer behavior. 

4) Healthcare—Real-time monitoring reduces the need for 
specialized human capital and could result in 1-2% cost 
savings, which would represent $800-1,600m of EBITDA 
savings for the four for-profit US hospital companies covered by 
Morgan Stanley Research (LPNT, HTC, HCA, and CYH). 

5) Retail—The use of radio-frequency identification (RFID) chips 
and precision analytics that improve inventory management 
could lower the cost of goods sold by 2%.  For non-food retail in 
the UK, that would represent potential savings of £3bn/US$5bn. 

6) Insurance—The Internet of Things could drive major changes in 
business models and profit pools as a result of the growing 
adoption of telematics in automotive insurance. On the life 
insurance side, biometrics could become intrinsic to risk-
assessment by insurers. 

Environmental, Social, and Governance consideration – In many 
cases, the financial benefits are clear and the Internet of Things should 
provide means to improve efficiencies and minimize waste, such as 
through the use of smart grid, smart meters, increased agricultural yields, 
reduced health and safety risks in some industries (such as mining) and 
reduced healthcare costs. However, the Internet of Things also could 
reduce the need for some blue collar jobs.  
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Exhibit 3 

Structuring the Internet of Things 
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M O R G A N  S T A N L E Y  B L U E  P A P E R  Scenario Analysis Summary 

Here is a table estimating where the opportunities and risks for users of the Internet of Things lie. We see four potential scenarios 
for future development of the Internet of Things. 

Exhibit 4 

Map of potential Internet of Things development 

High level of 
standardisation

Low level of 
standardisation

Low tech -- only sensors and hardware

Analytics intensive / high level of intelligence

IoT is a success and makes an 
impact on global GDP

High level of standardisation helps 
penetration in multiple sectors, and 

the increasing use of analytics leads 
to significant cost savings in multiple 

industries. Cross-pollenization of 
algorithms across sectors is a 

multiplier effect.

IoT takes several years to
take off

Some companies adopt 
customised solutions and measure 
key variables accurately. The IoT 
helps them make some key 
decisions, although 
implementation remains costly, 
with no scale effect. Adoption in 
only a few sectors. 

IoT takes several years to take off

Sensors are implemented in various 
devices but companies fail to turn 

data from sensors into useful 
decision-making. Reporting is 

improved across several sectors at 
a relatively low cost. 

IoT takes a decade to take off

Some companies adopt 
customised solutions and can 
more accurately measure key 
variables, but without improvement 
in cost-saving decisions. Adoption 
in only a few sectors because of 
high implementation cost. 

Standardisation / lower costs

Intelligence

 
Source: Company Data, Morgan Stanley Research. 
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What Is the Internet of Things? 

There are many ways to define the Internet of 
Things: 

The Internet of Things is an army of tens of billions of tiny 
robots making our lives easier.  While this may seem a 
simplistic definition, in our view it summarizes very well the 
aim of the Internet of Things.  It is similar to an army of small 
semiconductor-based robots, all connected over the Internet 
and able to take decisions on their own or based on higher-
level decision-making inputs from other devices or control 
centers. 

Exhibit 5 

The Internet of Things is now 
Fitbit Ultra, Google Glass, Nest Diamond Thermostat 

 
Source: Wikimedia Commons  

The Internet of Things is the next generation of personal 
computing, whereby objects interact, potentially 
independently, with each other and with their environment. 
This is more of an historical definition, as it positions the 
Internet of Things as the next evolutionary step for personal 
computing.   

Exhibit 6 

The Internet of Things is the next step in the 
evolution of personal computing  

 
Source: Morgan Stanley Research 

The Internet of Things is the combination of sensors, 
actuators, distributed computing power, wireless 
communication on the hardware side and applications 
and big data/analytics on the software side. This is more of 
a functional definition, but it shows that there are many 
prerequisites for the Internet of Things to exist.   

Exhibit 7 

Functional definition for the Internet of Things 

Ubiquitous knowledge

Cloud / Big Data / Analytics / Apps

Connected sensors Atomised
computing power Activated devices

 
Source: Morgan Stanley Research 
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A 15 year old concept, which started with radio-frequency identification (RFID) 

In 1997, Kevin Ashton, an assistant brand manager at Procter & Gamble, 
became interested in RFID tags to help manage the company’s supply 
chain. He then moved to the Massachusetts Institute of Technology (MIT) 
where he helped to start a RFID research consortium, now called the Auto-
ID Labs. He is now working at Belkin and he is behind the WeMo home 
automation system.  

“If we had computers that knew everything there was to know about things 
– using data they gathered without any help from us – we would be able to 
track and count everything, and greatly reduce waste, loss, and cost. We 
would know when things needed replacing, repairing, or recalling, and 
whether they were fresh or past their best. The Internet of Things has the 
potential to change the world, just as the Internet did. Maybe even more 
so.”  

– Kevin Ashton in a presentation to Procter & Gamble in 1999 

The view from a political leader 

“I see the internet of Things as a huge transformative development—a way 
of boosting productivity, of keeping us healthier, making transport more 
efficient, reducing energy needs, tackling climate change” 

– David Cameron, UK Prime Minister, CeBIT speech 

 

 The view from the technology companies 

“We are entering a new era of computing technology that many are 
calling the Internet of Things. Machine to machine, machine to 
infrastructure, machine to environment, the Internet of Everything, the 
Internet of Intelligent Things, intelligent systems – call it what you want, 
but it’s happening and its potential is huge” 

– ARM and Freescale, February 2013 White Paper, The Potential 
and Pitfalls of the Internet of Things 

“The Internet of Everything creates US$14.4 trillion in value at stake—the 
combination of increased revenues and lower costs that is created or will 
migrate among companies and industries from 2013 to 2022. […] 
Currently, 99.4% of physical objects that may one day be part of the 
Internet of Everything are still unconnected”  

– Cisco Systems White Paper by Joseph Bradley published in 2013 

“The Next Big Thing is actually a Trillion Small Things.  Networked 
microcontrollers with sensors and actuators are about to be embedded in 
any tangible object or place, ready to observe and control the real world. 
Imagine tiny web servers in all embedded devices, ready to connect to 
the Internet and provide their observations and services to a new set of 
Web applications. Ericsson has a vision of 50 billion connected devices 
by 2020. Included in this vision is the Networked Society where all 
aspects of people's lives, the operations of enterprises and society in 
general are impacted by the proliferation of communications. The Internet 
of Things will be a major cornerstone of an emerging networked society.” 

 – Ericsson, Ericsson Labs website 

 

Hardware stocks likely to be the first beneficiaries 

In the mobile internet wave, hardware stocks’ prices were the 
first to move (see Exhibit 8), and we believe the hardware 
stocks will likely also be the first beneficiaries of the Internet of 
Things.  

Revenues are small today for most companies and it is 
difficult to find pure players, but as we have seen with 
smartphones, the potential for growth is large – iPhone grew 
from 6% of Apple revenue in 2007 to 52% in 2012. 

Exhibit 8 

Mobile Internet Timeline – Internet of Things could 
be the next growth driver 
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Internet of Things 

Technology 
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The Software-Defined World 

Adam Wood 

Keith Weiss 

Sid Mehra 

Melissa Gorham 
 
"Enterprise software is a US$300 billion market based on 
tools built for the industrial era.  This number will be dwarfed 
in the information era." -- Aaron Levy, Founder of Box 
 

The Internet of Things presents significant opportunities for 
software companies. The most obvious area is in data management 
as IoT creates new varieties of data as well as greater data volume. 
There are many new technologies addressing this. However, we 
believe the opportunities go much further than mere data management. 
Beyond simply collecting more data, companies must analyse, 
interpret, and apply it, which we believe will drive spend on real-time 
and predictive analytics (conclusion 1). Any optimisation suggested by 
the analysis would have to be presented to end users for them to take 
action—or automatically to initiate a new process (conclusion 2).  
 
As a result, we also see the potential for a surge in the growth of 
new software applications that will require new development 
platforms (conclusion 3). Some of these will support new business 
models—we believe moving from pure manufacturing to offering 
services will be a common one. 
 
Finally, IoT applications need to be integrated into existing 
business processes and IT landscapes. This could drive a new 
wave of spending on integration (middleware) or on a refresh of 
existing core applications to make them IoT friendly (conclusion 4). 

 

Information technology spending in the past 20 years has 
focused primarily on the digitization and automation of 
existing business processes, consumer activities, and work 
flows, whether that be adding digital controllers to industrial 
machines, moving from sending customer contracts via mail 
to emailing with a digital signature service, or the shift in 
‘window shopping’ from physically walking through a mall to 
browsing Amazon.com.  In our view, the next 20 years will 
focus on optimizing those activities, workflows, and business 
processes. This optimization will be driven by a confluence of:  

1. Increasing Digitization:  The declining costs and size of 
sensors, controllers, and transmitters will allow their 
integration into the physical world all around us. 

2. Pervasive Networking: Technologies like Wi-Fi and 
Bluetooth are connecting a broadening scope of objects to 
the Internet, while the increasing penetration of fiber optics 
takes average bandwidth to new highs. 

3. Lower Cost Data Storage:  The cost of storing and 
logically organizing the vast amounts of data generated by 
these sensors and controllers continues to fall through the 
combination of Open Source software with commodity 
hardware within a company’s data center and cloud-based 
data stores. 

4. Easier Application Development: While the availability 
of data is necessary for this optimization, it is the analytical 
functions that turn the data into useful information and 
applications that make the optimization real to the end 
user.     

The combination of these four elements constitutes the 
Internet of Things, which is essentially a layer of optimization 
that reaches beyond an enterprise’s data center and extends 
control across broad swaths of the physical world around us. 

Big Data and Beyond:  One of the most immediate impacts 
of the IoT is a dramatic increase in the volume of data that 
companies look to collect, store, and manage.  However, it is 
equally important to consider the greater velocity (real-time 
vs. batch) and variety of data (unstructured vs. structured) 
that IoT is likely to generate. The most obvious technology 
spending impact may be the database/data storage market, 
where a large number of new technologies have emerged 
over the last few years to help companies deal with the 
increasing volume, velocity, and variety of data (the “Big Data” 
challenge). 

However, we foresee other large technology spending 
impacts in other areas of software.  The collection and 
storage of data have little value on their own—it is the 
analysis (turning data into information) and subsequent 
application of that information that will drive incremental value 
for companies.  The technologies enabling the analysis, 
presentation, and integration into existing IT architectures 
should also see increasing demand around the IoT. 
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Today, many enterprise IT architectures are not optimized to 
either ingest this volume/type of data or make effective use of 
the resulting information.  As such, we expect to see 
enterprises investing in the following software categories to 
garner benefit from IoT: 

1. New data store technologies: New databases and data 
stores optimized for particular data sets created by IoT. 
While the more established database vendors will likely 
play a role in the new technologies, we see a lot of room 
for newer entrants to benefit from the change in 
technology and so we expect the market share to be 
divided across more companies. 

2. Integration/Middleware: Integration (e.g., middleware) 
technologies to integrate the new IoT data and 
applications into existing business processes and 
workflows. 

3. Real-time and Predictive Analytics: Companies will use 
analytical software to gather intelligence from the vast 
trove of data collected from the physical world. Some of 

these analytics will be standalone, others will be built into 
the database layer, and still others will be built into the 
application layer. 

4. New IoT Applications and Application Development 
Platforms: We expect brand new applications to be built 
to deal with the information flow. Today this is happening 
on a custom basis with many things (integration, 
protocols) being replicated each time an application is 
developed  As we have seen in the past in software, we 
expect the industry to move to development platforms 
either built for, or at least optimized for, IoT. These 
platforms will automate much of the development legwork, 
enabling developers to focus on business value rather 
than the infrastructure required to integrate the IoT. 

5.  Enterprise Application Refresh: Existing enterprise 
application platforms are likely to be refreshed to take 
advantage of IoT. We have seen this happen in industries 
where large investments have already been made in IoT 
type technologies, for example in utilities, with elements 
like smart metering and smart grid. 

Exhibit 9 

IoT, Software adoption timeline 

Creates a significant 
increase in the volume and 
variety of data

Internet of Things         
(connected devices)

Data Store Technology

Companies invest in new data 
store technology to manage 
this increase

Integration with
existing tech

Companies either refresh their existing 
architecture or invest in middleware to 
integrate the new data.

Internet of Things, software adoption timeline

BI/Analytics

Companies invest in real-
time & predictive analytics to 
analyze the data.

Application Platforms

Companies develop new 
applications that lever IoT data 
on new app. platforms

 
Source: Company Data, Morgan Stanley Research 
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Exhibit 10 

Software – Competitive landscape 

Private

Incumbent New New
Vendors Entrants Entrants

Applications

Analytics

Data Stores

Publicly Listed

 
Source: Company Data, Morgan Stanley Research 
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The Internet of Things and Software 

We see five main layers in the Internet of Things. 

In hardware:  

1) devices that collect data 

2) devices that transmit data 

In software:  

3) data storage 

4) analytics 

And at the end-user level: 

5) integrated applications  

 

The IoT Stack 

We build the IoT stack up from its base layer, which is pure 
hardware—sensors, embedded devices, cameras, meters 
and so on. Above this base layer, a network layer is needed 
for the sensors to communicate and for the data that they 
collect to be transferred and then stored and analysed. Then 
we move up into the software layers.  

At this point, we have very significant amounts of data being 
collected by sensors, data which can be transferred  and 
which needs to be stored. We will look at this in more detail 
later, but given that this data is already being collected 
outside of existing enterprise systems, these data stores 
could also be located outside of traditional enterprise 
systems—most likely in cloud storage (Amazon Web 
Services, Microsoft Azure, Google etc.)—rather than just in 
existing enterprise storage. 

Finally, we need analytics and applications to take that data 
and link it into existing workflows and business processes. 
Without that link, the data will not make a difference to how 
enterprises operate. 

We have made clear splits between the technologies in our 
view of the stack. However, we acknowledge there will be 
some overlap between the layers we identify. Some of the 
data stores will have analytics built in, as will some of the 
application layers. 

Application/Analytics is as important as Big Data  

A common view might be that the most important software 
implication from the IoT is the database/data store layer. It is 
true that the IoT creates very significant data volumes that 
will only increase (dramatically) over time. These data 
volumes create a series of challenges to enterprises as we 
do not believe traditional data storage architectures are well-
suited to accommodate the volume, velocity, and variety of 
this IoT data.  

There have been significant changes in the technologies we 
can bring to bear to help enterprises deal with these data 
problems over the last 3-5 years and these improvements 
are likely a major driver in adoption of IoT technologies. 
However, the collected/stored data only gains value once it is 
analysed and acted upon by the enterprise. Data on its own 
is of little or no value. As a result, we believe that the 
application/analytical layer of the stack is of equal, if not 
more, importance to the software sector as an impact from 
the IoT. Enterprises will need to think through how they 
adapt their existing analytical and application infrastructure 
(which was not at all designed for the inflows of data the IoT 
implies) to deal with the information flow and make best use 
of it.  

We expect companies to make use of new analytical 
technologies to help them handle the new volumes of data, 
but new platforms will also be necessary to monitor data 
streams in order to help companies automate decisions in 
closer to real time. These technologies will also help 
companies combine the two—monitoring a flow of live data 
and comparing it to a large historical data set in order to 
support decisions. 

In this software section, we will consider the software layers 
of the stack – the data stores and complex event processing 
(CEP) systems, the analytical systems required, and the 
applications needed to make best use of the data that has 
been collected. 
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Exhibit 11 

IoT stack 
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Source: Company Data, Morgan Stanley Research 
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Conclusion 1: Spending on real-time and 
predictive data analysis will increase 

IoT implies a dramatic increase in the volume and variety of data 
companies have to manage in order to benefit. Fortunately, we have 
seen a wave of innovation in this area over the last 3-5 years and a 
move from a one-size-fits-all model (the relational database) to a model 
where different data stores can be used depending on the use case. 
We expect to see strong spending on these new technologies. 

 

Companies have been struggling with increasing data 
volumes for several years. On top of this, they are also 
struggling with a wider variety of data (structured, semi 
structured and unstructured) that needs to be managed. The 
emergence of IoT exacerbates this problem as IoT 
introduces yet more data volume and data variety to 
companies. 

In the past, companies would try to fit these data sets into 
the dominant data management technology—which for many 
years was the relational database, such as provided by 
Oracle, Microsoft, and IBM. If the data did not fit in the store 
or it was uneconomical to process, the company would either 
change the question or drop the analysis altogether. 

Over the last 3-5 years, however, we have seen a wide 
range of new data management technologies emerge. These 
technologies have tended to target specific data 
management problems rather than attempt a one-size fits all 
approach, as we saw in the past.  

The traditional relational databases were widely adopted to 
manage and record company transactions and so the 
integrity of the database in these situations is key. Some 
examples of this would be ensuring a transaction is “all or 
nothing”—if any part of the transaction fails, it all fails (so-
called “atomicity”)—or “consistency”—if anything happens 
that breaks the database rules, the database reverts to its 
state before the event.  

However, it was very difficult, if not impossible, to combine 
that database integrity with the very large increases 
companies have seen in data volumes and variety. This was 
especially true for companies managing internet traffic and 
data. 

A relatively common theme among the newer database 
technologies is that some of the rules for database integrity 
are relaxed so that the data volume or variety can be 
managed more easily. For example, is it more important that 

Facebook is available all the time or that your latest 
Facebook update is different, depending on where you are 
located? That highlights the trade-off between managing the 
data volume (keeping the site running) and perfect database 
integrity. 

Some of these technologies emerged from internet 
companies that were generating unprecedented data 
volumes they wanted to analyse—or had business models 
based on the management of extremely large data sets. 
These companies often shared their research with the open 
source community and today we still see a lot of new data 
management technologies either being generated in the 
open source community or based on technology that was 
created there. 

The following exhibit shows the different degrees of structure 
within a database. As databases relax the degree of 
structure and as the reliability with which transactions are 
recorded improves, the flexibility increases, allowing for 
different use cases. 

Exhibit 12 

NoSQL—evolving new databases for specific use 
cases 

 
Source: Source: Highly Scalable Blog 
(http://highlyscalable.wordpress.com/2012/03/01/nosql-data-modeling-techniques/) 
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The most notable example of this would be Hadoop, an open 
source project which emerged from Google. Hadoop is able 
to process large amounts (volume) of different data sets 
(variety) in a reasonable timeframe by spreading the 
workload over multiple commodity servers. The use of 
commodity servers vs. more expensive dedicated (custom) 
hardware appliances also makes it a cost-effective solution. 

Another example of a more recent technology would be 
Splunk. Splunk offers a platform that collects and indexes 
machine data, but a major differentiator is the proprietary 
search interface that makes it easier for users to analyse and 
monitor the machine data in an intuitive way. 

The company started in the IT Operations area aiming to 
help companies reduce or eliminate downtime on IT 
systems. Rather than printing out log files from various IT 
systems (the machine data), Splunk allowed the IT 
department to look at that data via the search interface, 
which enables problems to be found and resolved far more 
quickly. Of course, it is not a big step to move from reactive 
analysis of data when something has gone wrong, to setting 
up data monitoring in order to predict when there might be a 
problem in order to avoid it. 

Splunk has found that machine data has been an under-
analysed area for companies and its customers and partners 
have been quick to find many use cases both inside and 
outside of IT Operations—moving into security and more 
general analytics, for example. 

The fact that Splunk was set up to manage machine data 
positions it very well for the IoT, in our view, as the IoT is of 
course all about the storage and analysis of this type of data. 

We will look at application development platforms in more 
detail below, but we would highlight that Splunk has also 
moved into this area with Splunkbase—a development 
platform for applications built on the Splunk data store 
technology. 

We see one further challenge for companies looking to 
manage IoT data – velocity. We think about this in two 
different ways: 

1. How do we analyse the data in a timely fashion? This 
has been a major bottleneck for traditional relational 
databases, which in the past often had to be heavily 
structured in order to provide even adequate response 
times on large data sets. Unfortunately, the more you 
structure a database, the less flexibility you have and so 

companies were left with a trade off between query 
response times and query flexibility (i.e. the ability to ask 
another question of the data that you had not specifically 
structured the data for). 

The following exhibit shows various methods of managing 
the increase in volume, velocity, and variety of data in 
databases. On the volume side, it shows companies must 
improve first their storage capabilities (in terabytes) and then 
how the data transactions are stored (in tables, files, records 
etc.). Because dealing with the variety of kinds of data can 
be challenging, we expect companies will have to adopt a 
mixture of structured and unstructured databases. The 
velocity of data and technological advancements in data 
management (in-memory etc.) allow companies to analyze 
events in real time. However, old technologies such as batch 
processing will still be relevant for certain situations. 

Exhibit 13 

Big Data Technologies—managing the 3 (or 4) V’s 

 
Source: http://blogs.perficient.com/multi-shoring/blog/2012/07/16/big-data-big-deal 

2. How do we manage very fast flows of data coming 
into the organization, such as financial trading data? 

A number of database technologies (columnar, in-memory) 
have emerged to try to address the first issue—with SAP’s 
HANA product perhaps the best known. SAP claims HANA 
can improve query response times by very dramatic factors 
(HANA customers talk of 10,000x performance 
improvements and more) and does so without the need to 
structure the data. This means that ad hoc queries can be 
asked on the fly. 
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Exhibit 14 

In-memory technology: primary advantage 
because of speed and ease of use 

Source: QLIK Technologies, Morgan Stanley Research 

Conclusion 2: Optimisation could lead to 
new processes 

We believe the second challenge of increasing data 
velocity is effective analysis. How will companies take a 
very fast data flow and then do some analysis of it, often 
against a static, historical database? An example might be in 
Financial Services where a company needs to authorize 
incoming internet payment transactions but needs to 
compare them against historic data sets in order to identify 
potentially fraudulent transactions. Consumers making 
internet payments don’t want to wait more than a few 
seconds for the payment to be complete, while the payments 
company wants to make as many fraud checks as possible 
in that timeframe. The faster the checks can be made, the 
happier both parties will be. Here we move into what IT has 
termed “complex event processing.” 

We see the middleware vendors producing solutions in this 
space. Software AG, for instance, believes its technology 
platform offers a significant advantage for companies looking 
to manage data flows at high speed. 

SAP also has technology in this area, which came with the 
acquired Sybase business. Sybase’s event stream processor 
has been widely used in Financial Services to help 
companies deal with the fast flow of financial market data. 
However, SAP has been broadening the use cases for the 
technology and in a classic IoT use case has collaborated 
with NTT Data to monitor bridges—data from tens of 
thousands of sensors—and analyzing this against historic 
libraries of data. 

Last but not least, we highlight the companies that are 
focused on building complex analytical algorithms on top of 
the existing and new data store technologies. These include 
companies like Palantir and MapR who have been building 
on Hadoop, among other technologies, and SAS Institute, 
one of the leading providers of complex analytical algorithms. 
There are also the incumbent Business Intelligence 
companies (Business Objects, Cognos, Hyperion—now parts 
of SAP, IBM, and Oracle, respectively) that provide analytical 
tools. 

In summary, companies have already faced major data 
management challenges from increasing data volumes, 
variety and velocity. There has been significant innovation 
over the last 3-5 years in this area. We expect the data 
collected from IoT sensors to create further challenges for 
companies in this data management area and this is likely to 
drive increased investment in these technologies. 

While the incumbent database vendors (Oracle, IBM, 
Microsoft) will likely see some benefit from this as they have 
also invested in new technology, we see the companies that 
are primarily exposed to the new developments as the main 
beneficiaries from this potential spending increase. 
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Conclusion 3: There will be a surge in 
growth in new software applications  

Once the data is collected we need to do something with it. We 
see companies spending on analytics to product actionable 
intelligence. As in the past, we expect new IoT data and intelligence to 
result in an explosion of new software applications. These apps will 
present actionable intelligence to end-users – or automatically initiate 
new actions to optimise the business. We expect new IoT software 
development platforms to enable this. Finally, companies have made 
huge investments in their existing IT. We expect investments to 
integrate the new IoT apps into that existing IT, or to refresh existing IT, 
making it IoT-friendly. 

 

Once the data has been collected, stored and analyzed, the 
enterprise needs a system to either: 

1. present that information to a person/agent who makes 
use of that intelligence to change existing systems or to 
make a better/optimized business decision 

2. automate a response—with an automated workflow that 
does not require human intervention. 

We have seen in the past that the availability of new data 
sets and new techniques for gathering and making use of 
that data leads to rapid growth of new applications for that 
data. The challenge for enterprises today is that their 
systems are not set up to cope with the influx of data from 
IoT. We believe two major changes wall take place to enable 
enterprises to make better use of IoT data. 

New applications will be developed—leading to IoT 
application development platforms 

These applications are already being created, but as is 
usually the case in technology, the development is being 
done on a custom basis. This means that a lot of work is 
being repeated each time an application is written—
integration points to the data stores, integration to the 
existing enterprise application infrastructure, and so on. Over 
time, we expect this custom development work to migrate 
onto software development platforms. We have seen this 
happen in the past in software where a software 
development platform already incorporates a number of key 
elements and this leaves the developer free to focus on the 
business value of the application rather than the 
infrastructure needed to enable the application to work. 

We see companies as diverse as SAP, Oracle, 
Salesforce.com, Splunk, and PTC providing development 

platforms for the IoT. Some of these have been acquired 
(PTC-ThingWorx), some of them are adaptations of existing 
platforms (SAP has a HANA platform for the IoT). These 
platforms will make it easier and quicker for these companies 
and their enterprise customers to develop IoT applications. 
However, we also expect some of these companies (if not 
all) to open their platforms to other developers and 
independent software vendors (ISVs) so smaller groups can 
benefit from the platform that has already been created and 
focus on specific applications. 

Conclusion 4: New IoT apps will need to 
be integrated into existing processes 

Second, we believe enterprises will have to modify their 
existing infrastructures to take advantage of the IoT 
intelligence and to integrate the new IoT applications that are 
being created. We see two different approaches to this. 

1) A new lease on life for middleware? 

On the one side, we see the IoT giving the leading 
middleware vendors a new and significant opportunity. The 
leading companies in this space are IBM, Oracle, Tibco, and 
Software AG. We expect these companies to provide 
enterprises with software that enables them to integrate 
many different sources of data and different applications in a 
coherent way. The IoT means that companies will have more 
data stores (relational, Hadoop, object, in-memory) and 
many more applications. We expect companies like Software 
AG to be a mediator so all these elements can be accessed 
at the right time and for the right use case. This approach is 
likely to be more attractive the more varied or heterogeneous 
an enterprise’s IT landscape is. 

2) Refreshing existing platforms 

The second approach is likely to come from the leading 
enterprise application vendors—most notably SAP and 
Oracle. Many companies already have IT landscapes that 
are dominated by one of these two vendors (especially SAP) 
and we expect these companies to push their customers to 
standardize further on their platforms, which will be 
increasingly ‘re-architected’ to integrate IoT applications. 
SAP, for example, already has a flavour of its HANA platform 
that is dedicated to the IoT. While we expect SAP and Oracle 
would like their platforms to be used to the exclusion of all 
others, the reality is that very few companies have an IT 
landscape that would make this a feasible approach. Rather, 
we expect these two to push for their platforms to become 
the dominant one, while they will also provide their own 
middleware technologies to enable integration with others. 
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Company use cases and examples

SAP–Much more than just Cloud and HANA 

SAP sees a technology stack for IoT as we do—with a 
sensor /device layer, a network and carrier layer, and then a 
platform on top of this. This platform will encompass 
connectivity into the devices and data but also enable 
developers (whether that be within SAP, within a customer or 
a third-party partner) to develop applications on it.  

However, SAP believes that it is critical for large enterprises 
to tie these new applications into their existing infrastructure. 
This is the key difference between Machine to Machine 
(M2M) and IoT. It’s one thing to assemble the data from 
many sources, but the key thing is what you then do with that 
data. While an alert may be useful for a small company, 
larger enterprises have spent billions on existing processes 
and workflows and it is not realistic to expect this to be rebuilt 
just for the IoT. 

SAP tagline for IoT is Monitor, Analyse, Automate. 

SAP has the Sybase event stream processor to monitor real 
time data feeds (which is already commonly used in Wall St 
financial applications to monitor large amounts of data flow), 
HANA as a data store for analytics and then the HANA 
platform for IoT application development. The platform is a 
version of HANA which has specific features to customize it 
for IoT. It has two main layers: 1) device connectivity and 
management and 2) application enablement.  

The key for SAP is that the platform will integrate with 
your existing SAP ERP system. 

SAP expects to help enterprises in two main ways. For 
industries that have already invested in sensors and device 
integration (for example, Oil & Gas and Mining were able to 
justify heavy investments in these areas due to the high 
value of the assets in these industries), we expect SAP to 
focus on the application development layer. In other 
industries that have not invested materially in M2M or IoT 
yet, we expect SAP to offer the whole platform. 

Today, SAP believes we are just starting to see IoT adoption 
in companies, but aside from the industries that have been 
able to invest to some extent already as highlighted above, 
the market is really greenfield. 

They expect to see more concrete use cases in industries 
over the next 12-24 months. 

SAP has already built an IoT proof of concept (PoC) with the 
Port of Hamburg with Cisco (hardware) and T-Systems 
(integration). The challenge for Hamburg is to increase the 
efficiency of the port in order to improve the container 
throughput. Today the port handles around 9m containers 
per annum but expects that this will need to increase to 25m 
containers by 2025. It will be impossible to achieve this 
increase by just (almost) tripling the size of the port and so 
the solution lies in optimizing throughput. Sensors can be put 
in containers, lorries etc. and then applications with complex 
algorithms can calculate the optimum scheduling for the port. 

Another example in IoT is in vending machines. This shows 
many of SAP’s applications—customer engagement, supply 
chain management and analytics among others. However, 
the value of these applications is increased significantly by 
connecting the vending machines to a platform. In this way 
the supply chain could be optimized further (predicting when 
machines will run of stock) and the up time of the machines 
could be improved by monitoring them for potential signs of 
breakdown. 

Software AG—connecting the IoT with the 
enterprise 

Software AG’s strategy is to be a connection point, bringing 
together the information generated in the physical world with 
the intelligence in enterprises existing IT systems. The 
company provides solutions to connect various 
databases/applications (middleware) as well as the 
technology to perform real time analytics on incoming data 
streams. This allows customers to identify 
similarities/disparities between current and historic events as 
they happen. Based on conclusions drawn from the analysis, 
customers can either manually or automatically trigger 
business processes, reacting to changes within hours rather 
than days.  

A good example of such a system would be that of shipping 
logistics. Sensors and trackers would provide information 
about the location, speed and course of large shipping 
vessels. This information could then be related to information 
on available docks at the port of destination. Correlating the 
information could help logistics companies make sure that 
ships arrive just in time to be allocated a free dock, which 
would help significantly reduce fuel cost. 

To enable this, Software AG would provide its complex event 
processing (CEP) engine, called Terracotta. This would 
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relate the incoming data streams (location and speed of the 
ships), with the data about port vacancy. With real time 
analytics from its Apama product, conclusions would be 
drawn on whether or not the ships are travelling too fast. The 
results of this would be presented with Presto, Software AG’s 
visualization technology. Managers would then be able to 
trigger a process, such as a message to tell the ship to slow 
down, via SOWG’s BPM engine WebMethods.  

Exhibit 15 

Software AG: IBO stack 

0

 
Source: Company Data, Morgan Stanley Research 

PTC—Providing the hammer to nail the IoT  

PTC believes that with the dramatic increase of data, there 
will also be an dramatic increase in the number of 
applications and use cases aimed at gathering new insights 
from this data. Given the large disparities between 
companies and industries, PTC argues each business will 
need to develop custom applications to get the most out of 
the data they generate. This implies a costly undertaking for 
most companies, especially those that do not already have 
large software development teams.  

Through the acquisition of ThingWorx, the company believes 
it can accelerate the adoption of IoT initiatives by giving 
customers a platform that significantly simplifies the 
development of IoT-specific applications. Additionally, by 
integrating data streams generated from physical sensors 
with their existing PLM software, the company argues that it 
can give customers the ability to do true lifecycle 
management. The sensor data can provide the view about 
how the customers are using the products and how they can 
improve usage. This in turn gives the seller a more informed 
understanding of the customer, which can improve up-selling 
of new products. 

An example of how PTC hopes to integrate both sides is a 
mining customer who writes an application that monitors the 
various components of their mining trucks/dredgers etc. This 

data can then be related to the data on the products from the 
CAD engine. So in the scenario of a failure, the service 
engineer can immediately relate the broken component to 
the CAD file, allowing for faster servicing and repair. 

Salesforce.com—enabling the ‘Internet of 
Customers’ 

At its core, Salesforce.com is all about gathering customer 
data—whether that be marketing data (Marketing Cloud), 
sales leads (Sales Cloud) or customer profiles (Services 
Cloud). Salesforce.com was quick to jump onto the potential 
of adding new information about a customer or prospective 
customer to its data base—coining the term ‘Internet of 
Customers’ to describe the integration of new data sets from 
consumer devices like cars and toothbrushes into the 
domain of Salesforce.com’s current applications and 
platform.   

Service Cloud (customer support application) looks to be one 
of the most obvious areas where IoT type information can be 
presented.  General manager and senior vice president of 
the Service Cloud division, Alex Bard, sees Salesforce.com 
serving as a platform for listening and responding to 
information collected from all sorts of connected devices.  
This will enable new applications that not only identify 
anomalies within a devices or service, but also assess the 
best course of action to take to resolve the anomaly.  
According to Bard, “So whether it’s simply saying to the 
customer, ’Hey, we solved a problem for you, have a great 
day, or ‘Hey, we need your help in solving this before it 
becomes a real issue,’ that will all be processed through the 
Service Cloud.” 

Salesforce.com looks to use the influx of new IoT data 
streams more broadly within the existing application suites, 
but also within their platforms for creating new applications.  
The company recently highlighted the ability to get service 
alerts and updates on the status of a connected Toyota Prius 
through the company’s Chatter collaboration and messaging 
systems.  We expect that the recent visual analytics assets 
purchased with EdgeSpring will also play a part in expanding 
the types of IoT solutions customers can develop on top of 
the SalesforceOne platform.   

Splunk—Rise of the machine (data)   

Purpose built to enable customers to collect, store and 
analyze in real-time large volumes of unstructured machine 
data, Splunk may be the most direct play on the IoT theme in 
software.  While the original use case of the Splunk platform 
(and ~60% of current usage) was for enabling better uptime 
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of IT systems, the machine data used in the Splunk system 
is the same type as much of the data being generated by the 
sensors and controllers in IoT scenarios. As a result, we 
think that Splunk's ability to manage and analyse the so-
called "digital exhaust" coming off IT systems today will 
position it very well to handle similar types of data sets we 
expect to see from IoT systems.   

Beyond just having a platform in which a customer can 
collect and store this machine data, Splunk has been 
developing analytical and development capabilities that allow 
the creation of new analytical applications on top of their 
platform.  The company now has software development kits 
(SDKs) supporting six major development frameworks—
Python, Java, JavaScript, PHP, Ruby, C#—along with a 
broadening set of additional tools for application developers.  
Additionally, Splunk maintains its SplunkBase application 
marketplace, where partners, customers, or Splunk itself can 
distribute applications based on the Splunk platform. 

A good example of an IoT application built on the Splunk 
platform comes from a customer that had both an elevator 
maintenance business and a building leasing arm.  The 
leasing business would use the elevator maintenance 
services of its parent company whenever possible.  The 
company began collecting elevator usage data using the 
Splunk data, gathering information on how and how often 
elevators were being used in their leased buildings.  By 
matching the elevator usage data with leasing data sets, the 
company was able to discover patterns of elevator usage 
that predicted when a tenant was likely to not renew their 
lease.  Finding these patterns allows the leasing business to 
engage with the tenant earlier, either engaging in the 
renewal process earlier or getting replacement tenants in 
place faster.  

Dassault Systèmes—optimizing design and 
manufacturing 

We see five main areas where Dassault Systèmes (DS) has 
products that could benefit from IoT adoption. 

Collecting and searching data: First, the company has the 
ability to search and index information from multiple sources 
(sensors, web and social networks) via its acquisition of 
Exalead. This plays in the data store and indexing part of the 
IoT market. 

Presenting data—Second, we believe that the presentation 
of data is increasingly important. DS’s acquisition of Netvibes 

enables it to present visual dashboards to end users 
incorporating data from a wide variety of sources. 

Product customisation—Third, as a result of IoT, designers 
will have far more information to be able to design products 
for specific end markets and their individual needs. We 
expect this to lead to a much greater level of product 
variance and diversity and we believe design software 
platforms will have to deal with this increased product 
variance and complexity. DS sees its ENOVIA product at the 
heart of the V6 platform as a key tool for managing greater 
product variance and complexity. 

Integrating physical design and software/systems: 
Fourth, we believe IoT will mean that software and systems 
need to be much more tightly integrated into mechanical 
products. We see design software companies incorporating 
functionality to incorporate this into their mechanical design 
tools so companies can test and integrate software during 
the design phase of the physical product. 

Factory optimisation: Finally, we expect to see a much 
larger number of sensors in factories that should help 
companies optimize their manufacturing operations. DS 
offers DELMIA Operations Intelligence (DELMIA OI) to help 
companies collect live manufacturing data, analyse what is 
working and what is not, and then generate best practices 
and rules from the data. DELMIA OI should help companies 
reduce the need to modify the specifications of products (to 
match manufacturing capabilities) and to invest in new 
equipment. 

Design challenges of IoT could be a further 
software driver 

IoT can also drive software design spend: We believe IoT creates 
two major problems—or opportunities—for companies designing 
products. First, IoT creates a large amount of new data which 
designers could find useful in their product design, whether they come 
from sensors in products or from social network interactions. We think 
that design platforms will have to find ways to assemble that data for 
designers in future. Second, many companies are struggling with the 
integration of software and systems into mechanical design. IoT 
suggests that companies will have to improve the way they integrate 
software and systems into physical products. We would highlight 
automotive, where an increasing proportion of engineers are already 
focused on software/systems vs. mechanical design (at least 50/50 
already in many companies, and increasing). 
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While IoT can produce a large amount of new operational 
data that companies can use to optimize and improve their 
workflows and processes, it also brings a large amount of 
data that designers could use to optimize and improve their 
product designs. This information could come from the 
sensors in millions of cars or fridges that consumers are 
using, or from interactions on social platforms. However, it all 
poses a number of challenges for companies that are 
designing products. Chiefly, how can the information be 
collected, stored, and then indexed so it appears in a 
useable form for the actual designers in a company. 

We believe that design platforms will have to take more 
account of this data in future. 

Over the last five years or more, product life cycle 
management (PLM) software systems have helped product 
designers move out of their information vacuum and work 
more collaboratively. This could be in tandem with 
manufacturing and suppliers, but also with sales & marketing 
and purchasing departments. We think that the information 
collected by IoT sensors can take this to a new level – but 
the design platforms need to be able to integrate this data. 

As we highlighted previously, the variety of data will also 
increase, so customer feedback on a product could come 
from a social network interaction or information about a part 
that fails regularly could come from IoT sensors.  

As a result, we believe that successful design platforms in 
future will have to deal with this variability of information and 
store and index it in a way that is useful for the product 
developers. 

We see two further challenges (that are linked) for 
product development in an IoT age. 

1. Products will have a much larger software 
component in them – and this software has to be 
integrated into the physical asset. We already see 
that cars have very large amounts of software code 
in them, and this software has to interact with the 
mechanical part of the car. We believe that IoT will 
increase the software component of assets. 

2. There is a debate about whether the end point 
sensors in IoT will be “dumb” (just there to transmit 
data back to a central repository that can make 
decisions) or intelligent (with some ability to make 
decisions based on the information it receives). 
Currently, hardware costs suggest the end points in 

IoT will be “dumb” and simply relay information back 
to a central repository. However, we expect the cost 
of hardware to continue to fall and we think it is 
possible that these end points will have more 
intelligence over time. Again, this raises the issue of 
mechanical design and software integration as 
these end points will have to incorporate both. 

Unlocking new business models—shifting value 
from products to services 

Being able to access information generated by connected 
devices, remotely and in real-time, can enable a fundamental 
shift in how companies operate and how they can sell their 
products. By being constantly connected, companies can 
offer their customers a products utility as a service, shifting 
the value from the actual product, to the service this product 
provides. We believe this shift towards providing services 
could impact multiple industries, however we review the 
example of Hexagon AB, which has openly spoken about the 
potential of this business model change. 

Hexagon AB deals both in hardware and software for 
manufacturing, surveying, construction and Oil & Gas. On 
the hardware side, the company provides sensory and 
measurement equipment, while on the software side it 
provides computer aided design (CAD) tools for plant/marine 
design. By connecting the sensors to the internet, the 
company could sell customers access to the data generated, 
rather than the actual sensors. 

So why is this beneficial? 

For the customer: 
1. Instead of having large outlays of capital expenditure for 

hardware equipment (which depreciates over time) the 
company can just pay a weekly/monthly/annual 
subscription for the utility of that equipment.  

2. By paying for a service, you remove the need to have to 
worry about maintenance, repair and replacement costs, 
which tend to fluctuate (often at the most inopportune 
time). 

3. Just receiving the utility ensures the product is being 
used 100% the right way, shifting the liability of fault 
100% to the seller.  

For the vendor: 
1. Shifting to a recurring business model of, 

monthly/annual payments from customers, reducing the 
cyclicality of hardware refresh cycles. 
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2. Being able to see what customers are doing, intensifies 
the relationship and gives the vendor more information 
to improve the offering.  

3. Frequent payment interactions with the customer 
(recurring payments), increase the amount of interaction 
between vendor and customer, aiding with up/cross-
selling of new products. 

4. It can be difficult for customers to differentiate between 
certain types of products, other than on price. Therefore, 
being in constant dialogue with the customer gives 
companies the opportunity to differentiate themselves 
based on the service. 

Definitions of some key software terms 

Database and database management systems (DBMS): A 
database is a structured collection of data (e.g. a list of 
contacts) managed by a software called DMBS. DMBS 
enable users to access, create or modify the data (e.g. 
entering new / retrieving existing contacts in the database). 

Business intelligence (BI): Data within an organization is 
often contained in several, heterogeneous application 
databases, which may not communicate together, contain 
inconsistent data not suited to run analysis queries. Business 
intelligence solutions aim at removing these obstacles. 

Middleware: An organization's applications often come from 
different software vendors, differ in their programming 
language, data structure, which can make direct interaction 
between them difficult or impossible. Middleware is the piece 
of software that sits between applications for them to be able 
to communicate with each other, even if they were not 
initially designed to work together. 

Data integration (DI): involves combining data from different 
sources or repositories to provide users with a unified view of 
the data. In that sense, DI is close to Extract, Transform and 
Load tools used to build data warehouse in BI. Therefore, BI 
or database players amount to ca. 50% of the market. DI is 
also used for data migration/conversion (i.e. when two 
companies merge for instance or when replacing a legacy 
application), synchronization of data between applications. 

Exhibit 16 

Overview of big data/analytics 
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Source: Company Data, Morgan Stanley Research 
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Telecom Services: Lots of Promise, but Patience Required 

Simon Flannery 

Daniel Rodriguez 
 

Potentially billions of connected devices  

The Organization for Economic Cooperation and 
Development (OECD) expects there are currently 
approximately five billion machine-to-machine (M2M) 
connections globally. By 2020, 50 billion out of 60 billion 
devices are expected to be interconnected.  According to 
international mobile telecom services organization the GSMA, 
North America has the highest M2M connections as a 
percentage of total connections (9.3%), followed by Europe 
(5.1%) and Oceania (5.1%). 

Elsewhere in this report one can read about the proliferation 
of connected devices that exist today, and more importantly, 
about those that likely will appear in years to come.  At our 
recent Technology, Media and Telecom conference in San 
Francisco, California, Verizon Chief Executive Officer Lowell 
McAdam spoke of future wireless penetration rates not of 
100% or 400-500%, but rather of "1,000 or 1,200% when you 
look at the internet of things".  He went on to say that "it won't 
be unusual, I think, three or four years from now for people to 
have 5 and 10 different devices in their lives between their 
cars and their home and their personal electronics." This is 
critically important for the telecom operators, as they seek to 
drive growth on their wired and wireless networks as 
penetration of smartphones, tablets, and home broadband 
reaches maturity.   

The telecom operators are already active in select areas 
where wireless connectivity is embedded in vending 
machines, animal traps, cameras, picture frames, utility 
meters etc.  Connected cars is one area where things are 
moving fairly rapidly, with Randall Stephenson, CEO of AT&T 
forecasting that by 2015 half of new cars in the US could ship 
with connectivity embedded.  AT&T recently rolled out an in-
car LTE offer with the Audi A3 and will allow customers to add 
a car to their shared data plan later this year, while T-Mobile 
also provides wireless connectivity for Audi has seen M2M 
connections increase steadily over the past several years to 
8% of total subscribers as of year-end 2013. 

Exhibit 17 

T-Mobile M2M connections steadily ramping 
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Source: Company Data, Morgan Stanley Research   E=Morgan Stanley Research estimates  

Exhibit 18 

M2M as a % of total connections highest in North 
America (9.3%), followed by Europe (5.1%) 

Region 

M2M % total 
connections 

(2013) 

M2M
CAGR

(2010-13)

Connections
CAGR

(2010-13)

Africa 1.0% 41.3% 15.0%

Asia 2.1% 55.0% 10.4%

Europe 5.1% 28.6% 2.4%

Latin America 2.1% 43.7% 7.8%

North America 9.3% 22.5% 3.6%

Oceania 5.1% 25.8% 5.5%

Global 2.8% 37.6% 8.8%
Source: GSMA Intelligence: “From concept to delivery: the M2M market today” 

But many of them will use existing network connections 

Perhaps the most important factor for Telecom companies to 
consider is whether a device will need a dedicated connection 
to the network or whether it can piggy-back on an existing 
connection.  As we survey the Internet of Things landscape, 
we see a majority of devices and applications using existing 
connectivity.  

For example, looking at the Connected/Digital Home, the Nest 
thermostat hooks into the home Wi-Fi network, while the 
Jawbone fitness tracker connects to your smartphone via 
Bluetooth.  Google Glass uses a Bluetooth connection to a 
smartphone, or can directly connect to a Wi-Fi network, 
although in the future, one could certainly imagine Glass 
coming with its own 4G connection.  Frontier recently 
announced a partnership with its Secure business unit and 
Dropcam, a cloud-based Wi-Fi video monitoring service that 
includes free live streaming, two-way talk and remote viewing.  
In a BusinessInsider article published in June 2013, it stated, 
"More video per minute is uploaded to Dropcam than 
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YouTube."  The value of such a service can extend beyond 
the home.  The article noted that police officers were using 
the service instead of security cameras given that video is 
stored in the cloud vs. locally. 

Exhibit 19 

Dropcam provides a live view to Smartphones and 
other devices with optional Cloud recording 

 
Source: Dropcam, Morgan Stanley Research 

Other healthcare applications are likely to be able to use 
existing wired and wireless connections to operate.  Even in 
the connected car realm, people are increasingly using their 
smartphones to stream Pandora, Sirius XM, podcasts etc., 
rather than buying a separate data / music plan for the car.  
As the IoT progresses, we will be particularly focused on 
those products and applications that are mobile and/or 
remote.  This is where the Telecom companies can play a big 
role with their wireless networks, while satellite companies 
can also benefit in areas beyond the reach of the wireless 
network.  Even in outdoor applications, such as smart cities or 
smart grids, one can use mesh technologies and small cells 
and/or Wi-Fi to limit the need to use the telecom networks. 

However, it is worth noting that having access to Wi-Fi 
networks is only part of the solution.  As we all know from 
experience, Wi-Fi networks suffer from significant drawbacks 
around security, reliability, propagation, congestion, 
interference, and overall quality of service.  For this reason, 
carrier-managed networks may offer an appealing alternative, 
particularly where the performance and security of the device 
is paramount. 

And traffic may be modest 

The second part of the value equation is traffic per device, 
and so far, much of what we have seen has had limited 
bandwidth requirements.  A utility meter transmits a very 
modest amount of data on an intermittent basis so might only 
generate 25 cents per month in revenue to the wireless 
operator.  The good news is that the margins on this revenue 
may be high with healthy price per bit and likely no equipment 
subsidy costs.  We believe Telecom carriers will need to 
adapt and move beyond just selling capacity, and instead 
offer solutions to their customers.   

One example is Verizon's deal with the insurance company 
State Farm offering.  In State Farm’s In-Drive program, the 
insurer offers up to 50% discounts to drivers who use a 
wireless device to monitor "data on distance driven, annual 
mileage, braking, acceleration, plus other driving habits and 
behaviors."  One can imagine how this information will be 
extremely valuable to insurance companies, as they can use 
Big Data analysis to dramatically improve their understanding 
of underwriting risks and better match their pricing to 
individual risks.  Verizon offers this service via their Hughes 
Telematics arm and has noted that bandwidth costs are only 
one element of the revenue opportunity, with systems 
integration capabilities proving important. Amtrak also worked 
with AT&T to rollout an end-to-end e-ticketing solution to 
transform the railroad's revenue management, finally 
replacing the paper tickets with an electronic solution, 
including providing conductors with specially equipped 
smartphones. 

Real opportunities do exist for telecom/satellite operators 

To understand the opportunities for Telecom providers then, 
we need to focus on a sub-sector of IoT sectors, those which 
need the network capabilities of the wireless and wireline 
carriers.  First and foremost, this means applications and 
devices that require mobility, or otherwise are beyond the 
reach of existing wired networks.  Second, the carriers would 
like to see services that have significant data requirements, 
which at its most obvious could involve video streaming.  
Transportation is an obvious candidate; one can see how a 
connected car can be turned into a Wi-Fi hotspot using 
wireless connectivity, which allows the back seat passengers 
to stream video to their iPads.  In the November 6, 2013, Blue 
Paper on autonomous vehicles we outlined the opportunity we 
see for the carriers: 

The car will continuously use the network.  In order to safely 
auto-navigate from point A to point B, the autonomous car will 
simultaneously communicate with all the other vehicles, traffic 
signals, overhead signs, and toll booths around it, get real-
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time updates on road conditions and traffic patterns and 
constantly evaluate its surroundings to adapt to any 
unpredictable activity.   

Exhibit 20 

Cars will communicate with each other and road 
infrastructure 

 
Source: V2X Cooperative Systems: What is it all About?, by Steve Sprouffske, Manager, ITS 
Solutions and Presale Group  

This suggests the car will likely be in constant contact with the 
wireless network.  Therefore, the network must have full 
coverage of all highways and roads and high latency will be 
unacceptable. 

 In an autonomous driving environment, wireless networks 
would be even more important and valuable than they are 
today.  We estimate the rise of autonomous vehicles could 
be a ~$100bn opportunity for the carriers.  Autonomous 
cars would represent very low churn, potentially high-ARPU 
connections, while existing customers would continue to 
increase their data usage. 

 The revenue model is still uncertain.  Given the limited 
number of fully connected cars with diagnostics, 
infotainment, security, navigation, etc. today, we do not yet 
know what structure carriers will ultimately use to monetize 
the car and driver’s network usage.  One example we have 
today is the ‘Audi Connect’ product in which consumers 
purchase data based on a monthly service agreement.  We 
understand that the average usage runs about 1-2 GB per 
month, even on an HSPA network, with some users 
consuming 30 GB per month.  With mobile hotspots 
enabling kids to use Wi-Fi tablets on the go, one can see 
how backseat DVD systems may become a thing of the 
past. 

Exhibit 21 

Autonomous vehicles may be a $100bn opportunity 
Total addressable market

Estimated Vehicles 300 million

  x Incremental usage (driver + car) 5 GB/Mo

  x Revenue per GB $5-$7

Annual revenue opportunity $90bn - $125bn
 

Source: Morgan Stanley Research estimates  

 Beyond connected cars, there are many other 
transportation applications for trucking, logistics, railroads, 
shipping, etc.  As we move into the maritime and 
aeronautical world, we likely move from a terrestrial solution 
to a satellite-delivered network.  This is an exciting time for 
the industry, as we are starting to see high throughput 
satellite systems being deployed, such as Inmarsat's Global 
Express system, Intelsat's EPIC system, and offering from 
O3B, ViaSat and others.  Indeed, the recent missing 
Malaysian airliner event highlighted the need to upgrade 
connectivity to airliners to provide better real-time data to 
monitor activity.  Defense budgets are allocating more 
funds towards communications intensive projects, with 
drones being just one example.  We also see a strong role 
for wireless and satellite providers to provide connectivity in 
remote areas to mining, drilling, agriculture or other 
activities.  There are significant opportunities to more tightly 
integrate trucks, tractors, cranes etc. into a connected 
wireless grid providing better control and management.   

In the home, we see a role for cable and satellite providers to 
move beyond just selling a voice, video, and data triple play, 
to instead act as a systems integrator to help support the 
digital home.  AT&T's ‘Digital Life’ offering moves beyond 
home security to offer home automation and increased 
control.  Over time, these services offer the potential to 
enhance the revenue per account and drive down churn. 

Euroconsult estimates HTS capacity worldwide could increase 
by over 900Gbps by 2016.  Euroconsult, a reputable market 
research firm specializing in satellite intelligence, published an 
attention-grabbing piece of research at the start of 2014 that 
concluded that HTS will increase global satellite capacity by 
900Gbps by 2016.  In a July 16, 2013, SES report, European 
Media Analyst, Julien Rossi, outlined that converting Gbps 
into Ghz was tricky because it depends on the specific 
parameters of a given HTS.  However, a one-for-one 
conversion is usually seen as a reasonable assumption.  This 
means HTS could increase satellite capacity by 900Ghz by 
2016.  The standard unit for the industry is the 36 Mhz 
transponder (much like an oil barrel is the standard in the oil  
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Exhibit 22 

Carrier partnerships are largely focused on 
telematics and infotainment today 

Carrier OEM Capabilities Timing 

GM Diagnostics, infotainment, 
connectivity, security, 
navigation, etc. 

Current 

Tesla Diagnostics, infotainment, 
connectivity, security, 
navigation, OTA updates, etc. 

Current 

Nissan / 
Sirius XM 

Diagnostics, infotainment, 
roadside support, tracking, etc. 

Current 

Ford Focus 
Electric 

Mobile network services, 
smartphone integration, etc. 

Current  

Nissan Leaf Mobile network services, 
smartphone integration, etc 

Current  

 
AT&T 

Audi Wi-fi connectivity & navigation, 
etc. 

Current 

 
Chrysler 
(Ram 1500 
SRT Viper) 

“Sprint Velocity” platform - 
Diagnostics, connectivity, 
infotainment, etc.  

Current 

 
Audi Wi-fi connectivity & navigation, 

etc. 
Current 

Mercedes 
(Hughes) 

Concierge, navigation, 
security, etc. 

Current 

VW (Hughes) Concierge, security, 
diagnostics, etc. 

Current 

Toyota 
(Hughes) 

Concierge, security, 
diagnostics, etc. 

Current 

Hyundai 
(Hughes) 

Concierge, safety, security, 
diagnostics, etc. 

2015 

 
 

On-Star Concierge, etc. Through Model 
Yr 2013 

 

Source: Company Data, Morgan Stanley Research Listed capabilities may not be inclusive of 
all services provided. 

industry). 900Ghz (900,000 Mhz) is therefore equivalent to 
25,000 Xders.  SES estimates the total number of Ku-band 
Xders (36 Mhz equivalent) commercially available globally is 
currently around 7,800 Xders.  This means that, per 
Euroconsult, the rollout of HTS could bring over three times 
the total existing global Ku-band capacity to market by 2016. 

Exhibit 23 

Globally transponder capacity looks poised to 
sharply increase over the next couple of years 
 

2012 2016 
Increase 
(Xders) 

Increase 
% 

Total number of Ku-band Xders 7,757 9,934 2,177 28% 

HTS Capacity - Gbps 470 1,400 930  

HTS Capacity - Ghz 470 1,400 930  

HTS Capacity – 36 Mhz     

Xders equivalent 13,056 38,889 25,833 198% 

Total (36 Mhz Xder equivalent) 20,813 48,823 28,010 135% 
Source: SES, Euroconsult 2014, Morgan Stanley Research. Data gathered by MS Analyst 
Julien Rossi who covers Broadcasting, Outdoor, Advertising Agencies and Satellites in the 
European Media Team. 

We see smart cities as being another important area for the 
telecom providers.  We have seen municipalities embrace 
technologies to support smart traffic lights, smart parking 
meters, crime prevention etc.  Some of these applications will 
likely involve video streaming and thus consume significant 
bandwidth.  Telecom operators should be able to assist with 
the design, installation, and operation of these networks, 
although in many cases traffic may be routed using Wi-Fi, 
mesh networks or other solutions. 

We have already seen the utility sector gradually embrace 
wireless technologies as we move toward a smart grid, smart 
metering world.  Coordination is challenging across hundreds 
if not thousands of different providers and varies dramatically 
from country to country and region to region.  The UK 
provides an interesting example of where we may be headed.  
Last year, Telefonica's O2 unit was selected as the 
communications provider for the South and Central regions of 
the UK's smart grid project.  The 15-year deal is worth an 
estimated $2.5bn and will involve the rollout of more than 50 
million electricity and gas meters, which should promote more 
energy efficiency. Furthermore, Telefonica recently released a 
report citing that 800m electric smart meters are expected to 
be installed globally by 2020.  In 2012, a report by SmartGrid 
GB concluded that a smart grid could produce more than 
$20bn of gross value added by 2050, and create several 
thousand jobs.   

Exhibit 24 

Smart meter penetration rate of all electric meters 
by region, world markets: 2012 - 2022  

 
Source: Navigant Research 
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Exhibit 25 

UK smart metering system 

 
Source: DECC 

 
But will take time to scale 

As the excitement builds over the Internet of Things, it is likely 
that Telecom investors will have to have patience before they 
see material revenue opportunities develop.  While the 
number of potential devices is huge, many will not even 
connect to existing carrier networks, and even if they do, may 
use very little capacity.  One hopes that over the next year or 
two, we will see some clearer examples of how the carriers 
can monetize the Internet of Things, which may lead investors 
to believe in a more robust outlook for the industry beyond 
current concerns of smartphone saturation, wireless wars etc.  
In the meantime, carriers are working on driving innovation in 
this area, setting up innovation labs like the Verizon lab in 
Waltham, Massachusetts, or tech incubators, such as the 
healthcare accelerator in Kansas City, Missouri.   

 

Towers look best-positioned 

Many carriers are pushing hard to capitalize on the IoT 
opportunity, but it is hard to who is best-positioned at this 
stage as the dollars and cents are still fairly small.  Verizon 
has been able to leverage its Hughes Telematics purchase 
into areas, such as automotive and healthcare, while AT&T 
has alliances with IBM and General Electric and has taken a 
significant share of connected car deals, with plans to roll out 
a global SIM in coming months.  The tower companies 
(American Tower, Crown Castle, and SBA Communications) 
are perhaps the most obvious potential beneficiaries of the 
IoT, as new devices and applications should only accelerate 
the need for broader and deeper wireless coverage around 
the world to support the millions of new devices coming on 
line and the data traffic they will generate. 
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In this section, we describe how the semiconductor industry is 
driving the adoption of the Internet of Things by:  

 providing ever smaller and cheaper semiconductors 
thanks to Moore’s law (conclusion 1) but also by packing 
more functions into one chip (conclusion 2) 

 increasing the level of standardization such as Bluetooth 
Smart for wearables and Bluetooth Smart/Zigbee for 
home automation (conclusion 3) and moving from 4G to 
5G for cellular networks (conclusion 4) 

 enabling low-latency, high-reliability computing for Big 
Data/analytics with servers (conclusion 5) 

 connecting more types of sensors and enabling energy 
harvesting for battery-less operations with MEMS 
(conclusion 6) 

Conclusion 1: Moore’s law drives costs down and 
penetration up 

While there are some questions around Moore’s law at the 
leading edge for smartphones and tablets, we believe that 
most IoT chips will use non-leading edge nodes (65nm and 
above) and that there is room for price reductions for the next 
10 years, as IoT products use the trailing edge nodes.  

Exhibit 26 

Impact of IoT integration on chip prices: ARM’s 
price elasticity curve as an example 
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Source: Company Data, Morgan Stanley Research 

Smartphones enable the Internet of Things.  Large volume 
shipments (in billions of units) have pushed the price of 
components down at a fast rate, including wireless 
communication (baseband, connectivity), MEMS and sensors, 
as well as microprocessors. As the semiconductors continue 
to become more pervasive, units could number into the tens 
of billions, driving prices down further. 

Exhibit 27 

Unit-wise, the potential is significant 
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Source: Company Data, Morgan Stanley Research  

Semiconductor chips used for the Internet of Things do not 
need to be the fastest chips but they need to be manufactured 
at low prices. We expect foundries with the best ability to drive 
unit cost down to be the ones that benefit.  

Conclusion 2: Integration also drives costs down 
and penetration up  

Not many companies have all the building blocks today, i.e. 
MEMS/Sensors, microcontrollers/microprocessors, and 
wireless.  There are a few exceptions, such as 
STMicroelectronics and Freescale, but they are not the 
strongest in every area.  

Integration is the key. However, to drive unit costs down 
further, the Internet of Things might require more integration, 
which believe it could happen in several ways. 

 Wireless companies adding microcontroller 
capabilities. There are several suppliers of 
microcontroller IP, including ARM, Imagination, and 
Cambridge Consultants. ARM has taken market share 
(now above 20%) but we believe it might need to 
launch even cheaper/simpler alternatives as some 
devices can work well enough with a simpler 
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microcontroller design such as the one available from 
Cambridge Consultants.  

 Microcontrollers adding wireless capabilities. This 
would be a more complicated strategy because 
wireless connectivity is not easy to integrate. 
Conceivably, microcontroller companies could use 
wireless IP from CEVA or Imagination. Atmel through 
its SmartConnect family of products has an early lead 
in integrating MCUs with wireless technologies such as 
Wifi and ZigBee. 

Will IoT drive consolidation in the semiconductor space? 
Licensing microcontroller or wireless IP is relatively easy but 
does not give full control. Hypothetically, IoT could drive a 
small wave of consolidation for companies looking to take 
control of the all the IoT building blocks. We note that we have 
no knowledge of any deals in the making. 

Microcontrollers: localized intelligence 

We believe that the Internet of Things could boost an 
otherwise slowly growing microcontroller market. The radio 
frequency (RF) and connectivity features central to the IoT 
should further propel growth in the 32-bit space. That said, 
makers of 8- and 16-bit microcontroller units (MCUs), which 
make up over 60% of the market, could also see some 
benefits at a time when they are vulnerable and losing share 
to makers of 32-bit MCUs. 

This is a market where 8-bit MCUs could still flourish, despite 
the performance advantages of 16- and 32-bit MCUs. The 
8-bit MCUs are smaller, cheaper, and can meet the demands 
of many designers. In addition, the low power consumption of 
8-bit offers an advantage over higher bit MCUs. ARM has 
introduced the Cortex M0 and M0+ 32-bit processors to 
compete in this space at low price points but ARM is not 
necessarily the cheapest solution despite it’s large 
ecosystem.  

Our top pick in the US microcontroller space for Internet 
of Things is ATML, while LLTC, CODE, MCHP, and FSL 
are also potential beneficiaries. Relative to some of its 
larger peers, we think the adoption of IoT will move the needle 
more for Atmel’s growth. For example, Atmel is 1/3 the size of 
Freescale and 3/4 the size of Microchip. Furthermore, we 
have written that companies with building blocks for IoT and 
32-bit MCUs could trade with consolidation premiums 

(Microchip and ON Semiconductor bid for Atmel in 2008). At 
the February “Embedded World” conference, Atmel 
announced the launch of its SmartConnect family of products, 
which integrate the company’s low power MCUs (M0+) with 
wireless solutions such as WiFi and ZigBee (SmartConnect 
Wi-Fi and ZigBee SAM R21). These integrated products 
provide customers a turnkey IoT solution, helping to simplify 
their processes and accelerate time-to-market. Atmel is also 
leveraging its 8-bit low power AVR MCUs, Sensor Hub, and 
software tools for IoT. Finally, Silicon Labs (SLAB, not 
covered) has spoken favorably about its growth opportunities 
in IoT, which management estimates represents 15% of total 
company sales. 

We also view LLTC as a meaningful beneficiary of IoT in 
the Industrial market. Linear participates in the Internet of 
Things space through its acquisition of Dust Networks, Inc., a 
provider of low power wireless sensor network (WSN) 
technology. By combining Dust Network‘s low power radio 
and software technology with its existing low-power sensor 
interface products and battery-free energy harvesting 
technology, Linear is in a strong position to offer compelling 
remote monitoring products to its industrial customers. The 
company recently announced a partnership with LogMeIn to 
accelerate the availability of ultra-low power cloud-connected 
products. In addition, Linear was an early partner for Emerson 
Electric’s (EMR, covered by Nigel Coe) Wireless sensor 
network product and according to third party research 
(Research and Markets) this market is expected to grow at a 
CAGR of 60% over the next 7 years from ~$550 million in 
2012 to $14.6 billion in 2019.  

In the semiconductor space, IoT applications for the industrial 
end market get less attention relative to consumer 
applications such as wearables and home automation. That 
said, we expect IoT to grow to a $100mn business for Linear 
over the long term, led by growth in areas such as oil 
exploration, wind mills, data centers and factory automation. 
Notably, IoT in industrials could drive nearly $500bn in cost 
savings through enhanced efficiency within process 
monitoring and supervision, remote management and 
optimization, and optimal energy management resulting.” 

In Europe, we would highlight ARM, the market leader in 
semiconductor IP for microcontrollers, and Imagination 
because of its MIPS business (it is the main supplier to 
Microchip). 
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Exhibit 28 

Internet of Things semiconductors: competitive landscape 

Cellular Connectivity MEMS Other MCU MPU / apps processors Power management

AMS AG no no no medium (light/proximity) no no new entrant

ARM strong strong no no strong strong no

Atmel no strong no medium strong medium (ARM) no

Broadcom challenger market leader no no no challenger medium

Capella no no no medium (ambient/proximity) no no no

CSR no strong no no strong (ARM and proprietary) strong (automotive) strong

Dialog no challenger no no medium (ARM Cortex M0) no strong

Freescale no medium challenger medium strong challenger medium

Imagination no challenger no no challenger (MIPS) challenger (MIPS) no

Infineon no no no strong (automotive) strong no medium

Intel challenger challenger no no no market leader medium

InvenSense no no market leader no no no no

ISSC no challenger (BT) no no no no no

Linear Technology no no no medium no no market leader

Maxim no no challenger medium challenger no strong

Mediatek market leader strong no no no strong strong

Nordic Semiconductors no strong no no medium (ARM Cortex M0) no ?

NXP Semiconductors no medium no challenger strong no strong

On-Bright no no no no challenger no no

Qualcomm market leader strong no no no market leader strong

Realtek no strong (wifi) no no challenger no no

Renesas no no no medium (cmos sensor) strong no medium

Richtek no no challenger no no no medium

Rohm no no medium (accelerometers) no medium no medium

Silicon Labs no medium no challenger strong no medium

STMicroelectronics not anymore challenger market leader medium strong (ARM and proprietary) strong (ARM) strong

Texas Instruments not anymore strong no no strong strong strong

Wireless Sensors Computing

 
Source: Company data, Morgan Stanley Research 

Conclusion 3: Bluetooth Smart is the standard of 
choice for Wearables 

Bluetooth Smart was introduced as Wibree by Nokia in 
2006. Nokia already had the vision that any object could be 
connected to a smartphone. Unfortunately for Nokia, the 
concept of smartphone and apps was taken new and higher 
levels by Apple and Google. Wibree was merged into the 
Bluetooth standard in 2010 and has been known as Bluetooth 
Smart since 2011. Bluetooth Smart is a smaller, simpler and 
cheaper chip than a full Bluetooth chip and it can be as small 
as 6 sq mm on a 28nm process. It can run on a small battery 
for a year or two. 

While other wireless connectivity standards are equally 
power-efficient (like ANT, for instance, which has been used 
for PC mice and keyboards), they require a dongle to be 
installed on a PC.  

The beauty of Bluetooth Smart is 1) the compatibility with any 
smartphone / tablet from the start and 2) lower cost / lower 
power usage than WiFi.  

Bluetooth Smart is expanding beyond wearables with a mesh 
topology option that is similar to Zigbee. Every Bluetooth 
Smart node becomes a new node for the network and 
extends the range of the network. Consequently, Bluetooth 
Smart could also be used for connected light bulbs instead of 
for Zigbee, and without need of a hub.  Any smartphone could 
be used to take control of light bulbs.  

Companies involved in Bluetooth Smart are CSR, Dialog 
Semiconductor, Nordic Semiconductor, STMicroelectronics, 
and Texas Instruments. Amongst the companies we cover, 
our top pick is CSR. 

Microcontrollers perform an array of functions and are commonly used in 
a wide range of markets, such as automotive, industrial, consumer, 
compute, and communications.  With the introduction of the Internet 
Protocol version 6 (IPv6), almost every device can be assigned an IP 
address giving them the ability to communicate with each other.  These 
connected processors and microcontrollers perform one or more of the 
following functions: sense, measure, control, and communicate – both 
ways. Furthermore, adding connectivity capabilities enables easy access 
to these devices. 
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Exhibit 29 

Bluetooth Smart – competitive landscape 
  CSR Dialog Nordic STMicroelectronics Texas Instruments 

Strengths Historical leader in the 
Bluetooth market 

6mm2 chip at 55nm Market leader in wireless 
chips for keyboards and mice 

Potential combo chip with 
MEMS and MCU 

Strong marketing push 

  Potential synergies with apps processors SOCs Strong marketing push Good early market share in 
fitness 

Strong support to start-ups 

  Next generation product 
has an ARM processor 

ARM Cortex M0 
processor on-board 

ARM Cortex M0 processor on-
board 

  Potential synergies with apps 
processors SOCs (OMAP) 

  Bluetooth MESH        Biggest promoter of Zigbee 

            

Weaknesses Marketing push late on 
TXN 

unproven in the market 
yet 

legacy revenues (proprietary 
2.4GHz, ANT) at risk 

Only introduced a single chip in 
August 2013 

8051 microprocessors not as 
scalable as ARM Cortex M0 

  Current generation 
chip on 85nm 

not approved by 
Bluetooth SIG yet 

No SOC synergy   Recent track record in 
Bluetooth and Wireless 

  Proprietary 16 bits 
microcontroller 

Protocol Stack licensed 
from 3rd party 

180nm chip   180nm chip 

Source: Company Data, Morgan Stanley Research 

 
Zigbee: home automation without smartphones  

Zigbee is already present in several flagship home automation 
products, such as Philips’ Hue, Google’s Nest, and British 
Gas’ Hive. It is also in some Comcast set-top boxes. Standby 
current can reach a really low level and theoretically a remote 
control with Zigbee could last over 20 years on one coin cell, 
so the battery could outlast the expected lifetime of the 
product. It also means that Zigbee could be used in a device 
with no battery by using energy harvesting (which is currently 
available in some light switch prototypes from private 
company GreenPeak, for instance).  

Zigbee is a mesh network, a significant  advantage over 
Bluetooth and WiFi. This means that any new node in the 
network (such as a light bulb) can be used as a network 
extender.  The Zigbee mesh network also allows as many as 
65,000 nodes to be connected, whereas Bluetooth is limited to 
eight, and WiFi to 32.  

Zigbee is potentially interesting for industrial applications because 
of its potential mesh / tree topology as it can communicate over 
greater distances (300 meters, which is better for factories). 
Zigbee is also self-organizing and thus very easy to deploy.  

WiFi can be integrated with ZigBee to extend connectivity to 
the internet and is considered best for industrial control and 
automation given its easy deployment in WiFi-covered areas. 

Bluetooth Mesh has just been introduced and is in its early 
days. It is designed to compete more directly with Zigbee, 
employing the same mesh architecture concept and targeting 
a similarly large number of potentially connected devices. For 
all of these devices in total, we believe the market size was 

about 70 million units in 2013, with an ASP of 80c. Main 
competitors in Zigbee are SiliconLabs, Texas Instruments, 
Atmel, and privately owned GreenPeak. Other competitors 
include STMicroelectronics and ON Semiconductor.  

Exhibit 30 

Range vs. data rate – comparing Zigbee, WiFi, and 
Bluetooth 

 
Source: Atmel 

6LoWPAN – This is not a wireless standard, per se, but it 
does allow iPv6 traffic on wireless devices that have limited 
bandwidth capacity.  It works by compressing 60 bytes of iPv6 
headers into just seven bytes and then optimizing 
mechanisms for wireless embedded networking. 

6LoWPAN was first envisioned as a competitor to Zigbee, 
using a different network layer on the top of the same RF 
connection (802.15.4) sold by Atmel, Freescale, and Texas 
Instruments. However, it can now be used over any type of 
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hardware connection, such as power-line communications, 
sub-GHz ISM bands, and even RFID. It is hardware-agnostic 
and can connect any device via IPv6. 

ARM is a strong backer of 6LoWPAN since it bought 
Sensinode, a Finland-based company that was behind 
promulgating the 6LoWPAN standard. Telenor has licensed 
this technology from ARM. 

Conclusion 4: 5G will be more ubiquitous than 4G 
for the Internet of Things 

While 4G is very well-suited for such mobile broadband 
activities \as web browsing, video streaming, and photo 
uploading from a smartphone, it is not the optimal solution for 
the Internet of Things, which requires connection to many 
more nodes, with less data traffic per node but more data 
traffic overall. 

That is why some companies provide alternatives such as the 
use of radio whitespace.  For long-range/low bit-rate 
communications, some companies are exploring the use of 
spectrum left over between TV channels.  

 French private company SigFox is promoting the Ultra 
Narrow Band standard, with Silicon Labs, Simtec, Intel, 
and STMicroelectronics as chip partners. SigFox has now 
become a Special Network Operator in France and can 
cover a whole country with only 1,500 antennas, 
potentially handling 1.5 billion connections.  

 UK-based NEUL (cloud in Gaelic) promotes Weightless with 
ARM, Freescale, CSR, and Vodafone. The objective is to 
have a 10 km range, 10-year battery life for less than $2 
module cost. NEUL plans to license the implementation of 
Weightless on silicon so that it can be integrated with any 
other chip (with MEMS, GPS, or any other sensor and 
microcontrollers). Integration and price decline is key to lower 
system cost and allowing strong unit growth in the Internet of 
Things.  

What could 5G look like? - We believe that the 
manufacturers of 3G/4G equipment have realized that the 
current cellular standards are limited to ‘mobile broadband’ 
and are not suitable for the Internet of Things. In essence, 4G 
is perfect for sending a large amount of data to a smartphone 
or to a tablet on the go. But the Internet of Things is more 
likely to send small amounts of data from and to many more 
devices (potentially tens of billions of units). That is why 5G 
will have to be more flexible than 4G and include more 
capacity and connections for at least 100 billion devices.   

Huawei has said it plans to deploy 5G networks in 2020. 
Huawei is suggesting that 5G should: 

 Implement a very large number of nodes to satisfy 
increasing needs for data  

 Support a diverse set of services, applications, and 
users, all with diverging requirements. Some Internet of 
Things activities will require lots of nodes, with small 
amounts of data but high levels of reliability and very low 
levels of latency. This is very different from a smartphone 
user on the same network. 

 Use all available non-contiguous spectrum for different 
network deployment scenarios. 

Conclusion 4: enabling low-latency, high-reliability 
computing for Big Data/analytics with servers  

At the moment, the Internet of Things is dominated by the 
smartphones. A sensor sends data to a smartphone. The data 
is stored and analysed in the cloud and sent back to the user. 
If the Internet of Things really takes off, there could be a 
significant increase in demand for semiconductor content  on 
the server side, to handle increasing interaction with 
Analytics/Big Data. 

Exhibit 31 

More intelligence could lead to more semiconductor 
content 
  Low Medium High 

Node Level dumb sensor simple decision 
making helped by 
context 

'robot' - takes 
autonomous decisions 
based on context  

        

Hub Level transmits data to 
the cloud 

user interacts with 
nodes 

hub controls nodes 
independently 

        

Cloud Level collects and store 
data 

analysis of data 
sent to user 

cloud controls nodes 
based on analytics of 
all kind of data available

Source: Morgan Stanley Research 

The biggest opportunity could be in the storage/server side as 
the increasing Internet activity likely will create a very large 
amount of data that will need to be analyzed and stored. This 
could provide some tailwind for Intel’s server business, a 
business where has been slowing down recently despite the 
growth in web-based services for mobile such as Facebook. 

We share the view that Intel has expressed, that in the future 
the Internet of Things will generate more real-time data than 
smartphones today, which is more about simply uploading 
pictures stored in data centers without much real-time 
processing.  
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 Exhibit 32 

The Internet of Things could provide some tailwind 
for the server market 
     

Smartphones 1 server required for  400 devices 

Medical Wearable devices 1 server required for 100 devices 

Connected factory tools 1 server required for 40 devices 

Source: Intel 

Conclusion 6: The MEMS opportunity is large in 
sensors, larger still in actuators and energy 
harvesting 

The growth in the smartphone market has led to significant 
miniaturization and cost reduction for key sensing 
components such as accelerometers and gyroscopes, which 
now cost around the US$1. Today, this is a US$4bn market, 
according to Gartner (vs. $300bn for the overall 
semiconductor s market), with the bulk of the volumes and 
revenues coming from smartphones. Amongst the companies 
we cover, our top pick is the market leader, 
STMicroelectronics. 

Exhibit 33 

Wireless MEMS market share (2012) 

STMicro-
electronics

33%

Robert Bosch
31%

Knowles
12%

Analog Devices
12%

Denso
12%

 
Source: Morgan Stanley Research 

Exhibit 34 

Breakout of main types of MEMS sensors (2012) 

Motion sensors
67%

Pressure sensors
24%

Microphones
9%

 
Source: Gartner 

We believe that the MEMS market will evolve towards: 

 More types of sensing devices, for instance through the 
downsizing of analytical instruments such as mass 
spectrometers (equivalent of an electronic nose. which can 
detect molecules).  

 A greater ability to interact with the outside world.  
Honeywell has introduced a MEMS-based vacuum pump 
and STMicroelectronics is working on piezo-based 
actuators. 

 Energy-harvesting, or the ability to run chips without a 
battery. The MEMS device transforms the energy of a 
finger on a switch, for instance into enough electricity to 
power a Zigbee chip (private company GreenPeak has 
launched such a product).  

 

What are MEMS? 

Micro-Electro-Mechanical Systems (MEMS) are systems of 
miniaturized mechanical and electro-mechanical elements, such as 
microsensors and microactuators, which convert energy from one form to 
another. For instance, a microsensor converts a mechanical signal into 
an electrical one. 

Accelerometers measure linear acceleration and tilt angle. Single and 
multi-axis accelerometers detect the combined magnitude and direction 
of linear, rotational and gravitational acceleration. A common application 
for an accelerometer is changing a mobile devices screen from a portrait 
to a landscape orientation. 

Gyroscopes measure the angular rate of rotational movement about one 
or more axes. Gyroscopes can measure complex motion accurately in 
free space, tracking the position and rotation of a moving object. Unlike 
accelerometers and compasses, gyroscopes do not suffer from errors 
due to external environmental factors like gravitational and magnetic 
fields. This fact makes gyroscopes ideal for advanced motion sensing 
applications in consumer devices, such as full gesture recognition, 
movement detection and motion simulation in video gaming applications 
where elevation or floor-specific location is important. 
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Utilities 

Emmanuel Turpin 

Bobby Chada 

 

The ‘Smart Grid’ Concept 

What inefficiency could IOT address? 

The new information technologies embodied by the Internet of 
Things should enable electric power providers to develop 
communication tools rendering each end of the grid ‘smart,’ 
so as to enhance efficiency in power distribution, 
consumption, and energy savings across all voltage levels. 

Today, an electricity market whose structure was designed 
over a century ago is undergoing significant, fundamental 
changes. These include: 1) the rapid development of 
renewable power; 2) new consumption patterns, and 3) 
government-mandated energy policy goals related to the 3 x 
20 European Union targets.  

The answers to these challenges will come from a rethink of 
every segment of the value chain. We believe the Internet of 
Things will increase system flexibility, improve the utilization 
of existing assets, and drive behavioral changes among 
consumers, who will take an increasingly active role in the 
system. 

Potential opportunity/disruption from the IoT 

Distributed power:  managing an increasingly intermittent 
portfolio.  Spurred by generous incentives related to EU-wide 
environmental targets, the scale of renewable energy sources 
in Europe—primarily wind, solar, and geothermal, excluding 
hydro—has developed rapidly over the past 15 years, from 20 
TWh in 1990 to 490 today.  The IoT may offer solutions in the 
future’. As smart grid technology gains scale, system 
operators will be better able to forecast and monitor wind 
resources, for instance, and then to more efficiently dispatch 
the power from them. Overall, distributed power units will 
become part of the balancing solution, and not just a 
mandatory component of the production mix.  The 
development of large-scale storage capacity that 
communicates effectively with the rest of the value chain 
could be a game changer for the industry, although questions 
about the economics of such storage technologies remain. 

Adapting the low voltage grid: First decentralization…  
The low voltage (LV) grid historically has been built and 
operated as a one-way system to distribute power to end 
customers.  It was not designed to collect power from 
decentralized micro-units.  Smart grids will aim at 
transforming it into a two-way communication network, 
allowing better and faster understanding of the generation 
flow.  While high voltage networks have for some time been 
equipped with communications technology as a means of 
ensuring the security of electric power supply, the challenge 
the industry faces today is to similarly equip the LV grids, with 
its very large scale and high number of customer points. 

…then new consumption patterns:  End users are changing 
they way they consume power, with better home insulation 
and more focus on energy efficiency on the one hand, and the 
development of power-based devices and the dawn of electric 
cars on the other.  Smart meters, a subset of the smart grid 
universe, will provide better, real-time information to system 
operators, as well as to end users.  It will allow for new 
commercial offers, pushing for a time shift in the consumption 
patterns.   

Smart meters and the rise of ‘NegaWatts.’  Eventually, 
smart meters will make the use of ‘negative demand’ possible 
on a large scale as a tool for system operators to balance 
supply and demand.  Instead of continuing to build centralized 
power capacity to cover for peaks in consumption and troughs 
in intermittent production, transmission system operators 
(TSOs) gradually will be able to call on consumers to reduce 
consumption, through direct B2C pricing signals, or with the 
intermediation of ‘aggregators’.   

Exhibit 35 

From ‘old’ to ‘smart’ grids: key differences 
Existing electricity networks Smart Grids 

Analog Digital 

One-way communication Two-way along the LV grid 

Centralised power generation Decentralised generation units (wind, 
solar) 

Communication on part of the grid Communication on the whole grid 

S/D management focusing on the 
supply/generation side 

S/D management focusing on demand-
side management 

Passive consumers Active consumers 

Source: CRE, Morgan Stanley Research 
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What needs to happen for smart grids to work? 

We see the following factors as essential to the successful 
development of electric power supply within the Internet of 
Things: 

 New regulation clarifying 1) the legal framework for 
interruptibility contracts, 2) the role and power of TSOs, 
and 3) the ownership and economics of ‘NegaWatts.’ 

 Increased availability of power storage, produced on 
an industrial scale (such as batteries, fuel cells, electric 
cars). 

 Standardization of smart meter devices and 
applications. 

 Integration of software on customer-side devices that 
allows TSOs to govern ‘interruptibility,’ i.e., the switching 
on or off of household freezers, electric heating, and air 
conditioning for short periods of time according to the 
needs of the greater grid. 

Barriers to adoption 

 Smart grids are happening, at various speeds and scales 
depending on the geography.  However, some obstacles 
need to be overcome before adoption is widespread: 

 Regional variations. While initiatives are being taken at 
the country level, there is a lack of European coordination 
beyond the main principles.  This limits the scale of 
benefits, at this stage. 

 Unclear economics. In some countries, such as France, 
the economics of smart meter roll-out are yet to be 
defined.  Low-voltage grid operator ERDF, for instance,  
is seeking clarity about future returns on its €5bn capex 
programme. 

‘Smart Grid' Applied 

What inefficiency could IOT address? 

In the UK, Domestic consumers are currently wasting up to 
20% on their heating and cooling bills due to inefficient 
scheduling, according to Nest.  Substantial savings are also 
likely to be achieved with other devices, such as lighting, 
household appliances etc.  The ‘Smart Consumer’ concept 
refers to better equipping consumers to control these areas.  
The best examples at present are various technologies that 
allow consumers to remotely control the temperature in their 
homes by using their mobile phones, tablets, or laptop to 
change temperature or adjust schedules while away from their 
homes.   

Some devices currently in the market also have the ability to 
learn from consumers and build a personalized schedule with 
efficient temperatures within a week. Where changing 
temperature by just one degree can cut energy usage up to 
5%, there is clear place for this technology in the home. 

How does it impact current operators / established 
business models 

Interactivity with consumers:  Consumers should better 
understand the cost of relationship as a result of improved 
awareness around consumption levels.  Consumers will be in 
control and saving money, which ultimately should improve 
the relationship between supplier and consumer.  If customers 
are receiving a package of services from a company (e.g. 
energy supply, smart consumer, and boiler services) this 
could help garner further brand loyalty.  This is ultimately a 
defensive product for the utilities as it could protect 
relationships, although it is likely to lead to lower volumes. 

Energy use management:  There are clear savings to be 
made by consumers.  In British Gas’s Hive product (50,000 
rollouts in 2013), 30% of customers are using about 10% less 
energy or heating, and it is proving to be a very popular 
product.  Also, about 45% of the interactions happen between 
consumers, Hive, and their heating when they are in their 
homes.  These are early statistics but they are clearly 
materially reducing energy wastage and therefore household 
bills. 

Long-term reduction to profits in energy supply:  
Domestic energy suppliers could see boosts in profits from 
selling the Smart Consumer product in the first instance.  
There may be some ability to increase margins, and reduce 
churn from value adding services.  But there will also 
potentially be some reductions in long-term profitability as 
volumes decrease 

New business opportunities 

Potential size of market:  This is a big market.  For example, 
there are 26.4 million households in the UK.  With British 
Gas’s Hive Active Heating™ product costing £199, this 
implies a potential market of over £1bn in the UK alone if 20% 
of households decide to make the investment.  There is a 
similar (in fact, better, in our view) solution being provided by 
Nest in the US.  And RWE offers the RWE SmartHome in 
Germany.  We expect many other offers also.  The 
opportunities, globally, are substantial and this kind of offering 
is being considered by most utilities, in our view. 
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Engineering: Outsourcing boiler and meter installation was 
previously the norm for energy suppliers in the UK.  However, 
as the technology has become more complex due to the 
smart metering and smart consumer phenomena, this has 
been increasingly brought back in house, creating fixed costs 
in the place of previously variable costs.  Could there be a 
space for companies to commercially install the new 
generation of technology, allowing a return to outsourcing? 

Enabling technology / regulation 

Internet connectivity and a computing platform: A reliable 
broadband internet connection will be required in the home for 
the device to work and a mobile internet connection to enable 
remote changes.  Users also need a means to use the 
software, i.e. a PC, smartphone, or tablet. 

Compatible heating system:  The technology has been 
designed to make it compatible with as many homes as 
possible.  British Gas states that Hive works with 99% of UK’s 
gas boilers but modern multi-zone heating is not currently 
supported.  Nest works with 95% of 24V heating and cooling 
systems and does work with multiple zones. 

Barriers to adoption 

Customer behaviour:  Heating is seen as a basic utility 
service so there is a question as to whether customers will 
pay an upfront cost in order to make long-lasting savings.  

Offerings in the market 

As this technology is still in early stages, we see that the 
current geographical markets tend to be dominated by single 
players, such as Hive in the UK and Nest in the US. But as 
sales pick up, we would expect additional market entrants, 
especially as the offerings are synergistic with energy supply. 

Exhibit 36 

British Gas’s Hive is the mainstream offering in the 
UK 

 
Source: British Gas Website 

Exhibit 37 

Nest, at $249, is one of the better-known US 
providers, particularly due to the Google 
transaction 

 
Source: Nest website 

Exhibit 38 

RWE SmartHome has been rolled out in Germany 

 
Source: RWE website 

‘Smart Water’ 

What inefficiency could IOT address? 

Like the ‘smart grid,’ the ‘smart water’ concept applies 
information technologies to the management of water 
resources throughout the value chain, from the management 
and control of water treatment quality, to leak detection and 
remote metering.  Smart water also opens the way to new 
services for end users, allowing for more efficient usage and 
increased cost savings.  As such, it will be part of the 
transition to a pricing model based on value-added services 
rather than volume.  
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Where are opportunities for system improvement? 

Leak reduction:  On average, around 20% of water injected 
in water distribution networks is lost through leakage before 
reaching the end customers.  Dedicated sensors, linked to 
communication devices throughout the network and feeding 
into decision-making algorithms, could help detect leakage 
earlier and more rapidly than is currently possible, materially 
reducing waste and, in turn, production costs. 

Flow and storage management:  The chemicals injected in 
drinking water to ensure adequate sanitation levels (such as 
chlorine) tend to decay the longer the water remains in the 
network.  A more accurate management of water flows and 
demand and storage levels should allow higher quality water 
to reach customers.  Again, sensors would have to be located 
throughout the network. 

Smart metering:  Data-intensive meters that transmit their 
readings frequently can render obsolete the manual meter-
reading traditionally done biannually. In addition, frequent 
automatic reading would provide network operators with much 
more reliable data on demand and consumption patterns, 
allowing him or her to adjust production flow accordingly.  
Such a meter system also should allow for lower unbilled 
volumes.  For consumers, the upside is a better awareness 
about their own consumption levels, especially in countries 
moving towards volume-based invoicing.  Consumers would 
also be able to pay for extra services, such as early leakage 
detection, and the insurance associated with it.   

New business opportunities 

According to Frost and Sullivan, smart management of water 
networks should represent €18bn in revenue opportunity in 
the European Union by 2020, up from €4.7bn in 2010.  Smart 
metering revenues should reach €6.3bn in 2020, up from less 
than €1bn in 2010.  In 2020, 50% of European water meters 
should have some smart capability. 

For traditional operators of water networks, the increasing 
focus on resource management means static or even 
declining consumption volumes, as we have seen in France.  
In recent years, stricter water quality and waste treatment 
standards have provided growth opportunities.  The 
managements of Suez Environnement and Veolia 
Environnement, the two global leaders, have said that new 
services for industrial and municipal customers should offer 
growth avenues.  Services to residential clients also offer 
some interesting potential, which represents a clear departure 
from the old ways of just providing 24/7 access to a 
commodity.  SEV and VIE have started marketing leakage 
detection and insurance products. 

Enabling technology / regulation 

The following are necessary for the successful development 
of smart water within the Internet of Things: 

 Regulation:  While the EU recommends that water 
should be billed on a per-volume basis, at a price 
covering the true cost of the resource, some countries 
(like the UK) have a flat fee system, while in Ireland, 
water is free.  Smart metering aims, amongst other 
things, at incentivising better consumption behavior.  This 
requires changes in local economic models for this to 
work in our view.   

 Standardization of smart meter devices and applications. 

 Data collection technology:  What technology for the 
data to be captured and analised?  SEV believes that 
short wave technology will prevail against mobile 
telephony technology less suited for high volume data 
transmission.  Another possibility would be a power line 
technology using existing electricity networks. 

Barriers to adoption 

Customer behavior?  End users tend to see water as a basic 
utility service, that is presumed to always be there, not a 
product to be marketed competitively.  Will residential 
customers sign-up for the new services?  

 

Suez Environnement: a case study of emerging 
‘Smart Water’ 

SEV has made Smart Water one of its for priorities for 2020. 

The company has installed 1.8mn smart meters, including 1.1mn in 
France, and the rest in Spain, and Malta, and is aiming to have a total of 
2mn in 2014.  SEV has said it hopes to equip 20% of its clients with smart 
meters by 2016. 

To that end, the company has won the contract to adapt its smart meter 
technology to equip the gas meters of GDF SUEZ in France. 

SEV derived €350mn in revenues from smart water services in 2013, and 
is targeting growth of more than 10% per year between now and 2016.  In 
2013, the company’s smart water business lines broke even at the net 
level for the first time. 
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M O R G A N  S T A N L E Y  B L U E  P A P E R  Insurance 

Jon Hocking 

 

What inefficiency could IOT address? 

Telematics will drive major changes for insurers. We 
believe the Internet of Things could drive major changes in 
the business models and profit pools of insurers. 

Perhaps the most obvious example is the growing adoption of 
telematics in motor insurance, although we think the future 
influence of embedded monitoring devices could spread to 
other, non-life risks (for example, crop and fire insurance) and 
also to human biometric risks for life insurance. 

Autonomous vehicles (as discussed in the Morgan Stanley 
Blue Paper Autonomous Cars: Self-Driving the New Auto 
Industry Paradigm, November 6, 2013) could also have a 
material impact on the motor insurance market in the long 
term.  

While the potential benefits to the industry are significant—
e.g. more accurate risk pricing—there are also significant 
threats to late adopters. These include shrinking risk and 
therefore profit pools.  

The major impediment to telematics adoption rates is the 
concern about personal privacy, with the most enthusiastic 
customers typically being younger drivers who may struggle 
to obtain cost-effective insurance cover on any other basis.  

What is telematics?  

Telematics involves attaching a small monitoring device to a 
vehicle that tracks the position of the vehicle and also driving 
behaviour (such as time of trip, speed, rates of acceleration 
and deceleration, etc). 

The data allows a more precise price to be calculated for the 
insurance – and also crucially allows the insurer to influence 
future driver behaviour. 

The pricing model that to date had gained the most traction is 
with those young drivers who may otherwise struggle to 
obtain cost effective cover elsewhere. For example, some 
insurers have billed the insurance monthly—with the monthly 
statement highlighting where different behaviour could have 
resulted in a lower premium (such as taking fewer late night 
trips, and accelerating or decelerating more smoothly). 

Our Australia insurance analysts Dan Toohey and Andrei 
Stadnik have studied the emerging telematics business in 
their part of the world and found that telematics customers so 
far tend to be ‘good risks.’   

What is restricting the adoption rate? 

To date, the major factor limiting broader adoption of 
telematics has been privacy concerns. Many individuals, 
especially in the older demographic, do not like what they see 
as the ‘Big Brother’ aspect of constant monitoring of driving 
behaviour. The perceived hassle and cost of connecting the 
monitoring device is also an issue. 

We note that the cost of telematics devices has been falling 
rapidly, to below $99 for GPS/3G module, however. Some 
insurers, such as Aviva, have been experimenting with 
smartphone applications that do not require extensive 
plumbing into the vehicle. Only the cost of the design of the 
application has to be borne by the insurer. 

Autonomous vehicles  

In time, it seems likely to us that new cars will be equipped 
with telematic devices. Our US property & casualty insurance 
analysts Kai Pan and team last year that the widespread 
adoption of autonomous vehicles could result in lower 
insurance prices as accident frequency falls faster than 
historically (-22% in the past 30 years)..  

At the same time, the severity of accidents—and therefore the 
cost per accident—could increase as the complexity of cars 
increases. They note a 56% increase in accident severity over 
the past 30 years.  

Overall, we believe that the changes in the insurance industry 
from the advent of autonomous vehicles will take longer to 
evolve than the potential shift from telematics.  

Remote monitoring and risk in other industries 

Cheap, remote, internet-connected sensors could potentially 
have a material impact on underwriting for other types of 
insurance risk. For example, sensors could monitor the 
irrigation levels of crops, or offshore oil and gas installations, 
allowing weather and other product damage risks to be priced 
more accurately. 
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Life insurance 

Privacy concerns aside, from a technological perspective one 
could envisage insurers being able to monitor remotely the 
health condition of individuals and to build that data into 
bespoke prices for life or health insurance. This could be 
attractive to customers for whom cost-effective life insurance 
coverage is not otherwise obtainable, such as after a major 
health scare like a heart attack.  

Broader impact on insurance markets  

Overall, Internet of Things has the potential to allow insurers 
to price specific risks more accurately. This could result in a 
material change to current market structures, with the 
increased segmentation of risk representing a threat to those 
insurers that are late adopters of new technology. 
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Capital Goods 

Nigel Coe 
 

The Internet of Things has big ramifications for the global 
industrial sector, since today’s available technologies make it 
possible to all manner of plants, machinery, and devices 
intelligent and connected, thus offering tremendous scope for 
optimized performance and lower life cycle maintenance 
costs. Since the cost of running and maintaining a piece of 
capital equipment is typically an order of magnitude higher 
than the upfront acquisition cost, this offers substantial scope 
for productivity savings for operators.  

Exhibit 39 

Life cycle cost of a pump system: Maintenance cost 
is a multiple of the upfront acquisition cost, a 
typical ratio for capital goods 

 
Source: Hydraulic Institute, Europump, and the US Department of 
Energy’s Office of Industrial Technologies (OIT). 

As such, relatively small improvements in factors such as 
energy conversion efficiency, unplanned downtime, and 
useful life can have significant impact on the net present 
value life cycle cost of ownership for that piece of equipment. 
GE believes that Industrial Internet enabled condition 
monitoring and improved performance can drive productivity 
improvements of 1-1.5%  per annum, thus adding $10-15 
trillion growth in global GDP over a 20 year time horizon.  

According to consultancy ARC, there are four main 
components to an industrial IOT system: 

 Intelligent assets. We think of this as a piece as a piece 
of equipment that has sensor-enabled performance 
monitoring of key variables such as speed, fuel burn, 
vibration, noise. 

 Data communications infrastructure to extract the data 
from the equipment. Going forward, this is likely to be 
exclusively a wireless-type connection.  

 Analytics and applications to interpret and act on the 
data, combining advanced analytics, predictive 
algorithms and domain expertise.  

 People by connecting personnel with information to 
support more intelligent business decisions, operations 
maintenance, service quality and safety. 

Exhibit 40 

Major components of an industrial IoT system 

 
Source: DesignNews 

While by no means the only company developing such 
IOT-enabled products and solutions, we view GE as the 
leader among Capital Goods companies in attacking this 
opportunity. GE views the Industrial Internet as the third wave 
of disruption, following the Industrial Revolution and the 
Internet Revolution. Right now, there are a relatively small 
number of machines connected to the internet, but it growing 
rapidly, with Industrial Internet data expected to grow 2x other 
categories and reach half of all internet traffic, according to 
Cisco Systems.  

GE expects this convergence between the physical 
industrial world and the digital world to happen quickly, 
and software is a key enabler of these so-called ‘Brilliant 
Machines.’ The logical extension of this argument is that 
software capability and fluency is becoming critical in order for 
industrial machinery OEM suppliers to maximize share of the 
equipment and service value chain.  
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Many companies have some software capability in parts of 
their portfolio, such as visualization tools from automation 
suppliers, but it is becoming more imperative across the entire 
breadth of products. GE has 1,000 scientists and 
technologists working specifically on Industrial Internet 
applications, as part of a team of 10,000 software engineers 
across the organization; a number GE claims would rank it as 
approximately the 14th largest software company in the world.  

However, GE does not consider itself a software company 
and is not a provider of software in itself. Rather, GE views 
software development as an essential ingredient in delivering 
reduced or unplanned equipment production downtime, 
improving equipment productivity, and enhancing its existing 
service business. In other words, enhancing its current 
strategic goals. 

In this regard, GE estimates that a 1% reduction in jet fuel 
consumption can save the global airline industry $2bn, 
which is meaningful in the context of an industry that earned 
only $13bn in 2013. Meanwhile, CEO Jeff Immelt has said he 
believes that software-enabled wind turbines can deliver 
electricity to the grid at US5c/kWh, compared to US30c a 
decade earlier.  

Below is a table summarizing what GE estimates 1% 
productivity savings can yield across its most important end 
markets over a 15-year period.  

Exhibit 41 

The power of 1%: estimated annual value of 1% 
productivity savings for GE’s major end markets  

 
Note: Illustrative examples based on potential one percent savings applied across specific 
global industry sectors. 
Source. GE Estimates. 

GE is approaching the industrial internet via its Predix 
software suite.  Predix is designed to enable distributed 
computing and analytics, asset management, machine-to-

machine communication, and mobility. Applications can be 
built for any system or machine, such as a jet engine or a 
deep sea blow-out preventer, and be remotely managed. It 
has been designed to be flexible by interfacing with the 
customers' enterprise systems and can be run on-premise or 
in a cloud environment.  

To date, GE has launched 24 Predix products during 
2012/13, of which 14 were announced at the October 2013 
GE Minds & Machine show in Chicago. GE has said it hopes 
to double the rate of annual new product launches. At this 
show, GE announced that these products had received 
$400m of bookings that had converted into $290m of 
revenues. At that pace, it seems likely that sales could exceed 
a $1bn run-rate by the end of 2014.  

GE places it Predix products into two categories:  

 Asset optimization products, which strive to minimize 
unscheduled downtime of equipment through condition-
based maintenance, parts inventory management, and 
monitoring and diagnostics. For example, the 
ReliabilityMax maintenance solution, which was launched 
in December, leverages advanced sensors and predictive 
analytics to minimize unplanned downtime for heavy duty 
and aero-derivative gas turbines. 

 Operations optimization products, which are geared 
toward improving efficiency in facilities or networks. Air 
traffic control is the oft-cited example. The Taleris 
product, developed in partnership with Accenture, uses 
proprietary algorithms to monitor data collected from 
aircraft equipment and airline systems to predict, prevent 
and recover from operational disruptions, avoiding 
delayed departures and flight cancellations. 

Exhibit 42 

Taleris enables real-time fleet monitoring, which 
helps airlines avoid disruptions 

 
Source: GE 
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While GE’s major competitors will also be looking to 
develop a similar set of solutions, GE believes it has a 
number of key competitive advantages: 

 GE has hired senior external talent, led by Bill Ruh, 
who was previously at Cisco Systems, where he was 
responsible for developing advanced services and 
solutions. Bill leads GE’s Global Software center, which 
currently totals around 1,000 engineers headquartered in 
San Ramon, California. 

 It has scaled up quickly, with the Predix platform 
launched as recently in 2011 but amounting to a 
cumulative $1bn investment commitment over that time.  

It is partnering early with established technology leaders 
such as AT&T (secure wireless connectivity), Cisco 
Systems (intelligent networking of data), and Intel 
(standardized interfaces). Other partners include 
Accenture (advanced analytics), Amazon (web services), 
and Pivotal (cloud storage). 

While the potential benefits are clear for operators, from 
lower equipment life cycle costs to more effective planning 
decisions, there are clear risks and rewards for suppliers of 
capital goods. The major rewards can probably be 
summarized as: 

 An ability to clearly differentiate its products from the 
competitive set via superior software analytics and 
related services. This clearly offers the ability to achieve 
pricing power to the extent that there is clear 
differentiation in product value. 

 A greater ability to perform remote monitoring and 
problem resolution – a growing trend for OEM service 
operations that lowers the fixed cost of local service 
networks and spares inventories. 

 Protection from less tech-savvy non-OEM service 
organizations. 

 Ability to offer advanced value-added analytics thus 
creating potential new revenue streams. 

The potential drawback for suppliers of capital goods is 
that as a greater share of machine value revolves around 
extracting and analyzing data, there is the potential for 
disaggregation between the hardware and the software. Also, 
to the extent that analytics becomes commoditized, there is 
the potential that such services become commoditized among 
various providers, therefore diminishing the scope to extract 
incremental value. 

However, it appears that there is competitive advantage 
for first movers and GE is clearly one of the leaders in 
driving Industrial Internet capabilities. 
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Mining 

Menno Sanderse 
 

What inefficiency could IOT address? 

Today, connected applications in mining are already 
enhancing predictability of operations and improving degree 
of safety, with significant positive impacts on costs and 
efficiency. From here, we expect the Internet of Things to 
drive even better utilisation of infrastructure, leading to 
higher production levels. 

Two buckets of opportunities 

While many see mining as a slow-moving industry, the 
Internet of Things is already driving substantial efficiency 
gains in several individual mines. In our view, it will 
fundamentally change the future operations and predictability 
of all mining operations in two ways: 

1. Real time monitoring of equipment such as conveyor 
belts, concentrators and mobile machinery (mainly 
excavators and trucks). 

2. Operation of autonomous mines where autonomously 
operating trucks and excavators remove and transport 
waste rock and ore without human involvement and 
eventually transport it via autonomously operating trains to 
the port for shipping. 

Unfortunately for the mining companies themselves, at least 
at first, we see the majority of the benefits being passed on to 
clients in the form of lower commodity prices.  But eventually, 
better predictability of operations and higher safety with fewer 
fatalities should also benefit the industry at large. 

Three areas of value creation 

The Internet of Things is creating value for the mining industry 
in three areas: 

1. Productivity increases. We are seeing more ore mined 
and processed by existing infrastructure, driven by fewer 
maintenance-related outages and continuous operation of 
equipment trucks and other equipment at optimal levels. 

2. Lower costs as a result of reductions in outages and 
maintenance costs facilitated by real-time monitoring of 
equipment. 

3. Increased safety. More equipment operated 
autonomously should reduce fatalities and other injuries. 
Increasing autonomous and teleremote-operated 
equipment should also remove mine workers from the 
underground environment, which could also reduce the 
cost for ventilation. 

Real-time example: Rio Tinto’s autonomous trucks 

The best example in mining that we know of is Rio Tinto's 
autonomous truck fleet. Rio Tinto operates over 60 
autonomously operating dump trucks (out of a total fleet of 
over 300) in its Australian iron ore operations.  The trucks 
operate at three mines, with the world’s first fully autonomous 
mine pit at the Yandicoogina mine in Australia. Rio Tinto 
controls the fleet from a remote operating center in Perth, 
1,500 kilometers away. The trucks carry 290 metric tons of 
ore/rock with every trip. 

These trucks are not remote-operated by a controller with a 
joystick. These are fully autonomous trucks that are 
connected via the internet to each other, to the control 
system, and to other machines in the mines, such as 
excavators.  The trucks react to the motion of other pieces of 
equipment truck and adjust to the constantly changing layout 
of the mine as ore and waste gets removed. 

Currently, the trucks are retrofitted Komatsu 930 models. In 
the future, new Internet of Things technology should allow the 
trucks to be re-designed and the driver cabin to be removed. 
This will trigger another step forward in productivity. Today, 
the trucks can only dump cargo in one direction; away from 
the driver’s cabin. In the future, trucks without driver cabins 
will be able to dumb in both directions, reducing the need to 
turn and reverse these machines, which move very slowly. 

To date, the interaction between the trucks and the Komatsu 
excavators is "semi-connected," with the excavators still under 
manual control.  The excavators’ buckets, which hold 60-70 
tons or rock/ore, have sensors that communicate with the 
trucks. Excavator operators manoeuvre the buckets above the 
locations where the trucks need to be stationed.  The sensors 
in the buckets communicate with the s and the trucks position 
themselves under the excavators. Eventually, the excavators 
are likely to become autonomous, too. 
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Real-time example: real-time monitoring and 
process management 

Rio Tinto operates a remote monitoring center in Brisbane, 
Australia (a process excellence center), that has real-time 
connections to mines in Mongolia and the United States, in 
addition to Australia. This center allows Rio Tinto to remotely 
monitor processes in its copper and thermal coal mines. 
Experts can provide real-time feedback and suggestions for 
improvements, which can be implemented in real time by the 
teams on the mine site. Enabling the mining equipment to 
coordinate the mine management through the remote 
monitoring center has been done with existing suppliers such 
as Schneider Electric and Metso and consultants like iGate.    

The benefits to Rio Tinto 

The first benefit is lower truck operating costs, both in terms of 
lower fuel consumption, less tyre wear, and longer gaps 
between maintenance. These benefits are driven by more 
consistent driving patterns, including more measured braking 
and acceleration resulting from the algorithms embedded in 
the system, and the benefit of being able to put together a 
genuine best in class trip.  The latter allows the algorithms to 
put together an ideal trip for each truck (or “golden run” on the 
rail) that combines the knowledge and experience of all 
previous trips.  This is very difficult to replicate for human 
beings as a human driver cannot be expected to deliver a 
best in class trip on every section of each trip and for every 
trip they execute. 

Trucks are just the beginning 

The next big step in Rio Tinto's automation plan is the 
introduction of autonomous (driverless) trains. These trains 
will operate in a manner similar to the autonomous trucks, i.e. 
on algorithms controlled from the operating center in Perth. In 
2013, Rio Tinto transported the entirety of its Australia 
operation’s 244 million metric tons of iron ore (based on 100% 

equity ownership), by train to the port. Each train (or rake) is 
around 2.5 kilometers long and has up to 236 rail cars (each 
loaded with 120-130 tons of ore). The trains carry a payload 
of 25,000-30,000 metric tons of iron ore an average of 450 
kilometers. The rail track has 42 level crossings and passes 
quite a few smaller villages.  At the moment, each train is 
operated by a crew.  This requires a substantial amount of 
coordination and cost to reposition crews to match working 
hours with train times and other delivery variables.   

The financials involved are large 

As mentioned above, in 2013, Rio Tinto sold 244 million 
metric tons of iron ore from Australia (100% equity basis).  It 
operated over 800,000 truck moves (just for ore and not the 
waste rock) and 8,000-10,000 train journeys to get the ore to 
the port. The total cash opex in 2013 amounted to USD 7 
billion or USD36 per ton of ore (this includes royalties and 
some overhead etc) and it generated US$84 per ton in 
EBITDA.   

So, by our calculations, each 1 million metric tons of ore is 
worth US$84 million in EBITDA. 

Rio Tinto has not made public the net benefits it hopes to see 
when it adds autonomous haul trucks or autohaul trains in 
2015. In our view, the savings should be considerable, both in 
terms of avoided costs and by virtue of generating additional 
volumes with the same infrastructure. 

Rio Tinto indicated that the use of big data generated by 
facilities such as its processing excellence center in Brisbane 
has resulted in US$80 million in improved cash flow, just from 
analysing the performance of the copper operations.  After tax 
of 33% and discounted at Rio Tinto's cost of capital of 9.3% 
(for the PLC) that is worth US$0.5 billion or around 5% of the 
company’s market cap. 
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What inefficiency could IOT address? 

We see the Internet of Things contributing directly to the 
advance of ‘precision agriculture.’ 

Precision agriculture’s role is to reduce the variability of yield 
per acre (i.e., production) across the farm.  In US corn 
farming, for example, yields can vary 20-30% within very short 
distances as farmers typically make near uniform decisions on 
acres that typically could benefit from a more specialized 
approach that existing technology does not allow for.  
Precision agriculture can identify the causes of yield variation 
and allow farmers to proactively minimize this variation by 
optimizing seed choices, fertilizer application rates, 
planting/harvesting decisions, etc. more specifically to 
individual plots of land.   

Data analytics and algorithms based on farmers’ historical 
plot-by-plot yield performance, combined with highly localized 
historical temperature and precipitation data, should give 
famers better information with which to make their planning 
decisions.  Farmers will share their historical farm 
performance data with service providers who will in turn 
amalgamate and analyze a larger local data set.  So called 
“prescriptions” for precision agriculture will be delivered 
electronically to farmers, who in some cases will utilize iPad 
applications and in others feed the prescription directly into 
farm equipment machinery.  

How does it impact current operators / established 
business models 

Optimization of hybrid seed choice and plant population: 
Farmers typically choose 4-6 different hybrid seed types to 
plant on their farm, in hopes that the genetic diversity of these 
hybrids will protect them against whatever growing conditions 
come that year (drought, too much rain, heavy insect 
pressure, et al).  Farmers will typically plant a standard 
amount of seed on each acre, hoping that they have found 
optimal amount for that acre.  Precision agriculture seeks to 
find the optimal intersection of hybrid type and plant 
population for each plot of land.  

Optimization of fertilizer application rates: Yield is 
maximized by having the right level of soil fertility.  Advanced 
field soil mapping technology allows farmers to apply the right 
mix of nitrogen, phosphate, and potash on each acre.  

Revenue should increase from increased yield, while costs 
may decline as fertilizer application rates become less uniform 
on each acre (i.e., reducing the risk of over-application).  

Minimizing the impact of adverse weather events. 
Precision agriculture should help farmers be more proactive 
than reactive, which in turn can reduce yield variability. This 
would happen not by predicting the weather, but rather by 
helping farmers: i) understand how a prior year’s weather 
impacted the farm; ii) analyze the current weather season to 
assign probabilities to whether certain past negative events 
might reoccur on specific parts of the farm; and thus iii) gain 
opportunities to proactively address potential issues that could 
lead to more/less use of ag inputs such as crop chemicals. 

New business opportunities 

According to Monsanto, precision agriculture is an over $20 
billion revenue opportunity industry-wide.  While industry-wide 
revenue is modest at present, we believe growth could be 
substantial in coming years.  Companies will likely seek to use 
precision agriculture as an add-on to their existing value 
proposition, or in some cases as a means to gain market 
share.  While primary target markets today are US corn and 
soybean farmers, diversification across crops and 
geographies will likely follow for concepts that prove 
successful.  

Enabling technology / regulation 

Regulation of farming technology should be minimal at 
most. This is in contrast to most other products in agriculture 
that are designed to increase yield. For example, seed 
biotechnology and crop chemicals must go through a rigorous 
and multi-year regulatory process prior to being submitted for 
export approval to key grain importers.  

Standardization.  At present, most companies across the 
agriculture value chain have some precision agriculture 
offering, although no industry-wide standards have been set 
yet and no player has an offering that covers the entire 
precision agriculture opportunity set.  Some companies have 
begun partnerships or joint ventures.  As performance in 
precision agriculture is extremely measureable (i.e., either 
yield per acre goes up or it doesn’t), we anticipate that 1-3 
combined offerings will separate themselves from the pack 
over the next two to three years.  
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Key is communication:  The key is the data set.  Precision 
agriculture depends heavily on farmers sharing their data with 
product providers.  The more robust the data set, the more 
robust and reliable the output will be, particularly as the data 
set gets larger and improves over time.  

Barriers to adoption 

Customer behavior:  While some farmers have indicated a 
reluctance to share data with companies and then pay to use 
it, we believe the key to adoption will be performance.  If 

sharing data leads to greater yield per acre and a high return 
on the farmer’s investment, history shows that farmers will 
adapt to this new technology (even if they are philosophically 
opposed to sharing data).  
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What inefficiency could IOT address? 

The US healthcare system is characterized by 
inefficiencies and increasing costs. According to the US 
Centers for Medicare & Medicaid Services (CMS) estimates, 
annual national health expenditures reached ~$2.9 trillion in 
2013 and are projected to reach ~$5 trillion by 2022, of which 
30%, or $786 billion is attributed to waste. With healthcare 
spend projected to grow disproportionately relative to total 
GDP there is a need to address the growing costs, holding 
both the provider and patient accountable.  

Patients are evolving into consumers as their share of 
healthcare spend continues to grow. Recent trends in 
health plan design show premiums and deductibles increasing 
faster than employer contributions, translating to a higher cost 
burden for the employee (Exhibit 5). Additionally, high 
deductible plans are gaining popularity, with 23% of 
employers in 2013 offering HDHP plans, up from 4% in 2005. 
Given the rise in out-of-pocket healthcare spend, patients are 
no longer passive participants but are active consumers, and 
as such require tools to make well-informed healthcare 
decisions. 

Exhibit 43 

Patients become consumers as they bear a greater 
share of healthcare costs 
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Source: Kaiser Family Foundation annual employer survey 

Potential opportunity/disruption from the IoT 

Healthcare industry data is characterized by its vast size, 
complexity, and distribution across a large and 
heterogeneous set of industry participants. The promise of 
Big Data in healthcare is to integrate patient data from 
different providers (e.g. hospitals, ambulatory clinics, clinical 

labs, radiology providers, pharmacies) and analyze it in order 
to develop insights that can drive improve patient outcomes 
through better care management for higher-risk patients.  

Healthcare data remain siloed, with a significant portion 
still existing in unstructured paper format. Despite the 
progress providers have made in the adoption of electronic 
health records (EHRs) in the five years since the passage of 
the HITECH Act (which provided over $19Bn in incentive 
payments related to Meaningful Use of HCIT), it is estimated 
that only ~50% of ambulatory facility physicians and ~75% of 
hospitals use EHRs. As a result, a vast amount of patient 
records are stored in paper form even today.  

Among those who have installed EHR systems, physicians 
still express dissatisfaction over usability issues as historically 
the focus of the system has been on collecting clinical 
information, test results, and billing data rather than 
developing a consolidated view of a patient's health. Even 
among hospitals, which have greater penetration of EHR 
systems, the underlying implementation can encompass 
several different best of-breed systems (e.g. different systems 
for the radiology department, in-house lab, ER and 
specialties) that are connected by non-standard, customized 
interfaces.  

At the same time, the electronic data usually resides in 
proprietary data centers that lack of vendor interoperability. In 
addition, there is a legacy of having closed systems, which 
makes it difficult to share data seamlessly across different 
providers.  

Big Data could potentially consolidate patient information 
and trigger timely care interventions, especially in 
conjunction with connected "smart" medical devices. The 
IOT can be combined with Big Data analytics to improve care 
management of patients with chronic diseases or target 
preventative actions when early signs of a disease episode 
are detected. For example, sensors in medical devices 
attached to patients can capture vital signs and other data 
and wirelessly transmit it to centralized repositories which 
consolidate patient health information. Big Data analytical 
algorithms could then monitor patient health in real-time and 
trigger interventions by a patient's care management team. 
The use of ‘smart’ interconnected devices and automated Big 
Data algorithms would not only reduce costs from avoided 
patient health emergencies and associated hospital 
admissions, but also improve the operational efficiency of 
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hospitals and clinics by reducing the amount of manual 
oversight involved in patient monitoring.  

Exhibit 44 

Where we stand now…and where we could be 
going 
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Source: athenaHealth, Centers for Disease Control & Prevention, Morgan Stanley Research 

Shifting focus towards the consumer. To create an 
informed and responsible healthcare consumer, the industry 
must provide a customer-focused system that allows for easy 
cost and service comparisons, performance metrics, and 
other similar data necessary for educated decision-making. 
The system used today lacks ease of consumer accessibility 
by navigating among multiple cumbersome interfaces with 
fragmented and often opaque information. To address this 
issue, companies such as athenaHealth have turned to 
internet-based platforms that serve as marketplaces and data 
aggregators for physicians to compare various service 
offerings in a user friendly system. As such, the internet of 
healthcare provides an effective marketplace platform for 
physicians and patients to have access to data which will 
drive better care decisions and patient outcomes.  

Competition on internet-based marketplaces will force 
more reasonable pricing and greater efficiency. Similar to 
private and public health plan exchanges, the Internet of 
Things provides an open platform where competition and 
cooperation among the various providers forces participants 
to level set prices and improve quality of care to win new 
business. The success of the marketplace is generated 

through greater pricing transparency, which up to recently 
was unavailable to the consumer. The internet of healthcare 
not only makes consumers more informed but also requires 
that providers raise their standard of care and improve patient 
outcomes. 

Exhibit 45 

So why shouldn’t consumers shop for Healthcare? 

 
Source: ReCode/Shuttershock 

 
What’s the bigger picture? Physicians and patients will gain 
the means to be informed decision makers. Not only will they 
have access to competitive pricing, but they will also have the 
ability to integrate data from hospital discharges, health plans, 
electronic medical records, and lab services. They will be able 
to apply data analytics and then share the data with providers 
along the continuum of care. Data sharing obstacles that 
previously siloed patient information among the different 
providers, thereby contributing to the annual ~$800 million in 
wasteful spending, could be reduced by simple data sharing.  

What’s next for healthcare technology? The new crop of 
healthcare technology start-ups are likely to increase 
competition, driving further disruption in the healthcare 
market. Adding fuel to the start-up fire, open market platforms 
provide easier access to the market, helping to ease the 
barriers of entry for new companies. We will look for new 
market entrants and see the possibility for accelerated M&A in 
the space as it continues to evolve in response to the internet 
of healthcare.  
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Exhibit 46 

Healthcare IT offering landscape ripe for Internet of Things 
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Note: All logos are for applications provided to the companies at the tops of the columns. 
Source: Company Data, Morgan Stanley Research 
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What inefficiency could IOT address? 

Above all, rising costs. Hospitals have been behind the curve 
in the adoption of the Internet of Things, largely due to the 
significant role government plays in the system. Government 
spending accounts for ~50% of US healthcare spending, 
where reimbursement methodologies and oversight have 
been slow to incorporate technological solutions. However, as 
healthcare costs continue to exacerbate an already dire fiscal 
outlook, payors and providers alike will be forced to embrace 
technological solutions that bend the cost curve down, 
including those associated with the Internet of Things.  

How does it impact current operators / established 
business models 

As providers increasingly share risk in patient care they will 
have to take a more integrated approach to care delivery in 
order to reduce costs and improve profitability. The Internet of 
Things will assist hospitals in reducing the cost burden of care 
through two key mechanisms. 

1. Enhance clinical outcomes. This would reduce 
frequency of treatment and the onset of higher acuity 
conditions, which are costlier to the system. Additionally, 
providers’ exposure to legal recourse would be mitigated. 

2. Reduce resource requirements. Greater 
interconnectivity between providers, in addition to remote 
monitoring and real-time communication technologies, 
would reduce the need for specialized human capital, 
where wages and benefits, on average, account for ~59% 
of US hospitals cost structure. 

Real World Examples 

Proteus Digital Health: Proteus has created a ‘smart pill’ 
system that transmits information about the type of pill being 
taken, including when it was ingested and patient 
physiological data, to a nearby smartphone. The aim is to 
support increased physician collaboration, reduce variability in 
treatment, allow more efficient allocation of medical 
resources, and improve clinical outcomes. This would 
effectively reduce inappropriate hospital utilization and curb 
readmissions. 

IBM: Hospitals employ a significant amount of operating 
leverage, where one of the largest cost pools is operating an 
emergency room, which must be adequately staffed at all 
times. Telemedicine–what the Internet of Things is coming to 

be called in the medical field—is an area that may reduce 
hospital staffing needs by providing care remotely. 

Providers are leveraging IBM’s Project Blue Spruce 
technology, which provides secure patient-to-provider video-
conferencing, including a collaborative workspace, to access 
a patient’s electronic medical records and automatically 
charge for the appointment through an integrated session 
timer. By connecting remote sites via Telemedicine, hospitals 
can more cost-effectively deliver care to communities, while 
concurrently broadening their access to new patient 
populations. This is clearly a far less resource-intensive 
process than the alternative of building new hospitals.  

Barriers to adoption 

Cultural and societal factors. Adoption would require 
significant changes in the behavior of both patients and 
physicians. Physicians would have to be trained and patients 
would have to accept less personal forms of care delivery. 
The patient/physician relationship is personal and private, 
where treatment and consultations are traditionally conducted 
in person. Disruption of this relationship is subject to 
considerable controversy, as evidenced by consumer 
responses to provider exclusions on Healthcare.gov.  

HIPAA Compliance. Transmission of health data across a 
remote platform would require significant oversight. 
Telemedicine may jeopardize patient privacy and risks the 
exchange of inappropriate or inadequate medical data. 

Financial cost and reimbursement uncertainty. Enhanced 
patient outcomes and cost efficiency must be validated for 
payors to begin reimbursing for these services.  

Financial Implications 

With healthcare costs magnifying current fiscal pressures, the 
system will be forced, in our view, to explore alternative forms 
of care delivery that not only bend the cost curve downward 
but also improves patient outcomes. Using HCA as an 
example, if hospitals are able to use the Internet of Things 
effectively to reduce costs, every 50bps reduction in salary, 
wages, and benefits expense as a percentage of gross 
revenue translates to ~3.4% upside for 2014 EBITDA for the 
US hospital group.  

Exhibit 47 

SW&B expense impact on 2014 hospitals’ EBITDA 
     

Change in SWB Expense -0.5% -1.0% -1.5% -2.0%

2014 EBITDA Impact 3.4% 6.7% 10.1% 13.4%
Source: Company Data, Morgan Stanley Research 
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What inefficiencies could IOT address? 

We expect the Internet of Things to have a significant positive 
impact on the cost of new pharmaceutical development.  

The cost of Pharma R&D has materially increased over the 
past decades, and recent studies suggest that the number of 
drugs approved for every billion US dollars spent has been 
cut by 50 times since World War II. On average, it takes 13 
years to develop a new drug from point of discovery to 
distribution to market, at a total average cost of US$1.8bn. 
Large Pharma companies currently spend 15-20% of their 
revenue on R&D.  

The Internet of Things can change that greatly. The 
development of connected devices is becoming a meaningful 
opportunity for pharmaceutical companies, and we believe 
this could materially lower the costs and accelerate clinical 
trials, which represent around 70% part of the total drug R&D 
spending. 

We estimate that a 5% cost reduction in clinical trial costs 
could represent the equivalent budget of three new drugs 
every year. 

Exhibit 48 

5% lower clinical trial costs could free up enough 
R&D for three new drugs per year  

% of total cost

Years per phase

Probability to 
reach market

1.0

3%

Target-
to-hit

2%

1.5

6%

Hit
-to-lead

5%

2.0

17%

Lead 
optimization

7%

1.0

7%

Pre-
clinical

8%

1.5

15%

Phase
I

15%

2.5

21%

Phase
II

20%

2.5

27%

Phase
III

60%

1.5

5%

Filing  
to launch

90%

13 years
US$1.8bn

5% reduction of 
clinical trial costs

3 additional new drugs every year for the industry as a whole

Pre-clinical phase Clinical trials phase

 
Source: Morgan Stanley Research 

How does this impact existing business models? 

The use of tablet computers as health information hubs is the 
first attempt to adapt connected devices to medical 
applications. Physicians have used tablets to access patients’ 
medical information and to coach patients during the course 
of clinical trials. 

Beyond the collection and transmission of information, the 
increasing sophistication of future connected devices should 

further help identify patients whose conditions are worsening 
or who are developing unexpected side effects. This would 
enable physicians and health authorities to rapidly, and more 
accurately, detect safety issues during clinical trials. And 
Pharma companies could then take faster decisions to 
terminate or continue trials. 

Efficacy-wise, connected devices could also identify patients 
with poor treatment adherence, so as to exclude them from 
the statistical analysis of the results, which is usually difficult 
to perform and a potential source of trial failure. 

By easing and coordinating the logistics of clinical trials 
through connected devices, such platforms potentially could: 

 Increase the number of patients per trial. This 
could accelerate patient recruitment and increase the 
power of statistical calculations. 

 Increase the number of trial sites. This could 
increase the diversity of patient populations, thereby 
increasing the probability identifying sub-populations 
of patients who are at higher or lower risk of 
treatment success. 

 Increase the number of indications per trial. By 
collecting more data, companies could test in parallel 
the same drug as treatment for different disorders. 

Beyond drug development, connected devices could become 
part of post-marketing safety surveillance and provide 
outcome-based data. At a time of increasing oversight of drug 
safety by government health authorities, this could become an 
important and valuable tool for private and public players 

What would be the barriers to adoption? 

Meaningful adoption would require some modification of 
medical practice for both physicians and patients. Physicians 
would have to be trained and patients would have to willingly 
participate to the different steps of data collection. It is 
possible that connected devices could be seen as reducing 
the personal nature of the patient/physician relationship. 

The transmission of health data across a remote platform 
would require significant oversight from health authorities, and 
the access to information for Pharma companies would be 
scrutinized for any potential abuses. 

Finally, true ‘user-friendliness’ of platforms would be a crucial 
step to collect clean data, which suggests that some disorders 
and/or categories of patients would be automatically excluded 
(extreme ages, several neurological disorders, acute care). 
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What inefficiencies could IOT address? 

We see the Internet of Things as an important tool for 
handling the greatest acceleration in US healthcare demand 
since the 1965 expansion of Medicare. 

Healthcare is increasingly viewed as an area ripe for 
disruption by new technologies.  But applications of digital 
data capture and transmission in healthcare have been slow 
to evolve. Due to the highly localized and fragmented nature 
of hospital systems, insurers, and independent physicians, 
these applications have been limited to basic payment and 
insurance processing and to providing online access to 
consumer medical information.  Unlike the broader consumer 
media and communications spaces, consumers and providers 
of healthcare have not embraced connectivity via new 
technologies, as the delivery of care is still dictated by 
healthcare systems rather than consumer choice.  Only 
recently have electronic health records become a clinician 
and hospital focus, aimed at driving further efficiencies and 
information sharing to improve patient care.   

The implementation of the Affordable Care Act accelerates 
the need for efficiency to maintain healthcare spending at a 
time of accelerating demand with the largest expansion of the 
system since 1965.  Consumers’ taking greater control of their 
personal health is a critical component of the effort to manage 
costs, and the delivery system needs to shift away from being 
a reactive system to a more proactive diagnostic and care 
delivery model.  Preventative tools are necessary to drive this 
conversion.  Payors are also already focused on driving 
volumes away from acute care hospitals to ambulatory or 
outpatient settings, and more proactive care could be more 
frequently and cheaply offered outside the hospital setting.   

Chronic diseases such as heart failure, coronary disease, 
diabetes, and ESRD are on the rise and driving demand for 
efficient and effective connected care.  The American 
Association of Retired Persons (AARP), within the context of 
its Health Innovation Frontiers initiative, forecasts an 
incremental US$20bn of spending on patient-driven healthy 
living efforts by 2018.  Cloud-based real-time data are 
targeted as components of device-enabled communication 
and monitoring to address large groups of target patients. 
This includes 80mn seniors with multiple medications who 

could benefit from connected pill box solutions and reminders, 
50mn fitness application users over 50 years of age, 80mn 
patients with chronic conditions (high blood pressure, 
diabetes, high cholesterol), 40mn patients with physician-
targeted levels of physical activity that can be monitored 
remotely, and 40-50mn potential users of web-based 
concierge medical and nutritional consultation services.     

Near-term application in implantable devices  

The St. Jude/CardioMems implantable hemodynamic 
monitor.  CardioMEMS is a miniature wireless sensors that  
can be implanted using minimally invasive techniques and 
can relay data on the patient’s cardiac output, blood pressure, 
and heart rate.  The CardioMEMS sensor is designed to be a 
permanent implant and can be incorporated into an 
implantable defibrillator.  We estimate there are at least 
125,000 NYHA Class III patients hospitalized for heart failure 
each year who could be candidates for CardioMEMS 
implantation.  If penetration were to reach 25% of this figure, 
or 35,000 devices a year, this would imply CardioMEMS 
revenue of US$300mn in the US alone.  To help assess 
market prospects of the CardioMEMS device, in December 
2013 we conducted an AlphaWise survey of 61 US 
electrophysiologists.  Our survey results suggest physicians 
expect to reach the 25% level by 2016.   

Exhibit 49 

Our survey suggests physicians expect substantial 
use of the CardioMems implantable sensor by 2016 
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Source: AlphaWise, Morgan Stanley Research  

Increasing visibility of new and accessible 
consumer-focused technology 

We expect the use of aggregated patient data, cloud 
computing, mobile devices, and social media technology for 
healthcare access and delivery to increase.   Unlike media or 
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communications, Healthcare is difficult for consumers to 
understand intuitively. This causes a more disconnected and 
uninformed approach to healthcare and personal health 
maintenance.  Two recent device launches address this 
concern.  

 VitalConnect’s HealthPatch reached the market in 2013. It 
is a patch worn on the chest that can continuously monitor 
the heart rate, stress, respiration, skin temperature, sleep 
patterns, posture and falls, and physical activity.  The 
HealthPatch application can automatically trigger text or 
email message alerts when thresholds are crossed to alert 
family or a health provider of prespecified conditions or 
outcomes.   The HealthPatch incorporates a HIPAA-
compliant, Bluetooth connection to a cloud-based server 
for data connectivity and configurability, for storage of 
historical data or to perform analytics. 

 OMSignal’s ‘smartwear’ apparel aims to take tracking 
technology a step further by incorporating sensing 
technology into machine-washable clothing.   Much like 
VitalConnect, OMSignals apparel incorporates sensors to 
monitor a range of biometrics including heart rate, 
breathing and physical activity, while making the 
accumulated data available in real time via smartphone 
application.  The developers of the OMSignal technology 
envision future applications for population data that can 
trend metrics across users on a city- or even country-wide 
basis to analyze trends and compare regions.  OMSignal 
has not yet launched its product, but expects to position it 
as a consumer good, priced in line with other wearable 
applications.   
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What inefficiency could IOT address? 

In most developed economies, aggregate healthcare costs 
consume some ~10-18% of GDP, representing a material use 
of national resources. Within this total, the costs associated 
with inpatient treatment in hospitals can be meaningful. For 
example, in the US aggregate cost for hospital stays was 
US$375.9bn in 2010, with an average cost per stay of $9,700. 
A key driver for reducing costs going forward will be the 
management of patient length of stay, as well as more 
“predictive” medicine. 

A solid opportunity for the IOT in hospitals 

We see two key avenues of opportunity for reduced hospital 
costs from IOT: patient monitoring; and anonymous data 
collection.  

 Patient monitoring. In a general ward, patients are 
typically checked manually by nurses every six to eight 
hours. The corollary of this is that deterioration in patient 
conditions may go undetected for hours, leading to re-
admittance to intensive care units and longer average 
stay times. Through digital solutions, key biometrics of 
patients in general wards may be monitored, freeing up 
nursing time and allowing faster responses, thereby 
reducing average stay length and improving patient 
outcomes. 

 Anonymous data. The collection of anonymous patient 
data from monitoring devices should also allow for a form 
of “predictive” medicine. As the dataset on patient 
outcomes grows, hospitals and doctors will have hard, 
probabilistic data to determine the likelihood of patients 
developing certain complications, given their current 
condition. For example, knowing that a patient has a 
material probability of myocardial infarction (heart attack) 
given a certain set of biometrics/conditions, hospital staff 
may act to supply medication earlier. This anonymous 
data should be material in driving hospital efficiencies, 
both through average patient stay, and patient outcomes. 

A real world example – Toumaz 

Toumaz produces SensiumVitals, a wireless vital signs 
monitor, which is applied to the skin of patients in a hospital’s 
general ward to allow nurses to monitor vital signs as outlined 

above. The device is FDA 510k cleared, and recent trials 
have shown a six-day decrease in average patient hospital 
stay days at a savings of $5,500 per patient, or $200,000 
annually. This compares to an average annual cost of 
$20,000, making for an attractive efficiency measure for 
hospitals. Indeed, we think this cost may be understated, 
given it excludes the benefit of long-term anonymous patient 
data collection, as well as the opportunity cost of avoiding 
expensive acute treatments. 

Exhibit 50 

Toumaz’s SensiumVitals monitoring solution 

Source: Toumaz, Morgan Stanley Research 

Exhibit 51 

Toumaz’s monitoring system itself 

 
Source: Toumaz, Morgan Stanley Research 

Which incumbent players could be affected? 

The advent of patient monitoring / anonymous data collection 
likely will have a range of impacts on established players: 

 Best-positioned – Obviously well-placed are the hospital 
operators, who stand to benefit from both a reduced 
patient cost base, as well as higher patient throughput. 
Publically listed European companies include: Rhoen 
Klinikum; Fresenius SE (16% of sales); Generale de 
Sante; and Synergy Health. Beyond this, we expect IT 
services and hardware to benefit due to incremental 
demand from hospitals, while overall public sector 
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healthcare costs should also benefit from shorter patient 
stays and more preventative treatments. 

 Potentially challenged – Entities that appear to be at 
risk from this new technology are disparate and harder to 
discern. Potentially better patient monitoring and more 
preventative medicine reduces the demand for some 
consumables associated with acute care procedures, 
which could act as a headwind at companies such as 
Getinge and Becton Dickinson. Shorter hospitals stays 
may further be associated with fewer pressure ulcers 
(bed sores), potentially impacting Smith & Nephew’s or 
Coloplast’s Wound Care business (~30% and ~14% of 
sales, respectively). 

Barriers to adoption and timeline 

Excluding cost, which we think has already reached an 
attractive level relative to savings, we see three key barriers 
to adoption: 

1. Awareness of the technology among hospital 
operators needs to be increased over time. 

2. Public opinion needs to be guided, with patients 
potentially anxious whether the medical data 
collection will remain anonymous.  

3. IT systems at hospitals may need to be improved 
over time to accommodate the increased data 
collection on patients.  

Despite these issues, we think it reasonable to expect that 
wireless patient monitoring systems may begin to be 
implemented within hospitals over the next ~5 years, with 
most of the benefits from data collection and analysis 
becoming tangible over the next ~5-10 years. 

Working example – implications for US hospitals? 
As an illustration, we highlight below the potential cost 
savings to the US hospital system from the basic introduction 
of patient digital monitoring. According to the American 

Hospital Directory, the country has an average number of 
patient days per year of ~148.7mn, and we think effective 
monitoring could conservatively save around 1% of these. 
Indeed, trials by Toumaz suggested a higher proportion, with 
average number of days stayed per patient falling by six days. 
With recent work suggesting an average cost per patient day 
in these hospitals of around $917, we think digital monitoring 
could initially save the US healthcare system almost $1.4bn in 
costs. Net of the current costs of Toumaz’s SensiumVitals 
solution, the savings would be in the order of $1.2bn. 

Exhibit 52 

Potential US hospital cost savings from digital 
monitoring 
  

USA patient days per year (mn) 148.7 

Saving from monitoring 1% 

Days saved (mn) 1.49 

Patient cost per day $917 

Total saving (mn) $1,363 
Source: American Hospital Directory, Toumaz, Healthcare Cost & Utilization Project, Morgan 
Stanley Research 

Indeed, the savings from monitoring could be larger than this 
in practice, as the above analysis does not factor in any 
savings from the increased us of “predictive” medicine, driven 
by patient data, as well as the opportunity costs of savings 
from acute procedures that have been avoided. While 
calculating the impact beyond the basic number of patient 
days is largely unfeasible due to complexity, we intuitively 
think the savings to the healthcare system could be 
substantial.  

Conclusion 

While only one example of the potential impact from the 
Internet of Things in the Medical Devices world, we think 
digital patient monitoring provides a powerful example of 
potential cost savings and improved patient outcomes. With 
increased hospital operator awareness and public education, 
we see potential adoption of the technology over the next 5-
10 years.  
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What inefficiency could IOT address? 

Beyond efficiency improvements within manufacturing 
processes, the Internet of Things could make factory 
automation even more efficient in two other ways: 

 Loss of useful data: Production lines generate large 
amounts of data, but much of this is kept on proprietary 
networks, and many plants have production lines 
producing information separately. This reduces the ability 
of users to manage and analyze the data. An IoT 
approach with an open, IP-based cloud solution could 
allow users to access and aggregate the information from 
the entire production line and supply chain to make 
better, faster decisions to optimize production. 

 Lack of fully integrated processes: Currently we tend 
to see ‘islands of automation’ within production lines, with 
widespread M2M (machine-to-machine) communications 
within single processes. The Internet of Things could 
allow communication along the entire production line. 
Data could be transmitted and analyzed faster, allowing 
the automated components to be more flexible and 
responsive. This can also go beyond the production line 
itself, by connecting all the electronic components in the 
facility, i.e security cameras, card reader gates, etc. 

Potential opportunity/disruption from the IoT 

Process monitoring and prevention: By enabling all 
relevant employees to access the data, users could monitor 
the production line and use modeling software to predict faults 
or bottlenecks before they happen, allowing fixes in time 
before shutdowns have to occur. 

Remote management and optimization:  By having the 
entire production line providing, and responding to, 
aggregated data, improvements could be implemented by 
experts remotely, reducing the need to have highly skilled 
people on the ground.  

Optimal energy management: With the real-time data 
coming from machines and devices, firms can monitor their 
energy consumption in real time, and manage processes 
directly to maximize efficiency and minimize costs. Combined 
with a smart grid and flexible pricing, manufacturers could 
manage their production lines to perform the most energy-

intensive tasks at the cheapest times. This would allow heavy 
industries to make energy a controllable, variable input rather 
than a disconnected cost. 

Integration of production line components: An industrial 
cloud-computing network would allow all devices in the 
production process to communicate directly, replacing the 
current ‘master/slave’ network. This would remove the need 
for the current PLC networks, as processes would be able to 
adapt much more flexibly to situations around them, even 
allowing systems to self-configure and suggest efficiency 
improvements as the amount of data increases.  

Assuming the global cost base of manufacturing is 
US$25 trillion today, 2-4% cost savings from IoT and 50% 
penetration of IoT, we get to $500bn in potential cost 
savings. In 2013, Cisco Systems estimated that with the 
Internet of Things supply chain & logistics could see savings 
of ~US$2.7 trillion through improved process efficiencies and 
less waste. We believe the Cisco estimate is higher because 
it encompasses more elements of the supply chain, such as 
logistics, which we describe in the freight/transport section. 

Enabling technology / regulation 

Most of the required technology already exists in this area. 
While the hardware would not be new, the cloud-based data 
opportunities are and would require new equipments and/or 
adjustments, such as: 

 Mobile systems linking employees to data in the cloud 

 Unified connectivity and manufacturing platforms 

 Secure networks to protect company data 

Barriers to adoption 

 Training costs—The cost of retraining employees to use 
and benefit from the data collected could be significant.  

 Concerns over security—By placing all company data on 
a single system, the risk of data loss is increased if 
outsiders are able to access that unique system. 

 Production disruption—It could be difficult to reasonably 
implement the Internet of Things without any major 
disruption of an active production process. 
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What inefficiency could IOT address? 

About 175 TWh are used in residential lighting in the US 
every year, and the US currently uses ~670 TWh in all lighting 
applications. Increased awareness on energy efficiency has 
shown that, besides using more environmentally friendly light 
bulbs, more efficient usage and control of lighting could 
reduce these numbers. Additionally, the amount of wire used 
in a property also comes as an additional cost when building 
and maintaining housing: 

 Leaving lights on when not needed: Introducing 
wireless lights and remotes would remove the problem of 
lights being left on. Not only would a user be able to 
check remotely if lights were on but, already, Philips Hue 
bulbs use a consumer’s Smartphone GPS and a 
geofencing system to detect when the homeowner is not 
in, and to turn the lights off automatically. Advances in 
indoor location tracking, an area in which Google with its 
indoor maps rollout and Apple after its acquisition of 
WifiSlam and the launch of iBeacons in 2013, seem to be 
actively involved, could even allow this automatic turning 
on/off as the user walks around their house, keeping 
electricity usage to an absolute minimum. 

 Large amount of wiring to support user needs in 
number of lighting points: Currently large amounts of 
wiring in housing go into lighting, especially if there are 
several rooms with multiway switching. If we can remove 
the need for these additional circuits and lengths of wire 
then the cost of building or re-wiring a house can be 
reduced.  

Potential opportunity/disruption from the IoT 

Controlling the light, remotely: Aside from the security and 
efficiency advantages of remote control lighting, there are also 
benefits to product development and energy management. By 
being able to monitor how people use lighting, and collecting 
that data, bulb manufacturers can make bulbs more suited to 
how people use them, i.e bulbs more suited to being turned 
on/off regularly against those that are left on for long periods.  

Light becomes part of the housing experience: Embracing 
the Internet of Things benefits for local connectivity, Philips 

Hue bulbs are designed to work together to create any colour 
range or ambiance within a room. They can also be used to 
gradually wake the user from sleep by recreating the effect of 
dawn. The bulbs can also be programmed to come on at 
different times when the user is away, a security benefit, as 
an alternative to leaving a light on the entire time the 
homeowner is out. The bulbs can also interact with certain 
Philips televisions to create appropriate lighting for TV viewing  

Minimizing wiring: Perhaps most obviously, wireless bulbs 
and switches would minimize the amount of wiring needed in 
buildings, by removing the need for built-in switches with 
wireless bulbs, or multiway switching with wireless switches 

Cost Savings: LED bulbs use ~80% less power than 
traditional light bulbs, and that is before we consider the 
savings of better managing their use. The cost of having a 
three-bedroom house rewired is in the range of several 
thousand pounds in the UK and wireless technology would 
not only reduce this, but also reduce the need for rewiring.  

Enabling technology / regulation 

 Philips has used the wireless technology for over two 
years already, and wireless switches are also widely 
available. There is no need for any special installation or 
retrofitting to work in a home or office, though some light 
fittings may require a small adaptor for the Hue 

 The only requirement is to have a compatible smartphone 
or tablet, with Hue currently supporting iOS, Android and 
Windows mobile 

Barriers to adoption 

 Cost of the units: Currently, the Hue starter pack sells 
for £180. This includes three bulbs and the wireless 
bridge. Wireless switches also sell at a premium to their 
traditional rivals. Legrand’s wireless master switch sells 
for US$54 per unit, as opposed to US$24 for the closest 
non-wireless version 

 Uncertain retrofit advantage: Installing either wireless 
bulbs or switches in an existing, wired house does not 
currently offer a “revolutionary” outcome. The benefit of a 
second switch without any wiring may be appealing, but 
is it enough of a game changer? The cost benefits of a 
Hue in an existing build is also limited vs. that of an 
unconnected LED. 
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The Internet of Things may seem less applicable to 
service industries as humans are the “things” that 
sensors or tags are supposed to gather information from 
in order to create an intelligent network to exploit 
inefficiencies. However, even though humans can’t 
realistically be “’chipped”, there are still many smart 
ways that these service sectors can improve their 
customer experience, as well as improve their cost 
control. Both customers and businesses can be winners. 
Below is an illustrative—if somewhat extreme—example 
of what could be around the corner. Most of these 
technology ideas already exist but are not yet in 
widespread use. 

You are awoken by Vivaldi's Gloria, sung by the Verona 
Choir, which you enjoyed last night and was automatically 
uploaded to your phone. As you open your eyes, you see that 
the alarm time is 10 minutes later than what you set it for last 
night. This is because your phone knows your flight has been 
slightly delayed and has let you sleep a little longer. 

In the kitchen, a flashing light reminds you it’s time to take 
your pills. If you forget, the medicine bottle goes online to 
contact your doctor to let him know. You eat the last of the 
eggs, and the sensors in the refrigerator automatically let your 
online supermarket shopping account know. 

You pack the last things into your suitcase. As you pick it 
up, your phone beeps. The scales in the handle have signaled 
it is over the cabin weight limit. You press the screen to 
confirm you are happy to pay an additional charge to the 
airline. 

As you open the front door, you see a glow in the corner of 
your eye. The umbrella handle is flashing, which means it has 
checked the Met Office and predicts rain today. You decide to 
risk it as you know it’s sunny where you’re going. 

When you get to the railway station, your phone automatically 
checks you in to the local wi-fi, and on a mantelpiece at home 
an ornament with a dial starts to turn to “Travelling” (when 
your flight lands later, your family will also see you’ve arrived 
safely). 

At the airport, your phone automatically checks you in when 
you walk into the hall, and prompts you to order a sandwich 
and drink for the flight. There is a long queue to board, so you 
choose to virtual queue instead and grab a coffee while 
waiting. You choose the food service chain that you walk past 
on the way to work every day, which, knowing this (via GPS), 
offers you a promotion to encourage you to try them. Your 
phone beeps five minutes before the flight’s last call. 

Sadly, the flight is as cramped as ever, but at least you 
have full internet access and can do a bit of holiday planning. 
You check into your hotel and choose a room, and your 
phone suggests some restaurants for you based on your 
personal preferences and recent eating habits. You chose this 
short break using social media to map out your perfect holiday 
package based on what countries you have not been to, 
which hotel chains you have reviewed, where your friends 
have been recently and recommended, and where people 
with a similar social status to yours have been to and would 
like to go to. 

When you arrive at the hotel, you bypass reception and walk 
straight to your room, which your phone unlocks for you. The 
air-conditioning, TV, and lighting operate at your pre-set 
preferences once the room’s sensors note you have entered.  
They also stop when you leave, thus saving the hotel energy.  
You are keen to improve the individual carbon footprint rating 
you received on your last trip. 

You set off for the local museum. The virtual concierge 
advises you to take a taxi (which is still driven by a human). 
You know this is a good time to go to the museum as your 
phone tells you it is fairly quiet and the ticket price is below 
normal rates. When there, you are logged into an audio guide 
that automatically updates as you move around.  The 
museum has sensors for air quality, crowdedness, and 
electricity consumption, and automatically connects with the 
ticketing system to implement pricing strategies that would 
affect visitor numbers.  

You take a fast walk back to the hotel. A chip in your arm 
monitors your heart rate and GPS position to track your 
progress. You don’t get lost as your phone issues verbal 
instructions. Back in your room, your phone tells you how 
many calories you’ve burned, and uploads the data to your 
personal health and wellness tracker, which awards you 
money off coupons for food to reflect the benefit to your 
employer’s health insurance and pension plan from your 
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regular exercise.  This also integrates with your online 
supermarket shopping account. 

You decide to have a drink before dinner. Your phone has 
alerted you to all the local events on this weekend, and as 
there’s a big football match on later you choose a buzzy 
sports bar. There is a long wait to be served, and you are 
surprised the business is not using event management and 
weather forecasting to better manage its staff rosters. You 
decide to take a pre-poured pint by swiping your phone on the 
smart tray (which knows you have taken one drink not two).  

The TV is showing highlights of the teams’ previous matches.  
Your phone has already picked up you are in a sports bar and 
shows you the best sporting odds for the match later, so you 
decide to have a small punt. This is not normal behaviour for 
you and you receive a warning not to drink too much. 

In the restaurant, the menu is on an electronic tablet, which is 
personalized to your preferences. Your individual calorie and 
energy readings also show up and make appropriate 
suggestions. Much to your surprise, the waiter greets you by 
name and offers you your favourite drink. 

Your phone suddenly beeps with the final score of the 
match. You have won £20, and your phone offers you the 
choice of a credit to your account or £25 off your next 
restaurant bill (the gambling operator takes a commission). 
You pay the bill on your phone as it is getting late.  

You sleep soundly, knowing your alarm will know not go off in 
the morning. As you have won some money, you decide to 
treat yourself and select to be gently awoken in time for a 
massage appointment in the Hotel spa, as your legs are tired 
from the run.   

When you arrive back home, your phone encourages you to 
rate your experiences. This not only creates more informed 
recommendations for your next trip, it also helps the broader 
travelling community to make more optimal choices, which in 
turn encourages businesses to improve their offering. This 
virtuous circle means the service industry continually 
innovates and upgrades itself.   

Suddenly, your phone runs out of battery.  You pick up a 
pen and your diary and begin to write …. 

 
 

Technology in use in the above example: 

Time saving 

 Smart alarm linked to your diary and travel news 

Revenue generating 

 Smart fridge with links to online supermarket  

 Smart menu with links to your personal preferences, previous eating 
choices, and your fitness regime 

 Airline/tour operator apps covering the entire customer journey and 
allowing check in, onboard revenue, destination 
restaurant/excursion bookings, trip feedback, etc 

 GPS tracker allowing targeted promotions from retail/restaurant 
outlets you frequently pass 

 Links between restaurants/online supermarket and your 
eating/energy habits 

 Customer flow measurement by e.g. stations/museums to improve 
revenue management  

 Links between your personal fitness regime (via phone GPS and 
accelerator) and health/pension provider  

 Customised promotions on your phone dependant on location 

 Staff rostering linked to local events and weather 

 Personalised retail/restaurant choices based on links to your phone 
when you enter an outlet 

Energy saving 

 Room sensors linked to energy appliances 

 Personalized preferences for AC/lighting/air con 

 Customer flow measurement to improve revenue management 

Quality of life improvement 

 Automatic access to music/movies you enjoy and rate highly 

 Smart objects: medicine bottles, suitcase, umbrellas, diary, key 
cards, etc 

 Social media to customize/recommend optimal leisure/travel 
pursuits 

 Virtual queues, passenger/flow management 
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Three ways the Internet of Things impacts retail 

In descending order of importance, we see these three 
distinct ways in which the Internet of Things is likely to impact 
the retail industry: 

1. Transformation of operating processes  

2. Improved marketing 

3. Selling connected products 

Transforming supply chain and inventory 
management 

This will be by far, we believe, the biggest impact the Internet 
of Things will have on the retail industry. It seems likely that 
sensors will become so cheap that all products can effectively 
be tagged, so that retailers will be able to know, on a real-time 
basis, exactly where each unit of stock is located.  

This has the potential to transform both retailers’ supply 
chains and their in-store operations. For example, it would 
allow retailers to fully automate the picking operations in their 
warehouses and the flow of product to stores. Retailers’ stock 
files should become 100% accurate, which is likely to 
significantly improve availability, whilst it should also be 
possible for ‘check-out’ services to become instantaneous (as 
there would be no need for cashiers to scan individual 
products). With check-out services typically accounting for 
around 20% of all staff hours in a supermarket today, this 
innovation alone could reduce cost-to-sales ratios in the 
industry by about 2% of sales—a very significant savings in 

an industry that generally operates on sub-5% operating 
margins. 

Changing how retailers market to consumers 

We are relatively sanguine about the impact that IoT will have 
on marketing. In theory, the implications here seem profound, 
with advertisers able to ‘push’ information to consumers on 
their smartphones whenever the device is in a specified 
location. Whilst this may sound attractive to advertisers, 
enabling them to better target their messaging, we question 
whether consumers will actually find such services appealing. 
We believe consumers will be more interested in pulling from 
the Internet additional information on things they are 
interested in, rather than being bombarded with unsolicited 
messages. The Internet of Things may make such information 
easier to access, we believe it is the smartphone, not the 
Internet of Things per se that is really empowering consumers 
at or near the point of purchase. 

Selling connected products 

We view this as the least significant potential impact. As 
discussed elsewhere in this report, the IoT is expected to 
have a number of applications in consumers’ homes. 
Consumers wishing to take advantage of these applications 
are likely to have to buy new Internet-enabled products, likely 
from retail stores (be they physical or online). Until it becomes 
clearer exactly what applications gain traction with consumers 
it is difficult to predict which retailers will benefit most. 
However, we suspect that the biggest beneficiaries are likely 
to be Home Improvement retailers, rather than electrical 
specialists. 
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ASOS: A case study in warehouse automation

To explore the third impact that IoT could have on the retail 
sector we look at ASOS and what effect automation could 
have on its cost base. How exactly ASOS chooses to use 
automation in its warehouse has not openly been discussed 

by the company (e.g. YOOX has made extensive use of 
RFID tags), but we estimate that the cost savings could be 
material with more than £10m saved in the first full year of 
use. 

 
Exhibit 53 

Without automation, we expect ASOS warehousing costs to increase by 23% over two years, driven by an 
increase in labour costs… 
  FY12/13 FY14/15  Assumption 

Number of orders per annum (m) 19.4 30.9  Increases in line with sales +60% 

Number of items per order 2.47 2.47  Assume constant 

Number of items per annum (m) 47.8 76.4    

Number of returned items (m) 14.4 22.9  Returns stabile at 30% 

Total number of items to process 62.2 99.3    

Labour cost per unit (£) 0.58 0.50   

Annual labour cost 36.1 49.6    

Other non-labour warehouse costs 23.5 23.5  Assume constant 

Total warehousing costs 59.5 73.1    
Source: Company Data, Morgan Stanley Research 

Exhibit 54 

… but with automation, we believe the increase could be as low as 6%, saving ASOS £10mm 
  FY12/13 FY14/15    

Number of orders per annum (m) 19.4 30.9  Increases in line with sales +60% 

Number of items per order 2.47 2.47  Assume constant 

Number of items per annum (m) 47.8 76.4    

Number of returned items (m) 14.4 22.9  Returns stabile at 30% 

Total number of items to process 62.2 99.3    

Labour cost per unit 0.58 0.35   

Annual labour cost 36.1 34.7    

Other non-labour warehouse costs 23.5 28.1  Increase by 20% 

Total warehousing costs 59.5 62.9    

Cost saving with automation  10.2    
Source: Company Data, Morgan Stanley Research 

 

If we assume that orders increase in-line with sales, than we 
estimate that ASOS will be processing 60% more items in 
FY14/15 than in FY12/13. Without automation, we believe that 
the company would struggle to achieve a labour cost per unit 
of less than around 50p, implying labour costs total £50m. 
Even assuming that non-labour warehousing costs remain 
constant, this implies total costs of £73m, an increase of 23% 
from FY12/13. 

However, automation should allow the company to pick 3 
times as much per hour than is currently achieved and a 
labour cost per unit of 35p is achievable in the short-term , 
with the potential an even lower cost per unit in the longer-
term. Even if one allows for an increase in non-labour 
warehousing costs to account for the additional expense of 
running an automated warehouse, we estimate that total costs 
are still £10m lower than without any automation. 
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What inefficiency could IOT address? 

The Internet of Things has the potential to force material 
change in the global luxury and brands sector. Customer 
profiling, customisation, and real-time inventory management 
are all benefits likely to be seen in the medium term for 
brands embracing new technologies. We see new sales 
opportunities, scope for efficiency savings, and competitive 
advantage for first movers. Big data will change the way these 
brands operate and likely revolutionise the way we shop (a 
‘virtual wardrobe’?). The internet is still yet to change the 
mindset of many brands. Unlike general retail, so far, the 
industry has seen minimal impact.  

We consider the potential impact of new technology on the 
luxury sector: 

 Consumer profiling: The single biggest advantage. 
Advanced customer profiling with full purchase history, 
sizing, style tastes and indication of budget. Imagine 
walking into a store and the sales assistant’s hand-held 
device bleeps with your information. A few moments 
later, you are presented with a selection of hand-picked 
items by a sales assistant previously never met.   

 Targeted marketing using sensors:  The most 
important driver of luxury consumption is travel, as 
reflected by advertising billboards seen at airports and 
the presence of duty free shopping. Consider a luxury 
consumer arrives at Heathrow airport from Hong Kong.  A 
sensor picks up the individual’s mobile phone which is 
subsequently sent an email. The message lists product 
the consumer has looked at in Hong Kong, prior to flying. 
Price, store locations, availability all shown together with 
a drop down menu in the email allowing ‘click and 
collect’.  

 Product identification technology: You spot a new  
handbag in the street. It has no logo and looks 
expensive. Not wishing to ask the stranger selling it 
where it is from, you discreetly take a photo of the 
handbag which is identified immediately online. Your 
mobile phone receives an email with product details, 
price, and nearest stockists.  

 RFID across all SKUs: The cost dynamics of luxury 
items means implementing RFID tags into each item is 

economically viable. Tracing the movements of each item 
through the supply chain and into the store network 
allows real-time monitoring of inventory and product 
replenishment. Reduced markdown activity for the 
fashion brands and early identification of best sellers 
presents both margin and sales opportunity. RFID tags 
would also help reduce the risk of theft.  

 Effective price tool for customers. Frustratingly for 
consumers, the price of identical products can vary 
materially across locations mainly due to exchange rates 
and local sales tariffs. With many luxury consumers being 
regular travelers (both business and pleasure), consider 
an online application which identifies a product and 
shows its price across locations in local currency, 
synching with your personal travel schedule.   

 Advanced trendspotting: Sensors to ‘observe’ key 
trends and colours in large audiences. Sensors could be 
placed at airports, local shopping centres, high end 
hotels.  

 …Virtual wardrobe? Imagine a ‘virtual’ representation of 
yourself which is an identical replica, allowing you to ‘try 
on’ clothes, handbags, shoes and even jewelry, all from 
the comfort of your own home. Imagine a seamless portal 
to shop across brands, compare prices, and try new 
styles you otherwise would never do.  

Luxury brands by definition are not focused on driving huge 
volumes (exclusivity is key) but a more targeted approach to 
marketing and a more streamlined supply chain should drive 
margin improvement (lower advertising costs, gross margin 
benefits) 

Exhibit 55 

Potential margin enhancement through supply 
chain efficiencies and targeted marketing 
 Current Future?? 

Revenues 100 100 
   

Gross Profit 65 67 

Opex:   

A&P -12 -9 

"Rental -6 -6 

Personnel" -15 -15 

D&A  -4 -4 

Admin/Other -5 -5 

Total -42 -39 

EBIT 23 28 
Source: Morgan Stanley Research estimates 
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Opportunities for new products 

Collaboration between luxury brands and technology 
companies will help enable change. New technologies are 
available (wearable devices such as the smart watch), but the 
problem for many has been the lack of an appealing design. 
Google for example has just announced its strategic 
partnership with Luxottica (key brands being Ray-Ban and 
Oakley) to develop wearable devices.  There have also been 
recent discussions over the launch of the ‘iBag’—a concept 

for a new handbag which has the ability to alert the user when 
entering favourite shops and even to deploy a lockable device 
to control spending (although we are not convinced this will be 
a priority to develop across the luxury brands…) 

The luxury sector has been slow to adopt new technology. 
Most brands are only recently accepting online as a real sales 
opportunity, but we expect the pace of change will now 
accelerate. The biggest risk we see will be for those brands 
who fail to embrace change. 
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What inefficiency could IOT address? 

Customer engagement. Continuously declining mall traffic, a 
more promotional environment, and ascendance of online and 
social marketplaces over the last few years illustrate a 
progressively more competitive retail environment. This 
makes the conversion of shoppers critical. A shopper 
demands ever more engagement and other compelling value 
propositions for brands to earn his/her loyalty and limited 
discretionary dollars.  

Inventory management. Excessive inventories from sub-
optimal planning and demand forecasting can lead to product 
markdowns—reducing firm profitability and eroding brand 
equity longer-term. 

How does this impact existing business models? 

IoT can help improve sales productivity and the 
forecasting of customer demand. Communication with 
shoppers’ mobile devices, including the growing categories of 
wearable devices, creates another way to leverage big data 
analytics to generate higher sales per square foot and stickier 
customers. The “omni-channel customer” typically yields 
higher revenues than a single channel customer. Firms 
already mine online data to understand trends and consumer 
interests. In stores, labor scheduling tools streamline labor 
costs and provide suggestions on who to staff and when. 
Services such as ShopperTrak help companies monitor in-
store metrics such as traffic and conversion. Buxton aids in 
determining optimal new store sites or where to close existing 
stores.  

Exhibit 56 

IoT in Mobile: nascent tool in a retailer’s toolkit 

 
Source: ShopperTrak 

The retail feedback loop potential of iBeacon:  

Low energy Bluetooth technology enables stores to broadcast 
information to customers’ phones while in store. For shoppers, 
iBeacon can help customize the shopping experience and 
create a greater incentive to shop in stores. For the retailer, 
the data gathered helps increase engagement with the 
customer (particularly those in a loyalty program), maximize 
sales productivity by store, enhance the ability to react to 
trends, and optimize planning and buying practices. Together 
this potentially helps improve top-line, limit inventory 
markdowns, and streamline other administrative costs. 

 Relevant coupons and promotions: Once a store 
detects an entrant it can offer coupons specific to the 
customer based on his/her profile. The store could also 
transmit coupons to highlight relevant seasonal or over-
inventoried items. This is similar to and builds upon 
practices of apps like Shopkick or Foursquare. 

 Product information: The mobile app on the phone can 
help bridge the gap between the online and brick and 
mortar experience. Customers could have the ability to 
scan and learn more about specific products while in 
store instead of relying on prior research at home or 
speaking with store associates. iBeacon also creates an 
“indoor GPS”, which broadcast product specific 
information based on the shoppers proximity to certain 
items in the store. 

 Improved ease of checkout: Customers may be able to 
make their purchases through the app, reducing the need 
to queue at the cashier; improving efficiency for the 
customer and retailer. 

Potential barriers to adoption: The technology remains in 
the early stages. Retailers, including Macy’s and American 
Eagle Outfitters, are currently testing beacons at select 
stores. A few factors come into play before a full roll out. 

 Cost. iBeacon relies on small transmitters throughout a 
store, each with a radius of about 50 yards. Some stores 
like Macy’s may require multiple beacons to service an 
entire store. Current estimates of cost per device range 
from $5 to $40. Software and parameters are still being 
shared and developed. 

 Compatibility. iBeacon is already a feature of devices 
running iOS7. Early indications suggest iBeacon will also 
be available for Android and other devices as well, mostly 
quelling concerns for a requirement of multiple systems 
to cater to all shoppers.  
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 Privacy. Some consumers may be reluctant to use the 
technology depending on how much information they’re 
comfortable sharing with the retailer or concerns around 
hacking (particularly if a point of sale capability is 
available). iBeacon will likely be entirely opt-in for the 
customer. They must switch on Bluetooth on their phone 
as well as download the retailer’s app for the beacon to 
transmit to the phone. 

Wearables and other mobile technology  

Wearable technology devices are an extension of brands’ 
growing digital eco-systems and help the retailer to further 
engage consumers. With many consumers caring more and 
more about maintaining a fitness regime, improving their diets, 
and generally better monitoring their overall heath, athletic 
apparel companies in particular are interested in IoT 
applications to capitalize on this health and wellness. 

The user-generated data from the various fitness trackers is 
useful for the brands to better understand the habits of their 
core consumers and identify new ways of when and how to 
highlight new products, suggest replacement of worn out gear, 
extend invitations to other brand events, etc. 

 Nike: Nike offers a variety of wearables and other 
technologies as part of its Nike+ ecosystem (more than 
20 million members). Nike+ inserts in running, basketball, 
and training shoes link with Nike+ apps allowing 
consumers to track runs and workouts over time. The 
Nike+ watch and most notably the Nike Fuelband SE 
released in late 2013 (1st generation launched in late 
2011) uses an accelerometer to allow to users to track 
and make a game of daily activity as well as compete 
with friends. 

Exhibit 57 

Nike’s Fuelband SE 

 
Source: Nike 

 Under Armour: Under Armour offers the Armour39 chest 
strap coupled with an app to track activity during 
workouts. The company also recently completed a 
$150M purchase of MapMyFitness (20 million global 
users), which operates a popular global app. This app 
helps athletes manage their fitness through mapping 
running routes, tracking their diet, tracking their activity, 
and sharing with friends. 

Exhibit 58 

Under Armour’s Armour39 

 
Source: Under Armour 

 Adidas: Adidas offers the miCoach eco-system.  Similar 
to Nike this includes a running watch, tracking inserts in 
compatible footwear, and an accompanying app. 

 Many others: Other brands also offer fitness apps. Other 
stand-alone wearables include the Fitbit, Jawbone’s Up 
among many others. Tech companies such as Samsung 
have entered the space while many expect Apple’s 
potential iWatch to offer some form of fitness tracking in 
late 2014. 

 

 

 



M O R G A N  S T A N L E Y  R E S E A R C H  

 

 70 

April 3, 2014 
The ‘Internet of Things’ Is Now 

M O R G A N  S T A N L E Y  B L U E  P A P E R  Food Retail 

Edouard Aubin 

Francois Halconruy 

 

The ‘Internet of Things’ will likely have two major 
positive impacts on food retailers… 

Given similarities between food retail and general retail, the 
three impacts of IoT on retailers detailed previously broadly 
apply to food retailers, as well. However, we note two major 
differences: 

First, we do not expect the selling of IoT-enabled products to 
be anywhere close to material enough to change the 
structural trends affecting food retailers’ non-food business. 

Second, we see a clear advantage in food retail from the 
adoption of radio frequency identification (RFID) technology, 
given it makes possible the reading of all the tags in a group 
simultaneously. The more goods a store offers, and the more 
complex the upstream supply chain is, the more it makes 
sense to switch to item-level RFID tagging as opposed to bar 
codes. 

With this in mind, we believe the likely impact of IoT on food 
retailers will be twofold: 

1. From the customers’ standpoint: improved shopping 
experience and better food traceability 

2. On the retailers’ side, IoT creates an opportunity to 
significantly increase operating efficiency 

First, IoT should help improve customers’ in-store 
experience 

As traditional food retailers will have to increasingly cope with 
the structural channel shift in favour of online, we believe IoT 
could help in their effort to revive stores and improve 
customers’ shopping experience. We would sort benefits to 
consumers in two categories: 

1) Improved shopping experience in physical stores 

A first benefit to consumers, in our view, is the improved 
in-store experience that IoT enables. It remains to be 
seen what exact applications IoT could have but already 
some companies give good examples of potential new 
shopping experiences. 

For instance, indoor positioning systems allow retailers to 
push notifications to nearby mobile devices (we can point 
here to the low-cost, low-powered iBeacon developed by 
Apple for iOS devices, and today available for as little as 
$50 each, including analytics software). Thanks to these, 
Vente-privée.com, the French online destocker, is now 
offering its clients to interact inside the physical stores of 
its trade partners, by pushing to their mobile phones 
targeted offers, new products, and geolocalized 
ads/offers as soon as their phones are located nearby 
partner stores. Similar targeted marketing could easily 
make sense, too, in the world of grocery stores, we 
believe. 

Exhibit 59 

Example of an iBeacon notification in an equipped 
Apple store 

 
Source: Apple, Morgan Stanley Research 

Adding to this, item-level tags could also enable real-time 
availability checking, shopping lists that automatically 
update themselves, etc. Yet, perhaps the most striking 
advantage of moving to item-level RFID tags lies in the 
ability to scan all items at once. If all stock items carried a 
unique identifying sensor, an IoT-enabled scanner 
(located at the store exit) could replace the majority of, if 
not all, check-out counters in a store. A customer’s 
basket/trolley could be scanned as he/she exits the store, 
with the value of the purchases simultaneously charged 
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against the customer’s smartphone. Of course, all this 
would be easily linked to the customers’ loyalty cards. 

The ‘Store of the Future’ pilot experience is telling in that 
regard. At X5 headquarters in Moscow, the Russian 
retailer (in partnership with RUSNANO and OJSC RTI) 
opened in December 2012 a RFID-enabled grocery store 
pilot. The 2,500 square foot test store carries more than 
5.3k grocery SKUs (stock keeping units), all of which 
bear RFID tags. According to the store management, 
some consumers have already tweaked their shopping 
habits to move from their usual items not yet available in 
the RFID test shop for similar items that can be scanned 
simultaneously at the checkout. We also note that with 
less staff required at the checkouts, more human 
presence is likely in the aisle, where it likely brings more 
value to shoppers. 

2) Increased food traceability/safety 

We see item-level RFID as an apt answer to today’s 
increased customer sensitivity around food traceability 
and safety issues. Compared to traditional code bars, this 
IoT-related innovation can enable individual items to 
carry much more information. Information about 
processes could be written at each stage of the supply 
chain, and in a much more complete and reliable way 
than with current paper-based systems. 

We also see another major source of benefits for the 
customer, as IoT could open a world of opportunities if 
you keep the RFID tag ‘alive’ after the checkout scan. For 
example, it then becomes possible to interact with smart 
refrigerators, which would scan the tags on the groceries 
it contains and inform the consumer on expiring dates, 
low stock levels, potential recipes, etc.  

Second, retailers adopting IoT will likely enjoy more 
efficient supply chains and inventory management 
We believe IoT could prove paramount in significantly 
decreasing key components of a food retailer’s cost base: in-
store labour, shrink, and supply chain costs. 

RFID technology is today already widespread in the grocery 
sector, but only at the level of cartons and returnable transport 
items (RTIs, such as trolleys and pallets). The use of RFID at 
the item level should allow retailers to go much further, 
leading to: 

 Meaningful efficiency gains in inventory management 
(better monitoring of product expiry dates, live 
knowledge of the location and the number of items 

around the store). In turn, this should positively impact 
labour costs, wastage levels, and working capital. 

 Significant reduction in shrinkage, or the loss due to 
shoplifting, employee theft, paperwork mistakes, or 
supplier fraud. 

 Extreme simplification of the checkout process, with 
virtually no staff required in fully item-tagged stores. 

Typically, a rood retail business generates an operating 
(EBIT) margin of 3-6%. Labour costs represent the second 
largest cost item in a food retailer’s business model, after 
‘cost of goods sold’ (at ~75% of sales). Assuming a 25% 
gross margin, staff costs could account for c.10% of sales (ex 
fuel). Of these, we would assume 60-70% are employed in 
stores, or accounting for about 6-7% of sales. If food retailers 
eventually move to item-level RFID, we believe faster and 
more accurate inventory management and the 
‘disappearance’ of checkouts could reduce by about 30% the 
staff level required in store, representing a 200bps potential 
margin gain. Of course, most of this gain would be reinvested 
in prices (a wise decision, we believe),m but the size of the 
opportunity makes it compelling for food retailers to be ahead 
of the game on this topic. 

A second significant cost for food retailers is ‘shrink’. At 2-3% 
of sales, this line item captures the value of goods lost to 
perishing, damage and theft. With RFID at the item-level, 
shoplifting should be brought down to minimal levels while 
supplier fraud will likely be significantly curtailed. We think as 
IoT is progressively introduced through the supply chain 
(under the incentive of one or two major retailers forcing the 
move first), shrink could decrease to about 1% of sales. 

As for working capital improvement, the potential upside from 
IoT is difficult to quantify but we believe the significant 
improvement in inventory management could easily help the 
average retailer improve its inventory turn by about two days. 

Why only now? 

Food retailers have been exploring RFID technology for more 
than a decade now, and already employ it in their distribution 
centres. However, barriers to the generalization of RFID at the 
single-item level have long resulted from two main factors: 1) 
the cost per unit of RFID chips (long in excess of 50 cents per 
unit) made it not economically viable to extend the technology 
to single items in store (given some items sell for pennies and 
cents); and 2) the technology is vulnerable to liquids, cold 
products ,and metal shelves. 
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Recently though, both barriers to entry might be breaking 
down. 

Firstly, a (likely) further reduction in the cost per sensor could 
indeed dramatically transform the economics. When the first 
plans for the ‘Store of the Future’ were launched (in 2010), tag 
prices were of about 40 cents; by the time it opened, prices 
had already fallen to 13 cents. Last December, sports goods 
retailer Decathlon was talking about paper-surface tags as 
cheap as five cents each. Obviously, a lot depends on the 
stage when the tag is fixed, the type used, and the quantities 
required. But we see the equation as getting more and more 
favourable as food retailers increasingly trial the system and 
convince their trade partners to follow. We believe the cost 
per sensor needs to fall to less than one cent  per unit to 
become profitable from a food retailer standpoint. 

Secondly, recent innovations now can overcome issues linked 
to liquids, cold products, and metal shelves—a good example 
of this is the medical industry’s push to item-level tagging 
(they too deal with these three issues). 

We see early adopters as the key beneficiaries, with 
big-box operators only marginally benefiting 
As often in food retail, the majority of any cost reduction 
(which potential extent is shown in the partial quantification 
exercise above) will likely be reinvested into lower prices. For 
those leading the game, IoT could hence become a strong 
pricing advantage and indirectly a powerful driver of market 
share. Then, the well-known virtuous circle of grocery retailers 
would kick in: market share gains enhance purchasing power 
with suppliers. This, in turn, allows a retailer to offer better 
value to its customers. 

Most likely, retailers will probably start with tagging those 
high-value items or items prone to theft. Then, we think it will 
ultimately come down to one big grocery industry leader 
taking the first step and involve its trade partners. The rest of 
the industry will then likely follow promptly. 

We see big-box operators as marginally benefiting from the 
IoT opportunity, as it should help them revive the in-store 
shopping experience and somehow slowdown the ongoing 
channel shift out of large stores and towards online and 
convenience. 

On the other side, IoT could lead to a narrowing of 
discounters’ competitive edge vs. traditional retailers. The 
latter typically relies in a large part on the lower staff levels a 
discounter needs to operate its stores (for instance, 
discounter BIM operates with 21-22 full-time equivalent 
employees for 1,000sqm in average vs. 58 at Tesco in the 
UK). In a new environment where IoT allows meaningful 
improvements to labour productivity, we suspect discounters’ 
edge will somehow fade. Besides, discounters today generally 
lack loyalty cards (with the notable exception of DIA). With 
competition soon linking IoT-led interactions with clients in 
store to their loyalty cards, these discounters might be lacking 
there an appealing service for customers. 

How it might work in the UK: a worked example 
In the UK, the big (listed) three supermarket companies’ wage 
costs were £8bn in 2013. By our calculations, the Internet of 
Things could reduce this by 30%, and reduce shrink by 50%. 
Broadly, the combination could reduce direct costs by £3.2bn. 
Assuming £0.5bn cost of integration, this could increase EBIT 
by 60%; or reduce average prices by 3%, if reinvested. 

Exhibit 60 

UK Big 3 costs savings from IoT: a worked example 
 £mm % 

UK ex-fuel Revenues 80,000  100 

Cost of goods (60,000) -75 

Gross Profit 20,000  25 

Staff costs (8,000) -10 

Shrink costs (1,600) -2 

Other costs (6,400) -8 

UK Grocery EBIT 4,000  5 

   

Checkout staff costs (4,800)  

IOT staff reduction opportunity 2,400  -50 

IOT shrink reduction opportunity 800  -75 

Gross  IOT opportunity 3,200  4 

Cost of roll-out (800)  

UK cum-IOT Grocery EBIT 6,400   

Uplift  60 
Source: Company Data, Morgan Stanley Research 
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What inefficiency could IOT address? 

It is not exactly an inefficiency that the wearables will strive to 
address. It is more a desire for improvement, via the collection 
and application of personal data by individual users. Wearable 
devices will be even more personal and plentiful than 
smartphones and tablets, in our view. An abundance of new 
sensors on users themselves and in their surroundings will 
record and quantify more day-to-day experiences and connect 
them with the virtual world.  

It is hard to imagine all the possibilities of incorporating 
computing devices more intimately with the human body. 
Similar to past computing cycles, we believe there will be 
significant overall value creation. In the next few years, we 
see glasses and watches as the primary areas of 
development. Given what we know today, the simple answer 
is that connected wearables can be extensions of 
smartphones, becoming ever-present and making certain 

tasks, like taking pictures or using maps, even more 
convenient. Both categories of device likely will be hands-free 
and save users the time and effort of taking the devices out of 
their pockets or bags. In these use cases, wearable devices 
will increase content consumption and creation, make some 
mobile application even easier to use, and help marketers 
better understand user preferences and behaviors.  

A prominent example available today is Google Glass. This 
device fits on a user like a pair of glasses. It has a small 
display over one of the user’s eyes, and has the ability to take 
pictures and videos, give directions, conduct an Internet 
search, translate the user’s voice, and share content. All of 
this can be done hands-free via voice commands.  

There are many companies creating devices for health and 
lifestyle monitoring, most worn on the wrist or clipped to 
clothing to monitor steps taken, sleep cycles, heart rate, 
temperature, or altitude. Popular products in this space 
include Nike Fuelband, Fitbit Flex, and Jawbone Up (see the 
Retail Apparel entry in this Blue Paper). 

Exhibit 61 

Comparison of popular health-focused wearable devices 

Nike Fitbit Jawbone

Brand: Fuelband 2 Flex UP24

Price $149 $100 $150

Software Nike+ tells time, and keeps track of 
steps, activity and sleep data. Share 
data with friends through Nike+ Groups. 
Can set daily goals and receive 
reminders.

Tracks steps, distance, activites, 
calories and sleep, and synchronizes 
wirelessly to PCs and smartphones. 
Can share data and compete with 
friends.

UP24 tracks movement and sleep. The 
app displays the data, sends 
reminders, and lets user add meal and 
mood data including through a barcode 
scanner.

Display 120 LED lights 5 LED lights 2 LED lights

Sensors Accelerometer Accelerometer Accelerometer
Ambient light sensor Vibration motor Vibration motor

Battery Life Up to 4 days 5 days Up to 7 days

Weight 0.95 – 1.13 oz 0.47 – 0.51 oz 0.67 – 0.81 oz

Connectivity Bluetooth 4.0 (BLE) Bluetooth 4.0 (BLE) Bluetooth 4.0 (BLE)
USB 2.0 2.5mm jack

Amazon Rating 2.8 / 5.0 4.3 / 5.0 2.9 / 5.0  
Note: Fitbit has a newer Force product but it is being recalled as a small portion of users reported skin irritations 
Source: Nike.com, theVerge.com, Amazon.com 
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Companies such as Samsung, Sony, Qualcomm, and Pebble 
are developing smartphone-like devices that sit on a user’s 
wrist. Today, they are mostly considered accessories that will 
display select data from a user’s handset.  

So far, Apple is conspicuously absent from this 
burgeoning computing category. While the company has 
not made any public announcements, there are a lot of clues 
regarding its ambitions from recent hiring and acquisitions, 
updates to its mobile software (iOS), new application 
programming interfaces (APIs) for developers, and certain 
new hardware components such as the M7 processor. These 
could be seen as suggesting the company is about to enter 
the category, possibly focusing on health as the “killer app.”  

In addition, we believe Apple will leverage some of the 
technologies noted above, and its large device and app 
ecosystem to launch a mobile payments service. Apple has 

over 600M accounts with credit card information, more than 
its main competitors Google, Microsoft, Samsung, Amazon, 
etc. It recently launched iPhone 5s with a fingerprint sensor, 
which adds another layer of security for online payments. 
Currently, users can to unlock their phones and make 
purchases from Apple’s iTunes and App Stores by scanning 
their fingerprints. We believe the company will soon open this 
verification capability to third parties.  

iBeacon further strengthens Apple’s position in the Internet of 
Things computing cycle. iBeacon is a system created by 
Apple that uses Bluetooth 4.0 (also known as BLE or 
Bluetooth Smart) to communicate with nearby devices or 
sensors. The system has numerous potential applications, 
including in-store sales promotion, mobile payments, and 
‘check-out’ purchasing.  
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Exhibit 62 

Is this the path to wearable Apple devices? 
Date Type Details

July 2012 Acquisition Apple acquired Authentec, which specializes in security software and hardware. At least some of the technology was 
incorporated into the iPhone 5s fingerprint sensor. (Source: Apple)

Late 2012 - Early 2013 Hiring Apple hired several blood monitoring sensor experts from the now defunct C8 MediSensors. (Source: 9to5mac.com)

February 2013 Media Report Apple has a team of about 100 product designers working on a wristwatch-like device. (Source: Bloomberg.com)

February 2013 Media Report Apple is experimenting with curved glass for a wristwatch-like device based on iOS. (Source: nytimes.com)

February 2013 Media Report Apple is designing a watch-like device that would perform some functions of a smartphone, and has had discussions with its 
manufacturing partner Hon Hai. (Source: WSJ.com)

March 2013 Acquisition Apple acquired WifiSLAM, which works on indoor mobile location services. (Source: WSJ.com, Apple)

March 2013 Apple Kevin Lynch joins Apple and reports to Bob Mansfield, SVP of Technologies. Lynch was previously the CTO of Adobe. 
(Source: Apple)

June 2013 Apple Apple unveils iOS 7, which has new wireless communications technologies such as AirDrop and iBeacon. (Source: Apple)

July 2013 Media Report Apple confirms Bob Mansfield, ex-SVP of Technologies, will step down from the executive team and focus on special projects 
(Source: Bloomberg.com)

July 2013 Hiring Apple hires Paul Deneve for special projects from Yves Saint Laurent where he was CEO. (Source: Apple)

July 2013 Hiring Apple hires at least one employee specializing in biometric sensors from Senseonics. (Source: 9to5mac.com)

August 2013 Acquisition Apple acquired Passif Semiconductor, which has technology related to Bluetooth 4.0. (Source: Jessica Lessin, Apple)

August 2013 Hiring Jay Blahnik joined Apple. He previously worked on the Fuelband at Nike and consulted for Apple. (Source: Allthingsd.com)

September 2013 Hiring Nike confirmed that Ben Shaffer, who worked on the Fuelband and Flyknit shoe, has left to join Apple. (Source: 9to5mac.com)

September 2013 Apple Apple unveils iPhone 5s, which has a fingerprint sensor that can unlock the phone and help verify the user to complete iTunes 
and App Store purchases (Source: Apple)

September 2013 Apple Apple unveils the 64-bit A7 processor for the iPhone 5s, which among other things bring advanced security technologies to 
safely store users' fingerprint data. (Source: Apple)

September 2013 Apple Apple also introduced the new M7 processor, which efficiently measures data from the accelerometer, gyroscope and 
compass, and communicates with fitness apps. (Source: Apple)

Late 2013 Hiring Apple hired Nancy Dougherty from Sano, a startup working on monitoring blood chemistry using microneedles. (Source: 
9to5mac.com)

Late 2013 Hiring Ravi Narasimhan holds over 40 patents on medical sensors, including on respiratory measurements. He joins from Vital 
Connect. (Source: 9to5mac.com)

January 2014 Hiring Apple hires Marcelo Malini Lamego from Cercacor where he was CTO. He holds more than 70 patents on sensors and patient 
monitoring. (Source: Networkworld.com)

January 2014 Hiring Michael O'Reilly joins Apple from Masimo, which launched an iPhone-compatible device to measure oxygen saturation in the 
blood stream. (Source: Macrumors.com)

February 2014 Hiring Roy J.E.M. Raymann allegedly joined Apple from Philips where he was a senior scientist researching sleep. (Source: 
9to5mac.com)  

Source: Morgan Stanley Research 

Potential opportunity/disruption from 
the IoT 

Wearables will be a new category that is not directly 
comparable to any addressable market today. Therefore, 
there is no significant direct cannibalization. The existing 
glasses and watch markets could see some disruption, but 
the purpose of existing products (i.e., bad eyesight or to tell 
time) are very different from the intended purpose of wearable 

devices. We expect the overall addressable market to 
increase significantly. Investors tend to underestimate the 
fundamental impact of new product categories because the 
common analytical framework is to size unit shipments by 
looking at an existing market (e.g., Swiss watches for iWatch). 
However, using Apple as an example, we see that the 
increased functionality and improved ease of use significantly 
expands the market size. With iPods, peak shipments were 2-
3x that of the Sony Walkman. 
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Exhibit 63 

Apple as example: new product categories tend to 
significantly expand existing proxy markets  
Product
Category

Proxy
Product

Proxy
Shipments **

Peak
Shipments *

iDevice
Users **

iPod Sony Walkman 19 56 NA

iPhone BlackBerry 53 153 87

iPad Netbook 39 74 164

iWatch Swiss Watch 43 60+ 600  
Note: Shipments in millions 
Source: Company Data, Morgan Stanley Research 

Companies that sell other computing devices such as PCs, 
smartphones, tablets or TVs could be disrupted if they do not 
innovate and participate in the wearable devices market. 
Consumers have limited budgets so they will likely lengthen 
refresh cycles for other consumer devices in order to fund 
new purchases in the wearable category.  

Enabling technology / regulation 

Wearables take advantage of existing mobile infrastructure 
and technologies. These new devices will likely use relatively 
low-power processors and other semiconductor components 
similar to smartphones. They will leverage existing sensors 
like accelerometers and vibration motors and potentially 
compasses or touch displays. They will add new sensors, 
such as those to measure altitude or heart rate, which are 
already incorporated in certain fitness watches.  

We expect these wearable devices to depend on 
smartphones, tablets, or personal computers to synchronize, 
analyze and display data, at least initially. This is similar to 

how iPods and iPhones initially needed to connect to a 
computer to synchronize. In fact, we think smartphones could 
be used in tandem with wearable devices to increase the 
quality of data recorded.  

Along with innovation, there will likely needs to be regulation, 
particularly over privacy concerns. Do the wearable 
technology companies have right to use the data any way 
they want? What are users or third parties allowed to do with 
this data? For example, could an insurance company lower a 
user’s premium if s/he spent a certain amount of time 
exercising each week?  

Barriers to adoption 

Concerns about privacy could also be a major barrier to 
adoption. As security and access to personal data becomes a 
bigger debate in society, there could be some reservation or 
even backlash as users may not trust a technology company 
to store their biometric data.  

A related and potentially bigger barrier to adoption is human 
behavior and habits. It could take a long time before the 
average user (not an early adopter) is comfortable recording 
and analyzing her/his daily live with data. The end goal is to 
change a user’s lifestyle and health for the better, but whether 
that can be achieved with wearable devices is still an open 
question. 
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What inefficiency could IOT address? 

Freight transportation is an industry ripe to benefit from the 
introduction of Internet of Things technologies and the 
application of the data that is derived from having a more 
wired industry. Freight carriers are already benefitting from 
the introduction of GPS technology that allows for a continual 
update of the location of major assets like locomotives, trucks 
and planes.  But this is only the beginning.  Location 
technologies are helpful, but continual data streaming that 
allows a carrier to monitor the operational condition and 
efficiency of equipment (both motive power and trailing 
equipment) will certainly improve, in our view, a carrier’s 
ability to optimize operating procedures, driver behavior, and 
maintenance processes. 

Potential opportunity/disruption from the IoT 

We see five significant potential applications that could offer 
significant savings to companies in freight transportation.   

 Trucking: The US trucking industry is already putting in 
place electronic on-board recorders (EOBRs), devices 
which operate similarly to an airplane’s ‘black box’ 
recorder.  In most cases, the EOBR is not transmitting 
data live, but rather storing it for later analysis.  The EOBR 
technology is already paying dividends for carriers in 
maintenance savings, as well as improvement in driving 
behavior, which is helping fuel efficiency and safety. 
 
While EOBRs are incrementally significant, the true 
breakthrough would be autonomous driving vehicles. As 
discussed in the November 6, 2013, Blue Paper 
Autonomous Cars: Self-Driving the New Auto Industry 
Paradigm, the Morgan Stanley Freight Transport team 
believes that autonomous and semi-autonomous driving 
technology will be adopted far faster in the cargo markets 
than in passenger markets. Long-haul freight delivery is 
one of the most obvious and compelling areas for the 
application of autonomous and semi-autonomous driving 
technology.  We conservatively estimate the potential 
savings to the freight transportation industry at $168 bn 
annually. The savings are expected to come from labor 
($70 bn), fuel efficiency ($35 bn), productivity ($27 bn) and 
accident savings ($36 bn), before including any estimates 
from non-truck freight modes like air and rail.  

 Freight Brokerage.  Freight brokerage still requires a 
remarkable amount of human intervention, despite 
technological innovation in other brokerage markets, such 
as equities and travel.  As freight carriers increasingly 
embrace technology to enhance operations, labor 
usage/behavior, and safety/tracking, we believe freight 
brokerage is ripe for a technological leap.   
 
The “killer app” for freight brokerage would be one that 
ultimately diminishes and/or removes human input from as 
much of a shipment journey as possible (see our entry on 
Mining in this Blue Paper).  Electronic shipment tendering, 
matching, tracking, delivery confirmation, and payment 
should require limited human involvement.  The 
efficiencies could be huge, though we suspect that like 
many other brokerage markets, efficiency gains would be 
shared with the two sides of the transaction, and result in 
lower spreads for brokers overall (though a bigger amount 
of gross revenue). 

 Container Shipping: Could shipping containers be smart 
objects or nodes within the Internet of Things? ConLock 
and ContainerSafe are examples of a new breed of snap-
on "peripheral devices" that offer a range of tracking, 
security, and monitoring functionality. These devices are 
equipped with onboard photoelectric sensors to monitor 
changes in the light level within a container (indicating that 
a container has been opened or breached), 
accelerometers that detect impact ,and GPS modules for 
location tracking. They are also able to access GSM 
networks and SMS channels to send text or email alerts 
when waypoints are reached or anomalies occur. All the 
sensor data is available to customers via proprietary web 
and mobile interfaces.  
 
This is presumably the direction that container tracking is 
headed: real-time logistics informatics, traditional supply 
chain management information dashboards. However, 
there are substantial technical challenges that stand 
between current methods of container tracking and the 
robust, universal solutions required to meet the needs of 
several disparate groups – labour, retail, international law, 
and security. 
 
Today, approximately 90% of the world’s cargo is shipped 
via standardized containers. The options available for 
shippers to access real-time information on mid-transit 
containers is surprisingly limited. While most liner 
companies such as Maersk monitor their ships by satellite 
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(http://www.maerskfleet.com/#live-map), it has been 
only recently that the large freight forwarder groups such 
as Kuehne & Nagel have offered their customers a track 
and track-style service through realtime tracking of 
customs clearance paperwork and port loading data. A 
2008 BBC documentary on shipping and globalization, 
The Box, tracked a GPS-equipped shipping container for a 
year while investigating the production of its contents. 
Container tracking today still usually relies on radio 
frequency identification (RFID) tagging, not GPS 
technology.  

 Rails. While the rails should benefit by applying Internet 
technology to improve equipment maintenance and safety, 
perhaps a more interesting development is a technology 
called Positive Train Control (PTC). The US Congress 
ordered rails to develop and implement this technology 
after a train accident in 2008 that involved an inattentive 
commuter train driver who ran a red signal and slammed 
his train into a freight train killing 25 people.  PTC aims to 
allow for remote control and monitoring of trains (both 
freight and passenger).  The US rail industry estimates 
that PTC will cost up to $13 billion to develop and 
implement.  Although current law requires the rail industry 
to have an operable PTC system in place by the end of 
2015, most industry observers think 2018-20 is a more 
realistic timeframe. 
 
Ultimately, we believe PTC can offer railroads a way to 
introduce autonomous driving technology to trains around 
the world.  There are already numerous train networks that 
do not require a human driver (e.g., JFK AirTrain, and 
certain lines of the Paris Metro). While we do not doubt 
that the political, regulatory and labor landscape may need 
to change to accommodate the technology, the safety 
benefits and operating savings from such an efficient 
system would likely be too big to ignore. 

 Air freight. For air cargo and parcel companies, real time 
monitoring of shipment temperature or location can 
represent a new level of service for shippers.  
Autonomously flying aircraft—drones—are already used 
for military missions. While passengers may not yet be 
prepared to board an aircraft without pilots, air cargo 
shippers may be more willing to put their freight on cargo 
drone aircraft (e.g., Amazon’s drone idea, or simply a 
drone airliner).  Clearly, such technology would have big 
savings for air carriers. 
 
Before drone aircraft are introduced, however, there is 
plenty of scope for interim technologies that can benefit air 
cargo companies.  We believe that aircraft that can update 

carriers about their operation and maintenance needs can 
offer carriers major savings.  The bigger challenge will be 
whether the technology can be retrofitted to older aircraft, 
as much of the worldwide freighter fleet is comprised of 
used and converted passenger aircraft. 
 
DHL commissioned a survey in December 2013 
addressing the impact of Big Data in logistics, which 
looked into how data tracking efforts could be exploited in 
terms of customer innovation and efficiency initiatives. 
DHL’s observations for the European market suggest there 
is relatively limited strategic focus on the use of data 
across industries in Europe. 

Exhibit 64 

Has your company defined a Big Data strategy? 

63%

23%

14%

No

Planned

Yes

 
Big Data as a strategic objective in European companies; Statistics from BARC study (N = 
273);   Source: Big Data Survey Europe, BARC, February 2013, 

 From a logistics standpoint, DHL look at applications for 
route optimization (DHL Smart Truck), crowd-based pick-
up and delivery of packages (DHL MyWays), and 
operational capacity planning for warehousing (DHL Parcel 
Volume Prediction). 
 
DHL also noted how the parcel/package delivery industry 
provides a particular opportunity for a complementary new 
business model. No other industry can provide the 
equivalent blanket-coverage local presence of a fleet of 
vehicles that is constantly on the move and geographically 
distributed. Logistics providers can equip these vehicles 
with new devices (with camera, sensor, and mobile 
connectivity miniaturization as discussed above) to collect 
rich sets of information on the go. This unique capability 
would enable logistics providers to offer existing and new 
customers a completely new set of value-added data 
services. Examples of this include address verification and 
management services (particularly in developing countries 
and remote areas) for E-commerce providers, and 
environmental intelligence such as pollution measures, 
traffic density and noise, and even analysis of parking spot 
availability and utilization on public roadways. 
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Big Data in logistics 

 
Source: Big Data Survey Europe, BARC, February 2013, p.17 
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What inefficiency could IOT address? 

The global airline industry is poised to generate record 
profits on fragile margins.  In its most recent forecast, the 
International Air Transport Association (IATA), projects 
industry-wide net post-tax profits rising from $12.9 billion in 
2013 to $18.7 billion in 2014.  For context, IATA’s 2014 
forecast would be the most profitable year the industry has 
experienced over the last 15 years—with the second-highest 
year being 2010 ($17.3B).  As such, to some this may appear 
to be a sizeable profit.  But for a $745B revenue industry, and 
one which is notoriously cyclical, it represents a profit margin 
of only 2.5%—what IATA describes as a fragile margin amid a 
still risky business environment.  As managements look 
through their cost structures, pennies literally matter.  In fact, 
translating the aforementioned numbers to per passenger 
figures shows that on average airlines globally generate 
$225.58 in revenue/passenger, incur $219.63 in 
costs/passenger and produce profits of $5.65 per passenger.  
When we consider these characteristics in total—enormous 
revenue lines created by frequent asset turns generating huge 
amounts of data which managers then use to reduce costs by 
pennies to bolster thin margins often by finding fuel and 
maintenance efficiencies— it’s easy to see how airlines are 
well-positioned to benefit from the Internet of Things. 

Small changes in cost structure can be major needle 
movers.  When near-record profits are built on the back of 
2.5% profit margins it doesn’t take much to move the needle 
in a meaningful way.  Furthermore, the fact that most airlines 
globally have a large degree of fixed labor expense as a result 
of unionization, means that the companies need to turn to 
other cost buckets for the majority of productivity 
improvements.  Therefore, fuel and maintenance efficiencies 
regularly top lists of drivers in various cost improvement 
programs, and between the two fuel is the larger opportunity 
by far.  For example, fuel expense as a percentage of total 
costs ranges from ~24% to ~49% across the world (see 
Exhibit 65), with an average expense in the ~30% of total 
costs range.  Though maintenance costs are not as 
consistently disclosed across airlines globally; for context 
maintenance expenses average ~5.5% of costs across large 
US airlines.  Therefore, even slight changes either of these 
cost buckets through efficiency gains can go a long way 
toward multiplying the global industry’s 2.5% margins. 

Exhibit 66 

Fuel as % of total operating expenses 

49.4%
47.6%
46.6%

42.9%
41.5%
40.8%
40.4%
39.8%
38.4%
38.3%
37.9%
37.5%
37.2%
37.2%
37.1%
37.1%
37.1%
36.8%
36.7%
36.4%
35.9%
35.8%
35.7%
35.2%
35.2%
35.0%
34.9%
34.7%
34.0%
33.9%
33.5%
33.2%
33.0%
31.5%

27.4%
27.4%
26.7%
25.4%
24.5%
23.6%

AirAsia
Air Arabia

Allegiant Travel
Tiger Airways
GOL Linhas

Pegasus Airlines
Cathay Pacific Air

Spirit Airlines
Singapore Airlines

Thai Airways
JetBlue Airways
Copa Holdings
China Southern

LatAm Simple Avg
NA Simple Avg
Asiana Airlines
Turkish Airline

Air China
Korean Air

American Airlines
EMEA Simple Avg
Alaska Air Group

LatAm
China East

Asia Simple Avg
Hawaiian Holdings
Southwest Airlines

Delta Air Lines
Aéromexico

EasyJet
Skymark Airlines
Intl Cons Airline

United Continental
Norwegian Air Shuttle

Virgin Australia
Air France KLM
Qantas Airways

Lufthansa
Japan Airlines

All Nippon Airways

 
Source: Company Data, Morgan Stanley Research 

How much of an impact might the IoT have on airline 
fuel/maintenance efficiency?  Anecdotes from engine 
manufacturers and airlines alike suggest that the industrial 
internet is having real impact.  Specifically with respect to 
maintenance benefits, engine manufacturers can work 
together with airlines by placing sensors on its machines to 
harvest vast quantities of data that can then be analyzed to 
prevent unnecessary downtime by spotting potential faults 
earlier.  The data provided by sensors can also drive 
additional sourcing efficiencies by allowing an airline to better 
plan sourcing of parts ahead of maintenance events. With 
respect to fuel efficiency benefits, a GE-Alitalia collaboration 
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was able to use the industrial internet to improve Alitalia’s fuel 
efficiency by 1.5% in its first year through recommending 
changes to flight procedures such as the position of wing flaps 
during landing and adjustments to the air speed while 
descending.  

Exhibit 67 

Global airline net profit and fuel expense 
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Source:  IATA March 2014 Financial Forecast, Morgan Stanley Research 

Exhibit 68 

IATA 2014 global revenue and costs per departing 
passenger forecast 
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Source:  IATA March 2014 Financial Forecast, Morgan Stanley Research 

We suspect there is upside to forecasts of the industrial 
internet’s impact on global airlines.  Our US Industrial 
analyst Nigel Coe is similarly bullish and uses some of GE’s 
forecasts to conclude that the industrial internet could drive 
~$2B/year in fuel savings alone globally through an ~1% 
improvement in efficiency.  However, Alitalia’s experience at a 
time when the technology is still somewhat nascent in 
conjunction with what could be significant maintenance 
efficiencies suggests to us that the IoT could over time drive 
over a point in margins to global airline profitability, or in the 
range of ~$7.5B/year.  Now whether airlines will be able to 
keep those profits or whether they ultimately accrue 
elsewhere in the value chain as a result of the historically 
fragmented and hyper-competitive nature of the global airline 
industry is yet to be seen—though that’s a question for 
another report. 
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What inefficiency could IOT address? 

We believe the emergence of the car as the “fourth screen”—
behind televisions, computers/tablets, and smartphones—with 
autonomous capability will have a profoundly disruptive 
impact on the auto industry, as well as several adjacent 
industries. 

Potential opportunity/disruption from the IoT 

We believe the US economy can save $1.3 trillion per year 
once autonomous cars become fully penetrated. To put that 
number in context, it represents 8% of US GDP. Extrapolating 
these savings to a global level by applying the ratio of US 
savings / US GDP to global GDP, we estimate global savings 
from autonomous vehicles to be in the region of $5.6 trillion 
per year. We believe the promise of achieving this level of 
savings will compel the penetration of autonomous capability 
in vehicles, at a pace quicker than natural demand pull. 

Exhibit 69 

Potential US cost savings 

 
Source: Company Data, Morgan Stanley Research 

We believe autonomous cars will drive a paradigm shift in 
the traditional auto industry.  

We see the emergence of software as a key part of the 
“value” of the car, dividing the auto industry into “hardware” 
specialists, “software” specialists, and integrated “experience” 
providers. This is analogous to the PC hardware or 
smartphone industries.  

Exhibit 70 

The future structure of the automotive industry? 

 
Source:  Company Data, Morgan Stanley Research 

This could be a binary event for many players. Some could 
see an existential threat from autonomous cars, some could 
reinvent themselves as leaders, and others could enter the 
industry for the first time.  

There are implications for OEMs and suppliers. The traditional 
OEMs need to lead in the space or reinvent themselves as 
manufacturing specialists. The secular suppliers who provide 
autonomous vehicle systems and other growing parts of the 
car will get stronger, while suppliers who are exposed to static 
or no longer essential parts of the car will be challenged. 

The content opportunity opens up a new potential revenue 
stream. The battle to control the content will be waged by the 
OEMs, the ,suppliers and the external content providers. 

We believe early leaders in the space have a critical head 
start including Audi, Mercedes-Benz, BMW and Nissan 
among auto OEMs, Delphi, Continental, Autoliv, and TRW 
among suppliers and tech players like Google, IBM, and 
Cisco Systems.  

Autonomous cars also can have significant implications 
for a number of adjacent sectors.  

The Morgan Stanley Freight Transportation team believes that 
autonomous and semiautonomous driving technology will be 
adopted far faster in the cargo markets than in passenger 
markets. Long-haul freight delivery is one of the most obvious 
and compelling areas for the application of autonomous and 
semiautonomous driving technology.  The Morgan Stanley US 
Telecom Services team believes the industry could see a 
~$100 bn revenue opportunity, while the US Semiconductor 
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team expects a significant increase in semi usage. The US 
Media team sees an incremental $5 bn of potential revenue 
for the media companies, and the US Software team sees 
opportunity for complex software use and Big Data. The 
insurance and car rental sectors may see binary outcomes 
from autonomous cars. 

The next steps 

While the industry works to perfect autonomous vehicle 
technology, there are steps that need to be taken outside the 
industry to ensure that the rollout will be smooth and 
successful. While these actions do not necessarily have to be 
completed before the first autonomous car hits the road, they 
will be a necessity to achieve full penetration of autonomous 
vehicles.  

Step 1: Building consumer awareness. It is going to take a 
lot of coaxing to get people to give up control of the steering 
wheel. Even the use of cruise control is viewed with 
skepticism by many drivers today so getting them to give up 
complete control is not going to be easy. That said, we 
probably do have an epidemic of too many people driving 
while impaired, whether it is texting or some other distraction. 
It may be easier to get people to embrace autonomous cars 
than to give up their smartphone in the car.  

We believe the OEMs need to begin 1) familiarizing 
consumers with autonomous car technology and 2) retraining 
their car-related behaviors. In our view, the best way to do this 

is by conducting road shows at which people are driven 
around small tracks in autonomous cars at low speeds, to get 
them used to the feeling. OEMs can also set up simulators at 
dealers so that customers can try out the autonomous 
experience in a safe environment. 

Step 2: Getting regulatory support. The US government is 
going to have to get on board with autonomous cars at some 
point during the ramp up phase. We believe the government 
can have a large role in the process, including 
accommodating autonomous cars in legislation, issuing 
special licenses to autonomous vehicles in the early stage, 
helping resolve the liability issue, building out V2X 
infrastructure, and ultimately speeding up adoption through a 
mandate, if necessary. 

Step 3: Resolving the liability issue. This is the most 
frequently cited impediment to autonomous vehicle 
penetration. We believe the liability issue needs to be 
comprehensively addressed soon. This is actually a critical 
issue for even early adoption of autonomous vehicles.  

Step 4: Building out the network infrastructure. While a 
vast V2V/V2X is only needed for part of Phase 3 and Phase 4 
of the adoption curve, the long lead times necessary for build-
out and spectrum approval means we have to get started 
pretty soon. 
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As we have amply elsewhere in this Blue Paper, the Internet 
of Things is likely to disrupt a number of large industries 
globally. In many cases, the financial benefits are clear, but 
here we outline the potential Environmental and Social risks. 

Overall, we see the environmental risks of IOT as 
positive.  

Consumption of scarce resources is one of the key long 
term sustainability threats. By 2040, the world’s population 
is expected to rise to 9 billion thus increasing the demand for 
energy, water, and food. The Internet of Things could provide 
means to improve efficiency and minimize waste.   

Renewable energy sources to become a more integrated 
part of the power network.  IOT could help to facilitate 
greater usage of renewable energy sources.  The intermittent 
nature of renewables such as wind and solar historically has 
presented significant challenges for system operators. 
However, smart grids may enable the operators to better 
forecast and monitor variations in the resources in order to 
more efficiently distribute the power generated from them. 
This could be a game changer for the renewable energy 
industry in the future. 

Energy and fuel consumption may fall.  Smart grids and 
smart meters will increase the amount of real-time information 
provided to system operators and end users alike. This can 
help increase energy efficiency and spread consumption more 
evenly through the day. For example, , our electric and water 
utilities analysts estimate that in the UK domestic customers 
currently waste up to 20% on their heating and cooling bills 
due to inefficient scheduling. New technology allows for 
consumers to remotely control the temperature in their homes 
using mobile phones, tablets, or laptop, for example. This can 
have a significant impact on consumers’ expenditure, and 
also energy consumption, with a one degree drop in 
temperature cutting energy usage by up to 5%.  

Alternatively, wireless lights and remotes could result in lights 
automatically being turned on or off as the user walks around 
their house, thus keeping electricity usage to an absolute 
minimum. 

Introducing IOT technology into transport could significantly 
reduce fuel consumption. Electronic on-board recorders 

(EOBRs) in the US trucking industry already help to improve 
driving behaviour which in turn improves fuel efficiency. 
However, truly autonomous vehicles could have a much 
bigger impact, with the Morgan Stanley Transport analysts 
conservatively estimating savings of $35bn on fuel costs 
alone for the global freight transportation industry. 

Similarly, IOT may help reduce water leakage. On average, 
around 20% of water injected in water distribution networks is 
lost through leakage before reaching the end customer. By 
fitting sensors into the system it may be possible to detect 
leaks earlier and therefore reduce water waste and production 
costs.   

Food production could increase. A recent study by the 
OECD and FAO estimates that agricultural production will 
need to increase by 60% over the next 40 years in order to 
meet rising food demand. Available arable land is only 
expected to increase by 5%,%, driven by greater levels of 
irrigation, and one of the keys to ensure sufficient food is 
through better productivity.  

The advancement of ‘precision agriculture’ could be 
accelerated by the Internet of Things. Data analytics and 
algorithms based on famers’ historical plot-byplot yield 
performance, combined with highly localized historical 
temperature and precipitation data, should give farmers better 
information with which to make their planning decisions.  We 
see three ways in which this could help to improve yields, thus 
increasing food production: 1) optimization of hybrid seed 
choice and plant population; 2) optimization of fertilizer 
application rates; and 3) minimization of the impact of adverse 
weather events.  

But what are the potential social costs?   

An potential social consequence of the rise of the Internet 
of Things is the loss of certain jobs. As explained at the 
beginning of this report, the Internet of Things is essentially an 
army of tens of billions of tiny robots making our lives easier. 
But these robots will be doing jobs formerly done by people. 
For example, in retail, cashiers and warehouse staff both 
could potentially be replaced by robots. In the leisure industry, 
will we ultimately have virtual concierges in hotels and guides 
in museums, and automatic check-in at the airport? Whilst 
there is a positive cost impact for the companies that are able 
to reduce staff costs, there is also the threat of higher 
unemployment rates. Will sufficient new industries and types 
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of jobs develop to absorb some of the newly idled  labour 
supply? 

Could this be happening at a helpful point in time? 
Turning it on its head, the Internet of Things with its widening 
use of robots may be a welcome solution to one of the 
consequences of global ageing. Over the next 30 years, the 
number of people aged 20-64 years will decline in countries 
such as China, Japan, Germany, and Russia. By increasing 
the use of technology, companies can optimize productivity, 
thus helping to offset some of the headwinds of lower labour 
supply and higher wage inflation that are likely to emerge over 
the next 20-40 years. 

IOT could reduce health and safety risks in certain 
industries.  The mining industry is a key example of one in 
which the Internet of Things could provide such a social 
benefit. Autonomously run mines could see the use of 
autonomously operating trucks and excavators removing and 
transporting waste rock and ore without any human 
involvement. This should help reduce fatalities and other 
injuries. The best example of this so far is Rio Tinto’s 
autonomous truck fleet in its Australian iron ore operations. 
These fully autonomous trucks are connected via the Internet 
to each other, to the control system, and to other machines in 
the mines, such as excavators. The trucks react to the motion 
of other pieces of equipment and adjust to the constantly 
changing layout of the mine as ore and waste gets removed. 

It could also help improve healthcare for the general 
population. Healthcare costs already account for some 10-
18% of GDP in most developed economies. With the 
population getting older, there is going to be increasing 
pressure to provide more healthcare services without costs 
escalating.  

There are a number of ways in which IOT could help improve 
the management of healthcare cost-effectively. In hospitals, 
key biometrics of patients could be monitored real-time whilst 
the collection of autonomous data from monitoring devices 
could enable a form of “predictive” medicine. Both of these 

uses of IOT could improve patient outcomes and reduce 
average length of stay.  Telemedicine could also reduce the 
need for hospitalization by providing medical care remotely, 
through secure patient-to-provider video conferencing, for 
example. 

Greater adoption of connected devices may also help with the 
development of drugs. During clinical trials, for example, 
physicians can use tablets to identify patients who are 
developing side-effects or not adhering to the treatment 
guidelines. This could help lower the cost of clinical trials with 
an estimated 5% cost reduction representing the equivalent 
budget of three new drugs for the industry as a whole every 
year.  

Early adopters of IOT may benefit from higher customer 
satisfaction. Companies already mine online data to 
understand consumer trends and interests. However, 
extending this level of communication could help drive 
customer loyalty and satisfaction.  For example, on entering a 
retail store or leisure facility, the customer could be sent 
relevant coupons and promotions to his or her mobile device, 
depending on previous shopping activity. Automatic payment 
through a mobile app would reduce or eliminate the need to 
queue to pay. Finally, data gathered from sensors could 
improve real-time inventory checking and thus reduce the risk 
of lost sales due to product unavailability.  

However, at what point does data collection become 
unwanted by the consumer? Telematics is already gaining 
traction in the motor insurance industry as a way to more 
precisely calculate a price for the motor insurance. IOT could 
result in embedded monitoring devices being used in other 
areas of insurance, such as crop and fire and even life 
insurance via human biometric risks.  

However, this detailed and constant monitoring of behaviour 
does raise concerns over privacy. Even if using telematics 
can result in lower insurance premiums for the customer, is 
this a material enough saving for people to willingly sign up to 
this ‘Big Brother’ approach.  
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and other considerations. 

Global Stock Ratings Distribution 
(as of March 31, 2014) 

For disclosure purposes only (in accordance with NASD and NYSE requirements), we include the category headings of Buy, Hold, and Sell 
alongside our ratings of Overweight, Equal-weight, Not-Rated and Underweight. Morgan Stanley does not assign ratings of Buy, Hold or Sell to the 
stocks we cover. Overweight, Equal-weight, Not-Rated and Underweight are not the equivalent of buy, hold, and sell but represent recommended 
relative weightings (see definitions below). To satisfy regulatory requirements, we correspond Overweight, our most positive stock rating, with a buy 
recommendation; we correspond Equal-weight and Not-Rated to hold and Underweight to sell recommendations, respectively. 
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  Coverage Universe Investment Banking Clients (IBC) 

Stock Rating Category Count 
% of 
Total Count

% of 
Total IBC

% of Rating 
Category

Overweight/Buy 1035 35% 354 38% 34%
Equal-weight/Hold 1286 43% 446 48% 35%
Not-Rated/Hold 99 3% 24 3% 24%
Underweight/Sell 539 18% 105 11% 19%
Total 2,959  929   
 
Data include common stock and ADRs currently assigned ratings. Investment Banking Clients are companies from whom Morgan Stanley received 
investment banking compensation in the last 12 months. 

Analyst Stock Ratings 
Overweight (O). The stock's total return is expected to exceed the average total return of the analyst's industry (or industry team's) coverage 
universe, on a risk-adjusted basis, over the next 12-18 months. 
Equal-weight (E). The stock's total return is expected to be in line with the average total return of the analyst's industry (or industry team's) coverage 
universe, on a risk-adjusted basis, over the next 12-18 months. 
Not-Rated (NR). Currently the analyst does not have adequate conviction about the stock's total return relative to the average total return of the 
analyst's industry (or industry team's) coverage universe, on a risk-adjusted basis, over the next 12-18 months. 
Underweight (U). The stock's total return is expected to be below the average total return of the analyst's industry (or industry team's) coverage 
universe, on a risk-adjusted basis, over the next 12-18 months. 
Unless otherwise specified, the time frame for price targets included in Morgan Stanley Research is 12 to 18 months. 

Analyst Industry Views 
Attractive (A): The analyst expects the performance of his or her industry coverage universe over the next 12-18 months to be attractive vs. the 
relevant broad market benchmark, as indicated below. 
In-Line (I): The analyst expects the performance of his or her industry coverage universe over the next 12-18 months to be in line with the relevant 
broad market benchmark, as indicated below. 
Cautious (C): The analyst views the performance of his or her industry coverage universe over the next 12-18 months with caution vs. the relevant 
broad market benchmark, as indicated below. 
Benchmarks for each region are as follows: North America - S&P 500; Latin America - relevant MSCI country index or MSCI Latin America Index; 
Europe - MSCI Europe; Japan - TOPIX; Asia - relevant MSCI country index or MSCI sub-regional index or MSCI AC Asia Pacific ex Japan Index. 
. 

Important Disclosures for Morgan Stanley Smith Barney LLC Customers 
Important disclosures regarding the relationship between the companies that are the subject of Morgan Stanley Research and Morgan Stanley Smith Barney LLC or 
Morgan Stanley or any of their affiliates, are available on the Morgan Stanley Wealth Management disclosure website at 
www.morganstanley.com/online/researchdisclosures. For Morgan Stanley specific disclosures, you may refer to www.morganstanley.com/researchdisclosures. 
Each Morgan Stanley Equity Research report is reviewed and approved on behalf of Morgan Stanley Smith Barney LLC.  This review and approval is conducted by the 
same person who reviews the Equity Research report on behalf of Morgan Stanley.  This could create a conflict of interest. 

Other Important Disclosures 
Morgan Stanley & Co. International PLC and its affiliates have a significant financial interest in the debt securities of Apple, Inc., Atmel Corp, Crown Castle Corp., Google, 
Intel Corporation, Linear Technology Corp., Microchip Technology Inc., NXP Semiconductor NV, SAP AG, STMicroelectronics NV. 
Morgan Stanley is not acting as a municipal advisor and the opinions or views contained herein are not intended to be, and do not constitute, advice within the meaning 
of Section 975 of the Dodd-Frank Wall Street Reform and Consumer Protection Act. 
Morgan Stanley produces an equity research product called a "Tactical Idea." Views contained in a "Tactical Idea" on a particular stock may be contrary to the 
recommendations or views expressed in research on the same stock. This may be the result of differing time horizons, methodologies, market events, or other factors. 
For all research available on a particular stock, please contact your sales representative or go to Matrix at http://www.morganstanley.com/matrix. 
Morgan Stanley Research is provided to our clients through our proprietary research portal on Matrix and also distributed electronically by Morgan Stanley to clients. 
Certain, but not all, Morgan Stanley Research products are also made available to clients through third-party vendors or redistributed to clients through alternate 
electronic means as a convenience. For access to all available Morgan Stanley Research, please contact your sales representative or go to Matrix at 
http://www.morganstanley.com/matrix. 
Any access and/or use of Morgan Stanley Research is subject to Morgan Stanley's Terms of Use (http://www.morganstanley.com/terms.html).  By accessing and/or 
using Morgan Stanley Research, you are indicating that you have read and agree to be bound by our Terms of Use (http://www.morganstanley.com/terms.html). In 
addition you consent to Morgan Stanley processing your personal data and using cookies in accordance with our Privacy Policy and our Global Cookies Policy 
(http://www.morganstanley.com/privacy_pledge.html), including for the purposes of setting your preferences and to collect readership data so that we can deliver better 
and more personalized service and products to you. To find out more information about how Morgan Stanley processes personal data, how we use cookies and how to 
reject cookies see our Privacy Policy and our Global Cookies Policy (http://www.morganstanley.com/privacy_pledge.html). 
If you do not agree to our Terms of Use and/or if you do not wish to provide your consent to Morgan Stanley processing your personal data or using cookies please do 
not access our research. 
Morgan Stanley Research does not provide individually tailored investment advice. Morgan Stanley Research has been prepared without regard to the circumstances 
and objectives of those who receive it. Morgan Stanley recommends that investors independently evaluate particular investments and strategies, and encourages 
investors to seek the advice of a financial adviser. The appropriateness of an investment or strategy will depend on an investor's circumstances and objectives. The 
securities, instruments, or strategies discussed in Morgan Stanley Research may not be suitable for all investors, and certain investors may not be eligible to purchase or 
participate in some or all of them. Morgan Stanley Research is not an offer to buy or sell or the solicitation of an offer to buy or sell any security/instrument or to 
participate in any particular trading strategy. The value of and income from your investments may vary because of changes in interest rates, foreign exchange rates, 
default rates, prepayment rates, securities/instruments prices, market indexes, operational or financial conditions of companies or other factors. There may be time 
limitations on the exercise of options or other rights in securities/instruments transactions. Past performance is not necessarily a guide to future performance. Estimates 
of future performance are based on assumptions that may not be realized. If provided, and unless otherwise stated, the closing price on the cover page is that of the 
primary exchange for the subject company's securities/instruments. 
The fixed income research analysts, strategists or economists principally responsible for the preparation of Morgan Stanley Research have received compensation based 
upon various factors, including quality, accuracy and value of research, firm profitability or revenues (which include fixed income trading and capital markets profitability 
or revenues), client feedback and competitive factors. Fixed Income Research analysts', strategists' or economists' compensation is not linked to investment banking or 
capital markets transactions performed by Morgan Stanley or the profitability or revenues of particular trading desks. 
The "Important US Regulatory Disclosures on Subject Companies" section in Morgan Stanley Research lists all companies mentioned where Morgan Stanley owns 1% 
or more of a class of common equity securities of the companies.  For all other companies mentioned in Morgan Stanley Research, Morgan Stanley may have an 
investment of less than 1% in securities/instruments or derivatives of securities/instruments of companies and may trade them in ways different from those discussed in 
Morgan Stanley Research. Employees of Morgan Stanley not involved in the preparation of Morgan Stanley Research may have investments in securities/instruments or 
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derivatives of securities/instruments of companies mentioned and may trade them in ways different from those discussed in Morgan Stanley Research. Derivatives may 
be issued by Morgan Stanley or associated persons. 
With the exception of information regarding Morgan Stanley, Morgan Stanley Research is based on public information. Morgan Stanley makes every effort to use reliable, 
comprehensive information, but we make no representation that it is accurate or complete.  We have no obligation to tell you when opinions or information in Morgan 
Stanley Research change apart from when we intend to discontinue equity research coverage of a subject company. Facts and views presented in Morgan Stanley 
Research have not been reviewed by, and may not reflect information known to, professionals in other Morgan Stanley business areas, including investment banking 
personnel. 
Morgan Stanley Research personnel may participate in company events such as site visits and are generally prohibited from accepting payment by the company of 
associated expenses unless pre-approved by authorized members of Research management. 
Morgan Stanley may make investment decisions or take proprietary positions that are inconsistent with the recommendations or views in this report. 
To our readers in Taiwan:  Information on securities/instruments that trade in Taiwan is distributed by Morgan Stanley Taiwan Limited ("MSTL"). Such information is for 
your reference only. The reader should independently evaluate the investment risks and is solely responsible for their investment decisions. Morgan Stanley Research 
may not be distributed to the public media or quoted or used by the public media without the express written consent of Morgan Stanley. Information on 
securities/instruments that do not trade in Taiwan is for informational purposes only and is not to be construed as a recommendation or a solicitation to trade in such 
securities/instruments. MSTL may not execute transactions for clients in these securities/instruments. To our readers in Hong Kong: Information is distributed in Hong 
Kong by and on behalf of, and is attributable to, Morgan Stanley Asia Limited as part of its regulated activities in Hong Kong. If you have any queries concerning Morgan 
Stanley Research, please contact our Hong Kong sales representatives. 
Morgan Stanley is not incorporated under PRC law and the research in relation to this report is conducted outside the PRC.  Morgan Stanley Research does not 
constitute an offer to sell or the solicitation of an offer to buy any securities in the PRC.  PRC investors shall have the relevant qualifications to invest in such securities 
and shall be responsible for obtaining all relevant approvals, licenses, verifications and/or registrations from the relevant governmental authorities themselves. 
Morgan Stanley Research is disseminated in Brazil by Morgan Stanley C.T.V.M. S.A.; in Japan by Morgan Stanley MUFG Securities Co., Ltd. and, for Commodities 
related research reports only, Morgan Stanley Capital Group Japan Co., Ltd; in Hong Kong by Morgan Stanley Asia Limited (which accepts responsibility for its contents); 
in Singapore by Morgan Stanley Asia (Singapore) Pte. (Registration number 199206298Z) and/or Morgan Stanley Asia (Singapore) Securities Pte Ltd (Registration 
number 200008434H), regulated by the Monetary Authority of Singapore (which accepts legal responsibility for its contents and should be contacted with respect to any 
matters arising from, or in connection with, Morgan Stanley Research); in Australia to "wholesale clients" within the meaning of the Australian Corporations Act by 
Morgan Stanley Australia Limited A.B.N. 67 003 734 576, holder of Australian financial services license No. 233742, which accepts responsibility for its contents; in 
Australia to "wholesale clients" and "retail clients" within the meaning of the Australian Corporations Act by Morgan Stanley Wealth Management Australia Pty Ltd (A.B.N. 
19 009 145 555, holder of Australian financial services license No. 240813, which accepts responsibility for its contents; in Korea by Morgan Stanley & Co International 
plc, Seoul Branch; in India by Morgan Stanley India Company Private Limited; in Indonesia by PT Morgan Stanley Asia Indonesia; in Canada by Morgan Stanley Canada 
Limited, which has approved of and takes responsibility for its contents in Canada; in Germany by Morgan Stanley Bank AG, Frankfurt am Main and Morgan Stanley 
Private Wealth Management Limited, Niederlassung Deutschland, regulated by Bundesanstalt fuer Finanzdienstleistungsaufsicht (BaFin); in Spain by Morgan Stanley, 
S.V., S.A., a Morgan Stanley group company, which is supervised by the Spanish Securities Markets Commission (CNMV) and states that Morgan Stanley Research has 
been written and distributed in accordance with the rules of conduct applicable to financial research as established under Spanish regulations; in the US by Morgan 
Stanley & Co. LLC, which accepts responsibility for its contents. Morgan Stanley & Co. International plc, authorized by the Prudential Regulatory Authority and regulated 
by the Financial Conduct Authority and the Prudential Regulatory Authority, disseminates in the UK research that it has prepared, and approves solely for the purposes of 
section 21 of the Financial Services and Markets Act 2000, research which has been prepared by any of its affiliates. Morgan Stanley Private Wealth Management 
Limited, authorized and regulated by the Financial Conduct Authority, also disseminates Morgan Stanley Research in the UK. Private UK investors should obtain the 
advice of their Morgan Stanley & Co. International plc or Morgan Stanley Private Wealth Management representative about the investments concerned. RMB Morgan 
Stanley (Proprietary) Limited is a member of the JSE Limited and regulated by the Financial Services Board in South Africa. RMB Morgan Stanley (Proprietary) Limited is 
a joint venture owned equally by Morgan Stanley International Holdings Inc. and RMB Investment Advisory (Proprietary) Limited, which is wholly owned by FirstRand 
Limited. 
The information in Morgan Stanley Research is being communicated by Morgan Stanley & Co. International plc (DIFC Branch), regulated by the Dubai Financial Services 
Authority (the DFSA), and is directed at Professional Clients only, as defined by the DFSA. The financial products or financial services to which this research relates will 
only be made available to a customer who we are satisfied meets the regulatory criteria to be a Professional Client. 
The information in Morgan Stanley Research is being communicated by Morgan Stanley & Co. International plc (QFC Branch), regulated by the Qatar Financial Centre 
Regulatory Authority (the QFCRA), and is directed at business customers and market counterparties only and is not intended for Retail Customers as defined by the 
QFCRA. 
As required by the Capital Markets Board of Turkey, investment information, comments and recommendations stated here, are not within the scope of investment 
advisory activity. Investment advisory service is provided in accordance with a contract of engagement on investment advisory concluded between brokerage houses, 
portfolio management companies, non-deposit banks and clients. Comments and recommendations stated here rely on the individual opinions of the ones providing 
these comments and recommendations. These opinions may not fit to your financial status, risk and return preferences. For this reason, to make an investment decision 
by relying solely to this information stated here may not bring about outcomes that fit your expectations. 
The trademarks and service marks contained in Morgan Stanley Research are the property of their respective owners. Third-party data providers make no warranties or 
representations relating to the accuracy, completeness, or timeliness of the data they provide and shall not have liability for any damages relating to such data. The 
Global Industry Classification Standard (GICS) was developed by and is the exclusive property of MSCI and S&P. Morgan Stanley Research or portions of it may not be 
reprinted, sold or redistributed without the written consent of Morgan Stanley. 
Morgan Stanley Research, or any portion thereof may not be reprinted, sold or redistributed without the written consent of Morgan Stanley. 
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Ticker Company Name 
Close Price

(as of 04/01/2014)

AAPL.O Apple, Inc. USD 541.65

ARM.L ARM Holdings Plc GBp 1031

ATML.O Atmel Corp. USD 8.54

CCI.N Crown Castle Corp. USD 74.76

CSR.L CSR PLC GBp 721

FSL.N Freescale Semiconductor Ltd. USD 25.17

GOOG.O Google USD 1,134.89

IMG.L Imagination Technologies Group GBp 213.2

INTC.O Intel Corporation USD 25.99

LLTC.O Linear Technology Corp USD 50.43

MCHP.O Microchip Technology Inc. USD 47.85

NXPI.O NXP Semiconductor NV USD 60.93

2379.TW Realtek Semiconductor TWD 91.7

6286.TW Richtek TWD 184

CRM.N Salesforce.com USD 58.8

SAPG.DE SAP AG EUR 58.83

SOWG.DE Software AG EUR 27

CODE.N Spansion Inc. USD 18.1

SPLK.O Splunk Inc. USD 74.9

STM.PA STMicroelectronics NV EUR 6.787
 
 


